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Abstract—After a general introduction of the VIKING EU
FP7 project two speciﬁc cyber-attack mechanisms, which have
been analyzed in the VIKING project, will be discussed in more
detail. Firstly an attack and its consequences on the Automatic
Generation Control (AGC) in a power system are investigated,
and secondly the cyber security of State Estimators in SCADA
systems is scrutinized.

In this presentation attacks and their consequences on the
Automatic Generation Control (AGC) in a power system are
investigated, and the cyber security of State Estimators in
SCADA systems is scrutinized. These presented results are
all from the VIKING project.

Index Terms—Cyber-Security, SCADA Systems, AGC, State
Estimators.

II. C YBER ATTACKS ON THE AGC

I. I NTRODUCTION
HE electric power transmission system is probably the
most vital infrastructure in our society [1]. Large power
systems are nowadays very complex and tightly coupled
with the SCADA system, which supervises them in terms of
collecting data from remote facilities and sending back control
commands. The resilience of power system on this infrastructure, makes it more susceptible not only to operational errors
but also to external attacks.
The SCADA system measures data through remote devices
and transmits them to control centers through communication
channels. There computer processing takes place and control
commands are sent back to the system. The vulnerabilities that
are introduced could be exploited by malicious attackers. In
[2], [3], [4],[5] real examples of cyber attacks were reported.
The authors of [6] proposed a framework in order to clarify the
interaction between the power system and the IT infrastructure
and identify the vulnerabilities and the malfunctions of both
that could lead to an abnormal operation of the power network.
From another perspective the authors of [7] attempted to
quantify the impact of a cyber attack in the power market.
The work in this presentation is motivated by the framework
proposed by the VIKING research project [8]. This project
proposes a novel concept to address the challenges introduced
by the interaction between the IT systems and the power
transmission and distribution systems. Main objective is to
identify the vulnerabilities of these safety critical infrastructures, determine the impact that possible failures or attacks
might have and develop strategies to mitigate these effects.
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Here we investigate the impact of a cyber attack on the
Automatic Generation Control (AGC) in a power system. The
primary objective of the AGC is to regulate frequency to the
speciﬁed nominal value and maintain the power exchanged
between the controlled areas to the scheduled values by
adjusting the generated power of speciﬁc generators in the
area. AGC actions are usually determined for each control area
at a central dispatch center. Measured system frequency and tie
line ﬂows are sent to this center and then a feedback signal that
regulates the generated power is sent back to the generators,
participating in the AGC, through the SCADA system.
AGC is one of the few control loops that are closed over
the SCADA system without human operator intervention. To
reveal its vulnerabilities, we consider a two-area power system
and analyze the safety of the system in the case where an
attacker has gained access to the AGC signal of one area and
is able to inject any undesirable input to it. For this purpose,
a dynamic nonlinear frequency model, which is suitable for
load-frequency studies for the two interconnected areas, was
developed.
In this paper, two approaches on designing an optimal
control strategy to destabilize a power system in the case of
a cyber attack in AGC are developed. The ﬁrst approach, is
an open loop policy based on Markov Chain Monte Carlo
optimization. However, via simulations it was demonstrated
that this policy is extremely sensitive to parameter uncertainty.
Motivated by this a systematic algorithm based on feedback
linearization was developed so as to construct an attack
signal. The proposed scheme was tested numerically and its
robustness to parameter mismatching were veriﬁed from the
obtained simulation results. Current work concentrates on the
implementation of the proposed scheme on a realistic, IEEE
benchmark network. Methods to identify these attacks will
also be presented.
III. C YBER S ECURITY A NALYSIS OF S TATE E STIMATORS

We have analyzed the cyber security of state estimators in
Supervisory Control and Data Acquisition (SCADA) systems
operating in power grids. Safe and reliable operation of these
critical infrastructure systems is a major concern in our society.
In current state estimation algorithms there are bad data
detection (BDD) schemes to detect random outliers in the
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SESSION: CYBER-PHYSICAL SYSTEM SECURITY IN A SMART GRID ENVIROMENT

measurement data. Such schemes are based on high measurement redundancy. Although such methods may detect a set of
very basic cyber attacks, they may fail in the presence of a
more intelligent attacker, as ﬁrst pointed out in [9]. We have
explored the latter by considering scenarios where deception
attacks are performed, sending false information to the control
center. As discussed in, for example, [10], there are several
vulnerabilities in the SCADA system architecture that could
be exploited to perform such attacks. These include the direct
tampering of remote terminal units (RTUs), communication
links from RTUs to the control center, and the IT software
and databases in the control center.
In [11], we have introduced a security metric tailored to
quantify how difﬁcult it would be to perform these deception
attacks. The metric depends on the physical topology of the
power network as well as the available measurements. How
the SCADA communication system topology can be taken into
account is shown in [12], where the metric is also used to
deploy a small number of protected RTUs, in order to make
the described deception attacks as difﬁcult as possible. By a
protected RTU we mean its communication with the control
center is encrypted, or that the substation where it is located
is physically protected.
Most studies of these attacks have assumed that the attacker
has perfect model knowledge. In [13], we instead assume the
attacker only possess a perturbed model. Such a model may
correspond to a partial model of the true system, or even an
out-dated model. Speciﬁcally, we quantify trade-offs between
model accuracy and possible attack impact for different BDD
schemes. Finally, in [14] we have studied how an actual
SCADA system responds to deception attacks constructed
using an approximate linear model. The study indicates that
they indeed can be made signiﬁcant: In the example considered
in [14], a power ﬂow measurement was corrupted by 150 MW
(57% of the nominal power ﬂow) without triggering BDD
alarms.
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