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Abstract—1In this paper, we have proposed a technique for
Bayesian sequential detection of replay attacks on networked
control systems with a constraint on the average number
of watermarking (ANW) events used during normal system
operations. Such a constraint limits the increase in the control
cost due to watermarking. To determine the optimal sequence
regarding the addition or otherwise of watermarking signals,
first, we formulate an infinite horizon stochastic optimal control
problem with a termination state. Then applying the value
iteration approach, we find an optional policy that minimizes
the average detection delay (ADD) for fixed upper bounds on
the false alarm rate (FAR) and ANW. The optimal policy turns
out to be a two thresholds policy on the posterior probability
of attack. We derive approximate expressions of ADD and
FAR as functions of the two derived thresholds and a few
other parameters. A simulation study on a single-input single-
output system illustrates that the proposed method improves
the control cost considerably at the expense of small increases
in ADD. We also perform simulation studies to validate the
derived theoretical results.

I. INTRODUCTION

Safety and security issues associated with cyber-physical
systems (CPS) must be addressed before the widespread
adoption of CPS for safety-critical applications. CPS are
vulnerable to adversarial attacks on both, the cyber-layer
and the physical-layer [1]. Defence mechanisms employed to
protect the cyber-layer against adversarial attacks may not be
adequate to protect the system against attacks on the physical
layer [2]. Attackers may take different strategies to launch
adversarial attacks on CPS. In one approach, the attacker
may jam the wireless channel of a networked control system
(NCS), and prevent the controller from receiving the required
observations. Such an attack is called denial of service (DoS)
attack [3]. In another approach known as a deception attack,
the attacker may feed wrong or fake information to the
system to cause some damage [4]. One particular case of
such attacks is the replay attack [5], [2], [6], where the
attacker first records the true observation from the system,
and then replaces the true observation with the recorded
data at some later point in time. The statistical similarity of
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the recorded data with true observation makes the detection
of the replay attack a challenging task. The attacker may
inject the system with harmful exogenous inputs and remain
stealthy during the replay attack. The use of off-the-shelf
networking components, commodity software, etc. makes
CPS vulnerable to such attacks [2]. One of the most studied
incidents of replay attacks is the Stuxnet attack, which took
place in a uranium enrichment plant in Iran [7]. Attackers
exploited a particular vulnerability of a commodity software
to alter the control inputs to increase the speed of the
centrifuges, which in turn increased the pressure beyond the
safety limits. Attackers also launched the replay attack during
the alteration of the control inputs to remain stealthy. Attacks
on CPS may cause a serious threat to the reliability and
availability of such systems, which may also cause monetary
loss and threat to human safety [8]. Therefore, the detection
of such attacks as early as possible is of utmost importance.

The literature is quite rich with methods for replay at-
tack detections. One widely adopted approach is to add
watermarking either to the control inputs or to the obser-
vations before the transmission. The presence of the attack
is checked by various statistical tests at the controller or
receiver end. In [2], [S], [6], the watermarking was added to
the control inputs and the y? statistics is generated using
the innovation signal from a Kalman state estimator to
perform a threshold check for the replay attack detection.
A similar watermarking scheme is followed in [9], [10], but
test statistics are generated directly using observations. The
addition of the watermarking increases the detectability of
the attack, which in turn reduces the detection delay [2].
On the other hand, the addition of watermarking increases
the control cost [2]. Since attacks are infrequent events,
the watermarking scheme increases the total control cost
significantly. In [11], a periodic watermarking scheme is
designed by keeping a balance between the control cost
and detection delay. In a different approach of adding wa-
termarking to the observations, the added watermarking is
filtered out before feeding the received observations to the
controller. Therefore, such an approach does not increase
the control cost. The added watermarking signal could be of
different types, sinusoidal [12], time-varying sinusoidal [13],
random noise [14], multiplicative type [15], etc. However, in
the scenario, where the attacker hijacks the sensor node and
feeds false or previously recorded observations before the
addition of the watermarking, such detection mechanisms
may fail.

In this paper, we have studied the problem of sequential
detection of replay attacks with a constraint on the average
number of watermarking (ANW) added before the attack.



During the normal system operation, the addition of wa-
termarking increases the control cost, which is limited by
the constraint on the ANW. We have explored the Bayesian
approach of sequential change-point detection, which was
first introduced by Shiryaev in 1963 [16], for the replay
attack detection by assuming a prior distribution of the
attack start point. The Shiryaev procedure is asymptotically
optimum under certain conditions [17]. In [17], analytical
approximate expressions of the detection delay and false
alarm rate (FAR) are derived provided the prior distribution
of the change point satisfies either of the following two
conditions,

logP{T >k + 1
L Lk L= S (1)
k—oo k

where I' is the change point. Similar to the several other
literature on change-point detections [18], [19], we have
also assumed the distribution of the change point I' to be
a geometric distribution with parameters p, which obeys
the condition in (1). However, some other prior distribu-
tion satisfying (1) can also be used. We first formulate a
stochastic optimal control problem with an infinite horizon
cost function and a termination state. The optimal policy,
that will minimize the average detection delay (ADD) with
constraints on both, FAR and ANW, is derived by solving
Bellman’s equation using value iterations [20]. The optimal
policy is found to be a two thresholds (7h* and Th?)
policy on the posterior probability of attack, pr. We derive
approximate expressions of the ADD and FAR as functions
of the thresholds and a few other parameters for the replay
attack detection problem. We have performed simulations
using a single-input single-output (SISO) NCS to illustrate
the efficacy of the proposed method and the derived theories.
Our work in this paper is inspired by the two other prior
works, quickest intrusion detection using an optimal set of
active sensors in [18], and quickest change detection using
on-off observation control in [19].

The rest of the paper is organized as follows. Section II
illustrates the system model and the replay attack mechanism
assumed in this paper. Section III formulates and solves
the stochastic optimal control problem. The approximate
analytical expressions of ADD and FAR are derived in
Section IV. Section V provides the simulation results and
discusses them. Section VI concludes the paper.

II. SYSTEM MODEL AND REPLAY ATTACK STRATEGY

This section discusses the system model before and after
the replay attack and the replay attack strategy adopted for
this paper.

A. System model before the attack
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Fig. 1: Block diagram of the system before the attack.

A block diagram of the NCS before the attack is shown in
Fig. 1. We consider a linear time-invariant SISO system for
illustrative purposes. The extension of the proposed method
for the general multi-input multi-output (MIMO) system is
being considered in an extended version of this paper.

The state and observation equations for the system are

Ty = Axj_1 + Bug_1 +wp_1, and 2
yr = Cxp, + v, 3)

where ;. € IR, ur € IR, and y; € IR are the state variable,
control input, and observation at the k-th instant in time,
respectively. w;,, € IR and v, € IR are independent and
identically distributed (iid) process and observation noise,
respectively. Also, w ~ N (0,Q), where Q € IR, and
w ~ N (0,R), where R € IR. N(u,0%) denotes a normal
distribution with mean p and variance 2. It is assumed that
wy, and v are uncorrelated with each other, and both are
uncorrelated with the initial state 9. A € IR, B € IR,
and C' € IR. We estimate the state of the system using
the Kalman estimator. The predicted state Zy;_1, and the
filtered state &y, from the Kalman filter (KF) are given as,

Trpp—1 = Elor|We 1] = Ayt + Bug_1, (4
Epi £ B [xk] V] = Zpp—1 + K, )]

where Uy, is the set of all measurements up to time k, and
E[-] denotes the expected value. The innovation signal
and the Kalman gain K take the following forms,

Yo =Yk — CZp|x—1,and (6)
1

K=CP(C*P+R) . (7
Here, P = E[(xy — &1-1)%] is the steady state error
covariance. We have assumed that the system is operational
for a long time (say, K = —oo) and the system is currently
(k > 0) at steady-state. At steady-state, P becomes the
solution to the following algebraic Riccati equation,

P=A’P+Q- A’C°P*(C*P+R)"".  ®

The control input is generated using a linear quadratic Gaus-
sian (LQG) controller by minimizing the following infinite
horizon average cost.

T
> (Wai+Uup)|. 9

1

= lim F
Jlqg im T 1 )

T—o0

Here, W € IR > 0 and U € IR > 0. The optimal input u},
becomes a fixed gain linear function of the estimated state
as,

(10)
(11

U;Z = Li‘kwm and
L=-ABS/(B*S+U).

Here, S is the solution to the following algebraic Riccati
equation,

S= A5+ W — A’B2S? (B2S+U) "' (12)



B. System model during Replay attack

For the replay attack model considered in this paper, the at-
tacker does not need to have any knowledge about the system
or controller parameters. However, the attacker can hack the
sensor nodes and can record and replace true observations,
but the attacker does not know the instantaneous values
of the adding watermarking signal. Therefore, to launch
a replay attack, the attacker replaces the true observation
yr by the fake data 2z, = wyr_x, at k = I', where ko
represents the delay. As mentioned before, the attack start
point I' is assumed to have a geometric prior distribution
with parameter p, and 0 < p < 1. Therefore, the probability
7 = P{I" = k} takes the following form,

me=p(1—p)" sy, (13)

where 1 is the indicator function. We also assume that the
probability of the attack starting before the time instant k = 1
is zero. A block diagram of the system under the replay
attack is shown in Fig. 2. A similar attack model is studied
in many literature [2], [11], and also, there are reported
incidents, such as the Stuxnet attack [7].
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Fig. 2: Block diagram of the system during replay attack.
III. PROPOSED REPLAY ATTACK DETECTION
MECHANISM

In this section, we first present the proposed replay attack
detection scheme with parsimonious watermarking in Sub-
section III-A and III-B. In the subsequent subsections, we
discuss the key aspects of the proposed strategy.

A. Proposed Parsimonious Watermarking Policy

The formal definitions of ADD and FAR are given as
follows [19],

ADD 2 E, [t —-T|r >T],
FAR 2Py {r <T}

(14)
5)

Here, 7 is the time instant when the attack is detected by
some hypothesis testing. Py and P; denote the probability
measures before and after the attack, respectively. E;[]
denotes the expected value with respect to the probability
measure P;. As discussed in [2], the detectability increases,
i.e., ADD reduces if we add watermarking to the control
input. However, the addition of watermarking increases the
control cost. If an iid watermarking ej, ~ A (0, 03) is added
to the optimal LQG control input uj, for all the time instants
then the increase in the control cost during the normal system
operation is given by [4],

ALQG, = (U + B2 (W + L2U) [1 —(A+ BL)Q] _1> o2.

(16)
Therefore, we want to detect replay attacks with minimum
ADD for a fixed upper bound on FAR and at a lower LQG

cost by a parsimonious watermarking policy. We consider
a parsimonious watermarking policy based on the derived
posterior probability of attack py 2 P {I" < k|Z;}, where T,
is the set of all available information up to the k-th instant of
time. We define the variable average number of watermarking
(ANW) used before the attack start point as follows,

ANW £ Eg[N,], a7

where Eg[-] denotes the expectation with respect to the
probability measure Py, and N, is the number of times the
watermarking is added before the attack start point. Now, our
final objective is to find a detection policy that will minimize
the ADD for fixed upper bounds on FAR and ANW. The
upper bound on the ANW will in turn limit the increase
in the control cost due to the addition of the watermarking
during the normal system operation. After the attack start
point, our primary objective is to detect the attack as soon
as possible to minimize the damage to the CPS, and we are
not concerned about the increase in the control cost due to
the watermarking. We define the control variable sy, see (18),
to control the watermarking addition process.

s _ )0
k1= 1,

The control input under the proposed watermarking scheme
will be as follows,

no watermarking added to uj,
. (18)
watermarking added to uj

Uk = Uy, + Sgp_1€k- (19)

B. Proposed Replay Attack Detection Scheme

Figure 3 illustrates the proposed scheme in a block dia-
gram. The method is provided systematically in the following
steps.

Uy = Ui + Sg_1€x ( Actuator

& Plant

Recorded
Observations

=

Proposed Attack
Detector

Filter

Fig. 3: Schematic diagram of the system with the proposed
watermarking scheme.

Step 1: We evaluate the value of the posterior probability of
attack, px. Sub-section III-D discusses the derivation of py
in detail.

Step 2: We compare p;, with two thresholds Th® and Th?,
The > Th*, as follows.

if pi, < Th® then

No watermarking is added and Hypothesis Hj se-
lected.
else if p, > Th® & pr < Th? then

Added watermarking in next instant and Hypothesis
Hj selected.
else if p;, > Th? then

No watermarking is added and Hypothesis H; se-
lected.
end if



Here the hypothesis H, denotes normal system operation,
whereas H; denotes that the system is under replay at-
tack. Thresholds Th® and Th¢ are evaluated by minimizing
ADD for the fixed upper bounds on FAR and ANW. Sub-
section III-C formulates the optimization problem, and the
solution method is discussed in Sub-section III-E.

C. Optimization Problem Formulation

To formulate the stochastic optimal control problem, we
define the following state variable 65 and another control
variable d,.

0  Normal system operation,

0 =<1  System under replay attack,
T. Replay attack detected, process terminated.
(20)
dy = 0, Hypothes%s Hj selected 21
1, Hypothesis H; selected.
Now, we state the optimization problem as,
min ADD
uqg €U
st. FAR < FARy, (22)

ANW < ANW,,

where FFAR;;, and ANW,;, are the user defined thresholds.
uq,, denotes the control action at the k-th time instant. The
relationship between ug k, and s; and dy, and the the set of
permissible actions, i.e., i are given in Table I. To illustrate
it further, for example, if the control action ugyj = 2 is
selected, then the corresponding decision variables will be
skzlanddk:().

TABLE I: U4
ugr  di Sk
1 0 0
2 0 1
3 1 0

The constrained optimization problem of (22) is transformed
into an unconstrained one using the Lagrangian multipliers
Ae and Ay, see (23).

J*=min ADD 4+ AyFAR+ A\ ANW.

23
o (23)

ADD, FAR and ANW can be represented using the defined
control and state variables as follows,

ADD =E |} n{gk_l}n{dk_o}] , 24)
Lk=1

FAR=E Z ﬂ{gk_o}l{dk_1}] , and (25)
Lk=1

ANW =E Z n{gkzo}l{dkzo}ﬂ{sﬁl}] . (26)
Lk=1

The posterior probability of attack, pg, can also be
represented as p, = E[lg,—1 |Zx] applying the
Radon—Nikodym theorem [21]. Here, Z; denotes the set of
all the required information upto the k-th time instant. Now,
using (24)-(26) and pj, we can rewrite the cost function of

(23) as the following infinite horizon cost function with a
termination state [19].

J* = min Z 9k (P, ud,k) ) 27
k=1

uqg €U -
where g, (pk, ua,k) is the expected per stage cost given as,

gk (Pr> ta k) =pelia,—oy + Ay (1 —pr) Lg,—1)

(28)
+Ae (1= pi) Lgs,—13 L, —oy-

As per the theory studied in [22], the optimal policy found
by solving (27) using dynamic programming value iterations
will also be the solution to the original constrained problem
(22).

D. Derivation of the posterior probability of attack, pi

The posterior probability of attack, py, is derived using
the joint distribution of the innovation signal and the water-
marking signal, before and after the replay attack as given
in Lemma 1.

Lemma 1: The posterior probability of the attack, py, for
the proposed watermarking scheme follows the following
recursion,

T L(Vk+1)

Tmles) _ p g —
_ ) TmL(vk41)+1-Tm
Pr+1 = { Tm]j—(’YkJrlaek) if S1 = 1 ? (29)
TonL(vk1,08)F 1T, k=

where T,,, = pr + (1 — pi) p- L (yk+1) and L (yx41, €x) are
the likelihood ratios as given below,

L (ves1) = m and (30)
L (Yet1,6ex) = 7}0 8:117237 (31)

where f () and f () denote the likelihoods before and after
the attack, respectively.
Proof: The proof makes use of the recursion formula

for Shiraev statistics Ry (32) and the relation between py
and Ry (33) [21],

Ry = (1 + Rg_1)Lx, (32)
Ry

S — 33

Dk Rrt1/p (33)

where £ denotes the likelihood ratio using the k-th data
sample. Recalling that the likelihood ratios (30) and (31)
correspond to s = 0 and s = 1, respectively, and applying
(30)-(33), we obtain the recursion (29). |

The distributions of the test data, before and after the
replay attack, remain zero-mean Gaussian. Therefore, we
have only derived the required variances for f (-) and f ()
as follows. The innovation signals before and after the replay
attack take the following forms,

_ CA (:ka_l *jk—l\k—l) + Cwi_1 + v, k<T
T\ ek = C(A+BL) &y 1oy — CBspser, k>T
(34)

Therefore, the innovation signal before the attack is uncor-
related to the watermarking signal, but after the attack they



become correlated. The distributions of ; and e;_1, before
and after the replay attack are provided in the following
lemma.

Lemma 2: For the system model and attack strategy given
in Section II, the distributions of the innovation signal g,
and the joint distributions of the innovation signal v and the
watermarking signal ej_1, before and after the replay attack,
take the following forms,

f (k1) =N (0,62), k<T
"7 ,and (35
" {f('Yk-Q—l):N(O,U%)’ E>T an (35)
{Vk,ex_1} ~ J:(erhele)ZJ\/'(O,Z%)7 k<T 6
| Fomsnen) =N (0,95), k=T
where
20
Y, = [%7 02} ; (37)
02  —BCo?
Yy, = {Béaz o2 } ; (38)
02 =C?P+R, (39)
C?K? (A+ BL)?
U%: <1+ 1(_;[2 ) >U§+
2K AC? (A + BL)?
( AﬁEA: )2CM+BM>EM(U
BQ(]'iKC)Zﬁs 252 9
1— A2 +C"B” | o, and (40)
C?K?(A+ BL)* (C*P+ R
oo =C’P+R+ ( ; )
1-(A+BL)
2 p2 2u 5
+ | C*B?ps + ————=—— | 02 41
i —asBr?)’ S

Here, A = (1 - CK)(A+ BL), us = Eg[sg], and s =
E1[sk]. The expression of E;, (—1) is provided in Lemma 3.
Proof: The proof of Lemma 2 is provided in Ap-
pendix I. [ ]
Remark 1: Since there is no constraint on the usage of
watermarking after the attack start point, we assume jis to
be 1. On the other hand, there is an upper bound on the
ANW, i.e., ANW,y,. Therefore, the range of 15 will be 0 <
s < pANW,y,. The expectation of the attack start point T’
with respect to the prior distribution is p~!.

Lemma 3: For the system model and attack strategy given
in Section II, the correlation between the estimated state
Tp_1)k—1 after the replay attack and the attack signal zj
will be as follows,

Eso(—1) =Y A'KC,AMNE,, (0)CT,

=0

(42)

where F,_(0) is the solution to the following Lyapunov
equation,

E, (0) = A.E,, (0)AL +Q,, and (43)

[ A+ BLKC BL(1 - KCQC) BLK
A, = |(A+BL)KC (A+BL)(1-KC) (A+BL)K
0 0 0
] (44)
Co=[C 0 1] (45)
[B%0%u,+Q B%02u, 0
Q. = B?%0?p, B2?02us 0 (46)
i 0 0 R
Proof: The proof of Lemma 3 is provided in Ap-
pendix II. [ ]

Remark 2: A, and A, both are assumed to be strictly
stable. Therefore, the summation of (42) will converge to a
finite number as ¢ — co. We estimate the value of Ej;,(—1)
by taking a large ¢ for which the rest of the terms in the
summation become negligible.

E. Deriving The Optimal Policy, u};
We have solved the optimization problem of (27) applying
value iteration [20] in the following steps.

Step-1: pi, Af, Ac, and p, are discretized, see Table II.
TABLE II: Discretization

Name Range Discrete levels
Pk 0<pp<1 Np
)\f 0<>‘f§>\f,maz NAf
>\e 0< )\e S Ae,maaﬁ N)\E
s 0 < pus < pANWyp, Ny

Step-2: Using Monte-Carlo (MC) simulations, the state
transition matrices P,. and P, are estimated of-
fline, where [Ppc],; = P{px = jlpk =1i,s6-1 =0},
[Pe]ij = P{pk = ]|pk = Z‘ask—l = 1}9 and Za] =
1,2,---,N,. Here [-];; denotes the i-th row and j-th
column element in a matrix.

Step-3: For each grid point in the combined search space
of A¢, Af and p, the optimal policy v} is derived using
the following value iteration.

TF1J = min [g (ug k) + Pre [TFI], .
eu {dp=0}"{sp=0}

+P, [T"J } 47
[ ]ﬂ{dk:o}ﬂ{%ﬂ}
where T denotes the transformation operator. J and

g (ugq ) are as follows

I=[JQ1) J@) - I, (48)
g(ugr) = [g (L uar) g(2,uar) g(Npaud,k)}T
(49)

J (i) represents the cost function value when the dis-
cretized initial state pg is . ¢ (4, uq i) is evaluated using
(28) after replacing the state ¢ with a corresponding
value of p; € IR.

Step-4: ADD, FAR and ANW are estimated for every
grid point in the search space with the correspond-
ing optimal policy u}; using MC simulations, and the
suitable values for A¢, Ac, and pu, are selected which
satisfy the given constraints, i.e., FAR < F ARy, and
ANW < ANWyy,.



Remark 3: We have studied several SISO models and
found that the optimal policy u; is a two thresholds policy,
Th® and Th?, Th® < Th?, on ps. According to the policy,
s = 1 is selected if pr > Th®, and di, = 1 is decided if
pr > Th.

Remark 4: A more systematic way of finding the optimal
values of \., A\¢ and g for the given FAR;, and ANWyy,
is currently being investigated.

IV. APPROXIMATE ANALYTICAL EXPRESSIONS OF ADD
AND FAR

To derive asymptotic approximate expressions of ADD
and FAR for the replay attack detection problem under study,
Py is transformed to Z;, [19], see (50), so that when pr, — 1,
Zy, — 0.

Zy, = log Pr (50)
1 — pr
Similarly, Th" = log {Zh— and Th? = log L. Using

(29) and (50), the recursion equation of Z; can be written
as

Zi+1 = Z +|log(1 — p)| +log (1 + pexp (—Z;)) (51)
+ 1z, <rnsylogL (Ye41) + Uiz, >7ns)y log L (Ye+1, ex)

Lemma 4: The variable Z,,, i.e., Z, = log 22—, can be
written as the summation of two terms, S,, and [,,, see (52),
where S, is a ladder variable, see (53), and [,, is a slowly

changing variable in the sense defined in [23], see (54).

Zn = Sn + ln (52)

Sp = logL (Y11, ex) + n|log(1 — p)|
k=1

(53)

n—1

L= log (1 +pexp(=Z)) + > _ Lz, <rnsy logL (ve41)

k=1 k=1

- Z 1(z,<rnsylogL (Yry1,ex) + log (exp (Zo) + p)
k=1

(54)
Proof: The proof of Lemma 4 is provided in Ap-
pendix III. [ ]

Exploiting the special structure of Z,, as given in Lemma 4,
and applying the analyses from [17], [19], we can get the
following approximate asymptotic expressions of ADD and
FAR.

Do T
ADD — _ Th" +7 -1 7
D (F (wsrcen) . f (rsrsen)) + log(1 = p)|
(55)
£ D
and FAR — W, as Th” — o, (56)
where r is the overshoot, » = S, — ThP. n is

the stopping time, 7 £ inf {n >1:5,2> ThD}. ro=
Ei[r], { = lim,E1[l,], and & = E;lexp(—r)].
D fv('ylﬂ_l, er) s f (Y1, ek)) denotes the Kullback Leibler
divergence (KLD) measure between the distributions af-
ter and before the replay attack. For the current problem

D (}T(’YkJrl, er) s | (Ve+1, ek)) will take the following form
(4],

D (f(%ﬂﬂk) 7f(7k+1,€k))

o2 02— C?B%532 (57)
IWERWERLE)
¥ ¥

Remark 5: There are no closed-form analytical expres-
sions of 7, [ and ¢ available for the replay attack detection
problem under study. We have estimated those values by
MC simulations. ADD expression in (55) can be further
approximated by ignoring the terms 7 and [ as,

ThP

D (f(7k+1a€k) f (’Yk+1,€k)) +log(1— p)|
(58)

ADD =~

V. NUMERICAL RESULTS

We have performed simulation studies to illustrate the
proposed method and validate the theoretical results. An
open-loop unstable SISO system is used for the simulation
studies with the following parameters, A = 1.1, B = C =
R=Q=W=1,U = 04, p = 001, N, = 50,
Ny, = 100, N), = 100, N,, = 10, Afmae = 1000,
and A¢mqe = 1. The proposed method is compared with
a method where watermarking is always present, which is
referred to as Method-A.

Figure 4a shows a plot of the optimal policy u} with
respect to p;, for a set of fixed values of Af, A., and pis.
So, for the example test case of Fig. 4a, the optimal policy
is a two threshold policy on py.

Figure 4b plots py, and the two control variables s and
dj, from a test run with the optimal policy given in Fig. 4a.
It can be observed that the watermarking is added only for
a few instances when p; > Th®. But after the attack point,
the watermarking is added more frequently compared to the
time before the attack.

3

—, =05, =100, = 0.05 —d,

=8

Py
—attack start point
I
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Fig. 4: Trial run, (a) Optimal policy u}; vs. py plot, (b) Plot
of si, dj. and p; for a random test run.

Figure 5 plots the ADD and FAR (%) vs. o2 for the
proposed method. ADD and FAR are derived from MC
simulations. The plots are shown for two different values of
Ae while keeping Ay and p, fixed. Figure 6a and Figure 6b
plot the same variables as in Fig 5 for the case where Ay and
s are changed, respectively, keeping the other two variables
fixed.
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Fig. 5: ADD and FAR (%) vs. Ug plots for two different A..
Ay =100 and pg = 0.05.

—ADD (3, =200) 50
<50 —ADD (= 1000) . —ADD (g = 0.05)
240 FAR (%) (\, = 200) 40 —ADD (4, =02)
< —FAR (%) (), = 1000) < FAR (%) (1 = 0.05)
0 £ 30 —FAR (%) (1, = 0.2)
S0 $20
a
<10 9( 10
_
[} 0
0.5 1 1.5 2 25 3 0.5 1 1.5 2 2.5 3
2 2
o o
e e
(@) (b)

Fig. 6: ADD and FAR (%) vs. og plots , (a) two different
Af. Ae = 0.3 and pg = 0.05, (b) two different 5. Ae = 0.3
and Ay = 200.

From Fig. 5 - Fig. 6b, we can have the following obser-
vations. ADD and FAR increases with the increase in ..
If we increase Ay then the FAR reduces at the expense of
ADD. It seems, s does not have any major effect on ADD
and FAR as long as it is small. By a grid search, we can
find proper values of ). for each o2 that will give the ANW
which will match with the prior assumption of . Figure 7
plots the ADD and FAR (%) vs. o2 for the proposed method,
where ADD and FAR are estimated form MC simulations
and derived approximate expressions (55), (58) and (56). The
approximation of (58) gives poor accuracy compared to (55),
but it does not need the 7 and [ values.
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—FAR (%) (MC)
—FAR (%) (Theory)

0
0.5 1 1.5 2 25 3

Fig. 7: Comparison between the estimated values and theo-
retical values. ADD and FAR (%) vs. 0'2 plot. Ay = 1000.
Ae = 0.3 and ps = 0.05

Figure 8a plots the ADD and FAR (%) vs. o2 for the
proposed method and Method-A for a fixed set of values
for Ay, Ac and p,. ADD and FAR are estimated using MC
simulations. The ADD is high for the proposed method
compared to Method-A. However, the difference is small,
i.e., 36% (approx.) for the example model used in this paper.
On the other hand, there is not much difference between the
two methods for the FAR.

Figure 8b shows the ALQG vs o2 plots for the proposed
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Fig. 8: Comparison between proposed method and Method-
A. (a) ADD and FAR (%) vs. o2 plot. A\ = 200. A, = 0.3
and p15 = 0.05, (b) ALQG vs. o2 plot for two different ..
Ay =100 and pg = 0.05.

method and Method-A, for two different values of )., when
Ay and p, are kept fixed. ALQG values are estimated by MC
simulations. We can observe a large improvement in ALQG
(80% approx.) for the proposed method when compared to
Method-A. Also, a large A\, gives a better improvement in
ALQG, but at the same time, it also increases ADD.

VI. CONCLUSION

We have proposed and demonstrated a sequential method
for detecting replay attacks by parsimoniously adding water-
marking to the control input. The proposed scheme reduces
the overall control cost during the normal operation of the
system at the expense of a small increase in ADD. We have
also derived a few theoretical results, such as the asymptotic
approximate expressions of ADD and FAR for the proposed
replay attack detection scheme. The numerical simulations
illustrate the efficacy of the proposed method and validate the
derived theoretical results. In our future work, the proposed
method will be extended for more generalized MIMO system
models. One can also find an analytical expression for the
ALQG for the proposed method.

APPENDIX I
PROOF OF LEMMA 2
The correlation between v and ex_1, i.e., —BCO’S, and
03/ are derived following the same same steps as given in

[4]. Using (34) for the case k > T, O’% is derived as

02 =02 —2C(A+ BL)E;.(—1) + C*(A+ BL)?c}

+ C%B?*,02, (59)
where 0'3 = Eo[yiika] = 0’5, Eiz(fl) = E1 [fk_1|k_1zk],
02 = E; {iim}, and fis = Bj[sg]. ex_1 is uncorrelated
t0 Typ_1x—1 and 2. Due to underlying stationarity and
ergodicity, we assume that all the random variables converge
to some steady-state distributions asymptotically, and only
use these steady state distributions in the subsequent analysis.
Combining (4)-(6) for £ > I', and replacing yi by zx, we
get

T = Kzp + AZp_1jp—1 + B(1 — CK)eg_15,-2, (60)

where A = (1 - CK)(A+ BL). Multiplying (60) with
itself, taking expectations on both sides, and finally rear-



ranging the terms we get,

K? 2AK B?(1-CK)*1
2 2 (— 5o
056—1_“420?4—1—1_ 5 Eiz(—1) + =i o:.
(61)

Using (61) in (59), and rearranging the terms we get (40). To
derive 05 (41), the following expression of y; for the case
before the attack is used.

Y = + C(A+ BL)Z_qj4—1 + CBep_15p—2. (62)
From (62), o is derived as
0, =C?P+ R+ C*(A+ BL)’0% + C°B?p,02,  (63)

where p15 = Eq [sy]. o2 is derived using the similar steps as
before for the case k < I as
2 _ K*(C°P + R) + B?pso?

T 1-(A+BL? ¢

Using (64) in (62), we get (41).

g

APPENDIX II
PROOF OF LEMMA 3

To derive the expression of Fz,(—1), we first assume that
the fake observation z is generated form the following par-
tially observed Gaussian Markov process (GMP) as follows,

Xa,k = Aaxa,k—l + Wa,k—1, (65)
2k = Caxa,k- (66)

Now, for the replay attack, where z;, = yi_x,, the elements
of the above GMP will take the following forms,

. T
Xak = [Thko Thokolk—ko—1 Uk—ko| - (67)

T
Woi = [Bei—ky + Wk—ky Ber—ky Vk—kot1] , (68)

Aa = (69)
A+ BLKC BL (1 - KC) BLK
(A+BL)KC (A+BL)(1-KC) (A+BL)K]|,
0 0 0
C,=[C 0 1], (70)
B?us024+Q B?use? 0
Q.= | B%us0? B?u,e? 0]. (71)
0 0 R

Using the given expressions (67) - (71), we can derive (42)
and (43) using the same steps given in [24].

APPENDIX III
PROOF OF LEMMA 4

Using the recursion of Z (51) and starting from the initial
value Zy, (52)-(54) can be derived directly. After the attack
start point, exp (—Z;) — 0 as k — oo, and Z), < Th® will
be true for a very short interval of time. Therefore, {,, will
converge to a finite value as n — oo, which is a property
of a slowly changing variable as defined in [23]. However,
a formal proof is not provided due to space constraints and
will be provided in the future extended version of the work.
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