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Abstract—This article investigates the design of online stealthy attacks
with the aim of moving the system’s state to a desired target. Different
from the design of offline attacks, which is only based on the system’s
model, to design the online attack, the attacker also estimates the
system’s state with the intercepted data at each instant and computes the
optimal attack accordingly. To ensure stealthiness, the Kullback-Leibler
divergence between the innovations with and without attacks at each
instant should be smaller than a threshold. We show that the attacker
should solve a convex optimization problem at each instant to compute the
mean and covariance of the attack. The feasibility of the attack policy
is also discussed. Furthermore, for the strictly stealthy case with zero
threshold, the analytic expression of the unique optimal attack is given.
Finally, a numerical example of the longitudinal flight control system is
adopted to illustrate the effectiveness of the proposed attack.

Index Terms—Security of the Cyber-physical systems
Kullback-Leibler divergence (KLD), online stealthy attack

(CPSs),

I. INTRODUCTION

DVANCES in communications boost the applications of cyber-
Aphysical system (CPSs), which integrate the communication,
computation, and control technologies [1] [2]. However, the extensive
employment of open communication networks makes CPSs vulnera-
ble to various malicious attacks on the cyber layer, which can lead
to remarkable economy losses. Hence, the security of the CPSs has
drawn significant attention from the scientific community in recent
years [3]-[6].

To guarantee the safety of CPSs, passive [7] and active [8] attack
detectors are designed to judge whether the system is attacked.
Once an attack is detected, one may design filters or controllers to
mitigate its effect. However, some attackers with enough resources
can carefully design attacks so that they can avoid being detected.
Hence, to study the vulnerability of CPSs, researchers study designing
stealthy attacks and evaluate how much destruction these attacks
make.

Many works are devoted to the stealthy attacks against a specific
type of detector, e.g., the x? detector [9], the CUSUM detector [10],
the MEWMA detector [11], the SPRT detector [12]. Furthermore,
since systems may not just equip one attack detector, stealthy attacks
with respect to arbitrary detectors attract much interest. The existence
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of undetectable attack is analyzed in [13]. Specifically, the zero-
dynamic attack [14], which is designed according to the system’s
unstable poles and makes the output the same as the normal one, is
one kind of such attack. In [15], the stability of the system under the
undetectable attack is further studied. Moreover, the cases that the
attacker is only able to attack at most a certain number of sensors
and actuators are considered in [16] and [17], respectively.

A commonly adopted measure of the stealthiness for arbitrary
detectors is the Kullback-Leibler divergence (KLD). Generally, the
smaller the KLD between the innovations with and without attack is,
the more stealthy the attack is [18]. With the KLD as the constraint,
the optimal stealthy attacks are designed to degrade the system’s
estimate performance [19] and control performance [20]. In [18]—
[20], it is required that the KLD between the sequences of all the
innovations with and without attacks is smaller than a threshold. The
constraint that the KLD between the innovations with and without
attacks at each instant is used in [21], where an innovation-based
attack is designed to maximize the trace of the covariance of the
estimate error. The objective of reducing the linear quadratic Gaussian
control performance is further considered in [22] and the boundedness
and the approximation of the reachable set for the system under
stealthy attack is studied in [23].

It should be pointed out that the attacks designed in [18]-[20],
[22] are offline. That is, the attacker determines the distribution of
the attack will be used in the future according to the system model at
instant 0. In [21], although online attack is designed, it only considers
the attack which modifies the filter’s innovation with a specific linear
function.

In this article, we aim to design an online attack to move the
system’s state to a desired target while letting the KLD between the
innovations with and without attacks at each instant smaller than a
threshold. The design of the optimal online stealthy attack is based
on not only the system model, but also the input and output signals
intercepted at each instant. The main contributions of this article are
summarized as follows:

1) An algorithm, in which a convex optimization problem should be
solved at each instant, is provided to compute the optimal online
attack, and the algorithm is proved to be always recursively
feasible.

2) In particular, when the threshold of the KLD equals to zero,
which forces the attack to be strictly stealthy, it is shown that
the optimal attack is unique and the analytical expression of the
optimal strictly stealthy attack is given.

The rest of the article is organized as follows: Section II presents
the problem formulation. In Section III, we design the optimal strictly
stealthy attack and the optimal attack that is not strictly stealthy.
Section IV presents a simulation to illustrate the effectiveness of the
stealthy attack. Section V concludes this article.

Notations: Throughout this article, let R™ be the n-dimensional
Euclidean space and I,, be the identity matrix of order n. The
expectation of the stochastic variable x is denoted as E{z} and
z ~ N(a,Y) means the vector x satisfies a Gaussian distribution
with mean a and covariance matrix ¥ (when ¥ = 0, it means
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Fig. 1. Online stealthy deception attack design against CPSs

x = a). For any matrix A, A" is the Moore-Penrose pseudoinverse,
Null(A) stands for the null space of A, the column space of A
is denoted by Span(A), and Tr(A) is used to denote the trace of
A when A is a square matrix. The notation diag(A, B) stands for
the block diagonal matrix with matrices A, B in the diagonal. For
any symmetric matrix P, the notation P > 0 (P > 0) means that
P is positive definite (semi-definite) and ||z||% = =7 Pz, where x
is a vector with appropriate dimension. For a sequence of vectors
zi € R, i=a,a+1,...,0b, the vector 25 € RO D" equals
o [¢7 ol - af]"

II. PROBLEM FORMULATION

In this section, we present the system model and describe the
attacker’s objective.

A. System model

Consider the system shown in Fig.1. The dynamics of the plant
are given by

Tpt+1 = Azy + Buy + Dug + wy, (D
yr = Cp + Eyi + s, @)

where x, € R"™ is the system state, ur € R! is the control input,
ujy, € RP is the actuator attack, y; € RY is the sensor attack,
wy € R" is the process noise, y, € R™ is the sensor output,
and vy € R™ is the measurement noise. The process noise wy, has
independent identical distribution (i.i.d.) N(0,3,) with ¥, = 0,
the measurement noise vy has iid. AV(0,3,) with 3, = 0 and
wy, is independent of vy. The matrices A, B, C, D, and E have
appropriate dimensions. Both D and E have full column rank. The
pair (C, A) is observable, and the pair (A, B) is controllable. The
system runs without knowing the attack signal. A Kalman filter is
used to estimate the state. It is well-known that the Kalman filter
converges exponentially fast from any initial condition [24]. Hence,
without loss of generality we assume that the filter starts from the
steady state, which makes the filter gain fixed, i.e., the Kalman filter
has the form

Zp =2, + K(yr — Cy,), 3)

2, = AZrp—1 + Bug—1, @
where 2 and &, are the estimates of x given all the information up
to instants k and k—1, respectively, K = PCT(CPCT+%,)™" and
P=APAT 4+ %, - APCT(CPCT +%,) " 'CPA”. It is assumed
that A — KC'A is stable.

Define the estimation error and the innovation of the Kalman filter
as ey = Tx — L and 1, = yp — CZ,, respectively. The attack
detector uses r to judge whether the system is attacked according
to a certain decision rule, e.g., [9]-[12].

Let €, and 7, be the estimate error and the innovation of the
Kalman filter when the system is under no attack (i.e., ui_, = 0,
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2
y¢ = 0, i < k), respectively, then 7 has iid. N(0,S) with S =
CPCT +%,.

In addition, the system uses a state feedback controller
up = Ly, (5)

where L is the controller gain such that A + BL is stable.

B. Stealthy attack

For the attacker, we assume that it has full knowledge of the
system, i.e., the attacker knows the matrices A, B, C, D, E, L,
3w, and X,. This assumption is the worst case for the system and
is also necessary for the attacker to carefully design stealthy attacks.
Hence, it is commonly used in the existing literature [18], [20]-[22].
Moreover, the attacker may acquire the parameters of the system from
specific physical problems or by system identification techniques
[25].

Let & = [(uz)T (y,‘jH)T]T. Without loss of generality, the
attack & is assumed to start at instant O and end at instant N. The
attacker intercepts the system’s input and output. The information
obtained by the attacker at instant 0 is Zo = {u”"’ ,4%..} and
at instant k > 1is Zpy = {u"7},y* o, €8}, The attack policy
is designed based on the information Zj, i.e., & = F(Zx). The
attacker’s goal is to find the optimal attack policy to make the
system’s state approach a certain target =™ while being stealthy.

With information Zy, the attacker can give another estimate of the
system, defined by . The filter performed by the attacker has the
following form:

Ir = I), + K(yx — Byy, — CZy), (©)
T, = AZx—1+ Buk—1 + Dug_;. @

Since & — &k converges to 0 as k approaches 0 from —oo, we
have o = Zo. Define the the innovation of filter (6) and (7) by
Tr = yr — By — CZ, . It can be easily proved that 7, = 7 for
k> 0.

Next, we introduce the measure of stealthiness. The KLD, which
is nonnegative and reflects the difference between two distributions,
is widely used in the detection theory as mentioned in Section I. The
definition of the KLD is given as follows:

Definition 1. (KLD) [26] Let x and y be two random vectors
with probability density functions f, and fy, respectively. The KLD
between x and y is

£:(0)
D = - 1 dc. 8
(ll) /{ gy F(C) 108 e ®)

The KLD between filter’s innovations with and without attacks
from instants 1 to N + 1, i.e., D(rV |7V +1), is usually adopted
to describe the stealthiness of the attack [18]-[20]. By the Chernoft-
Stein Lemma [27], the value of D(rI¥*1||7¥+1) is related to the
false alarm rate (i.e., the probability that the detector alarms but
there is no attack) of any detector which uses the innovation r{v +1
to judge whether there is an attack from instants 0 to [N. However,
most existing detectors (see [7] [8] and the references therein )
judge whether the system is attacked at each instant. Hence, using
D(rN |7V +1) to describe the stealthiness of the attacks against
these detectors is not suitable.

Following [21]-[23], we adopt D(r;||7:), ¢ =1, ..., N + 1, as
the measure of stealthiness. To be stealthy, the attacker should let
D(r;||7:) < &;, where 6; > 0,4 =1, ..., N +1, are the thresholds.

Based on the above analysis, we consider the following optimiza-
tion problem and find the optimal solution & = F*(Z), k = 0,

., N.
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Problem 1.
N+1
min J=E zi— |5, b,
F(To) s F(Tn) {Z_Zl e |Q’}
s.t. D(T¢||f1)§617221,,N+1,
where Q; > 0, ¢ =1, ..., N 4+ 1, are the weight matrices.

Remark 1. The optimal offline attack policies are designed in
[18]-[20], where D(rYTY|FNT1) is used. By the chain rule
of the KLD [27], we have D(rFfT||FFth) = D(ri||7) +
SSEEYE{D(ri||F | Y)Y, where D(ri||7ilrit) is the conditional
KLD between r; and T; given the condition rlfl, and the expectation
is taken over ri~'. However, ri"* becomes a known constant at
instant i. Hence, using D(r™ TY||7N 1Y is also not appropriate when
we target to design an online attack policy, ie., & is computed

according to ZLy.

ITI. MAIN RESULTS

In this section, we will provide an algorithm that solves Problem 1
and further give the analytical solution for the case that the attack is
strictly stealthy, ie., §; =0,¢=1, ..., N+ 1.

Combining dynamics (1), (2), and filter (3), (4), we get

re+1 = CAer + G&, + Cwg, + Vi1
= C(Aéy + wi) + viy1 + CAAey + G
= Tk+1 + CAAe + G&y, ()]

where G = [CD E} and Aer = e — € is the estimate error
induced by the attack.
Moreover, we also have

ex+1 = Aex, + Bé&, + (I, — KO)wy, — Kvgy1,

where A=A -~ KCA and B = [D — KCD
Hence, Aey, satisfies the following equation:

—-KE].

Aegr1 = Aley + Béy. (10)

Since the attack starts at instant 0, we have Aeg = 0.
Let 2, = [&f & Aef («%)7]". 1t follows from (3)-(7),
(9), (10), and 7, = 7, that

Zit1 = Az, + B& + Hipy1, (11)
A BL 0 0 K
+ |0 A+BL KCA 0 _|K _
where A = 0 0 i 0,H_ O,a\ndB
0 0 0 I, 0
D 0
KCD KE
D—-KCD —-KE|°
0 0

Remark 2. In (11), 7xy1 ~ N(0,S) can be obtained
from the attacker’s filter (6) and (7). The initial state zo =
[ig 0 (a:*)T]T is also known to the attacker. Hence, the
attacker can run (11) with its own data, which means that zy, is fully

accessible to the attacker.

Define Fi =[I, 0 0 —IL,JandF>=[0 0 I, 0], then
we have Tp—x" = Iz and Aex = Fazg. It is well-known that xx —
Zr ~ N(0, (I, — KC)P) and is orthogonal to &) [24]. Therefore,
we have

N+1
J:E{Z [Tr((I, —KC)PQi)+||F1zi|2Qi]}. (12)

i=1
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Then, the objective function in Problem 1 can be replaced by
E{ 1Pzl (3, )

Following [18]-[23], we can prove that the optimal attack should
have Gaussian distribution, i.e., & ~ N (ng, [x) with mean n, €
RP%? and covariance 'y, > 0, k = 0, ..., N. Hence, to obtain the
optimal attack, we only need to calculate 7 and I'j.

A. Optimal Stealthy Attack

In this subsection, we will give the solution of Problem 1. To do
so, we first define the following optimization problem:

Problem 2.
N+1
. 5 112
P Je =E xi1 {i—§k+1 [ Frzilg, |Ik},

s.t. D(n||ﬁ\l'k)§§l,z:k—|—1,,N+1,

where QF = {0k, Tk, ...,nn, TN}

Problem 2 aims to find the optimal stealthy attack to minimize Ji
when Zp (or zi, equivalently) is known. The relationship between
Problems 1 and 2 will be discussed later.

Since the optimal attack is Gaussian, we shall express the constraint
and the objective function of Problem 2 in terms of the mean 7y, . . .,
nn, and the covariance I'x, ..., I'n of the attack.

In (9), note that 71 is the innovation at instant k£ + 1 when there
is no attack, and the design of attack & is based on the information
Ty at instant k. Hence, 7,41 is independent of .

Given the condition Zj, the term Aey is known. Then, according
to (9) and (10), we have

r:|Zi ~ N (Br,i, Sk.,i),

where
) 1—1
ﬁk,i = CAAZikilAek + Z Gjyﬂ]j,
j=k
i—1
Sk =S+ ZGj,szGjT,i,
=k
Gi—1,= G,
Gji=CAAT IR k<j<i-2

Recall that 7 is also Gaussian. Hence, it follows that

1 _ S
Dl FlTi) = L [Te(S ™ $1.0) +lo 5]

Seal ~ "
+BE45 " B (13)
Let
-Ak — [AT (A2)T (AN+1719)T}T’
T B 0 0
AB B 0
Bk - . )
AN—kB AN—I—kB B
r H 0 0
AH H 0
Hk - )

then, from (11), one has

N+1 N N1
Zl41 = Apzi + Biéi +Hk7’k+1 .

/)
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Therefore, the objective function of Problem 2 can be written as

Jp = Tr(Qk:(gk + Apzizt AF + ka‘kBg))

+220 AL QuBini + 1Bk |15, (14)

where

Sy = ’deiag(s,...,S)'Hg,
fk = diag(Fk,...,FN),
Qr = diag(F{ Qes1F1, ..., F{ Qni1FY).

In (13) and (14), note that the quadratic forms B,GT’iS’lﬂk,i and
||Bkn,iv||2ék as well as the function —log |Sk,;| are convex [28].
Moreover, other terms are linear functions of 7, I'x, ..., nv, I'n.
Hence, Problem 2 is convex and can be effectively solved by the
CVX toolbox [29].

Suppose the solution of Problem 2 at instant k is
{Mk,kes Cie iy - -« e, v, Tie,v . Then, we can present the algorithm
that gives the optimal solution &; = F*(Zy) of Problem 1 as
follows:

Algorithm 1 Optimal attack policy F*(Zx)
I Zo={u"l,y%} and k =0

0?7

2: while 0 < kK < N do
3:  Calculate z; from Z; and solve Problem 2

4:  Attack the system with the optimal attack &; ~ N (k% Tk, k)
5 k< k+1

6: I, = {Tk—1,Uk—1,Yk,Ek—1}

7: end while

Next, we analyze the property of the covariances 'y x, ..., I'n, N
solved from Problem 2 at instant k, which will be used to prove
that Algorithm 1 is always recursively feasible, i.e., at each instant,
Problem 2 always has at least one solution.

Lemma 1. The covariances Uk i, ..., I'x,n satisfy

Gjilk;Gri=0i=k+1,...,N+1,j=Fk...,i—1,

Tr(QkBkdiag(Fklk, ey Fk,N)BZ) =0.

Proof. Tn (13), note that Tr(S™'Sy ;) + log% > m, where
the equality holds if and only if Sy ; = S, which means (13) is
minimized when Y/} G;,T,GT; = 0,i = k+1, ..., N+ 1.
Since G;;I';G,; = 0, we can obtain (15).

In (14), since Qk > 0, the term Tr(QkkakBg) is minimized
when (16) is satisfied. Note that (15) and (16) can be satisfied
simultaneously when I'y,, = --- = I'y,y = 0. Hence, the proof
is completed, O

15)
(16)

Now, we are ready to study the feasibility of Algorithm 1.
Theorem 1. Algorithm 1 is always recursively feasible.

Proof. Note that Aeyg = 0. Hence, Algorithm 1 is feasible at instant
0 with Q" = {0,0,...,0,0}.

Suppose at instant k — 1, Algorithm 1 is feasible and the system
is attacked with the optimal attack &;_; ~ N (Mk—1,k—1, DCk—1,k—1)-
By (9), (10) and (15), fori =k +1, ..., N + 1, we have

i-1
ri =T+ CAA ™ Aey + ) Gjug,
J=k
where
CAA T T Ney = CAA™ Y (AAer_1 + BE_y)
= CAA " Aep_1 + Gr-1,i—1
= CAA " " Aep_1 4+ G151
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Since {77k—1,k—1, Fk—l,k—l, vy Mk—1,N, Fk_lyz\]} is the solution of
Problem 2 at instant & — 1, it follows from (15) that

Gjilh-1,Gri=0i=k,....N+1Lj=k—1,....i—1. (7

In (13), replace k by kK —1 and let n; = nx—1,5, I'j = I'r—1,;. Then,
by (17), for i = k, ..., N + 1, one has
1—1
|CAA " Aex—1 + Gro1,ifu—1,6-1 + Zéj,ink—l,jHQS—l < 26;.
j=k
Hence, at instant k, the constraint of Problem 2 D(r;||7:|Zx) < s
can be satisfied with QkN = {Mk-1,k,0,...,Mk—1,~N, 0}, which means
Algorithm 1 is feasible at instant k. Therefore, by induction, the proof
is completed. O

Finally, with the following lemma, we prove that the optimal attack
is given in Algorithm 1.

Lemma 2. [24] Let g(2,€) be a function such that, for any z,
mingc= g(z,&) exists and 2 is a set of functions such that for
every £ € E, the expectation E.{g(z,&)} exists. Then, we have
mingez E.{g(2,£)} = E-{minge= g(z,¢) }.

Theorem 2. Algorithm 1 provides the optimal attack that solves
Problem 1.

Proof. We resort to dynamic programming to solve Problem 1.
According to (11) and (12), the optimal cost function is given as

JN = min
nNn.I'n

st. D(ryvpal[Pya|In) < 0n4a,
min B, {(I[Fize1 ]G, + i) Zeds

M Ui
st. D(rita||Pe+11Ze) < dkt1,k=0,...,N — 1.

Eonis {||F12N+1||22N+1 |Zn},

Ji =

Hence, we only need to prove

Ji = min Jg,
o

st. D(ri||7:|Te) < dsyi=k+1,...,N+1,
fork=0,..., N.
It is easy to show that (18) holds when £ = V. Then, we suppose

(18) holds for instant k + 1 and prove it also holds for instant k.
The right-hand-side of (18) equals to

N+1
min min Ezl«-%—l]Ez,f;;l {{ Z ||FIZZ||221|IIC}}7

Nk, I QN
ksl k QkJrl ikl

D(TZHFJI]C) <dbj,i=k+1,...,N+1.

(18)

s.t.

and E

the minimization over Q3 1 is a function of zp41. Therefore, the
expectation over z,ﬁ:gl is the conditional expectation given Zjy.

Then, the-right-hand side of (18) becomes

We use Lemma 2 to exchange mianNJr1 Note that

241t

Jnin By {(1Frzrt1llf s + Jot1)I Tk},

s.it. D(rrga|[Trs1]Ze) < Oka,
where

JkJrl = min Jk+1,
QN
k+1

s.t. D(n||ﬂ|Ik+1) S 51,2 = k+2,,N+ 1.

By the assumption of jk_H = Ji,1, we have (18) is true for
instant k. Hence, by induction, the proof is completed. O

Remark 3. Ar instant k, Problem 2 has (p + q)(p + q + 3)(N —
k + 1)/2 scalar decision variables. Moreover, Algorithm 1 requires

/)
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solving Problem 2 repeatedly. Hence, when N is large, Algorithm 1
is computationally expensive. To reduce the computational burden,
one can obtain a suboptimal attack by solving the following problem
with fewer variables instead of Problem 2 in Algorithm 1 at first few
instants:

N+1
112
]Ez;jﬁll{ > |F121|Q,:Ik}7

min

han i—k+1

s.t. D(T¢||F¢|Ik)S(Si,i:k’-f—l,...,N-i-l,
é-llcv+1 = 07

where W € [0, N — 1] is a time window.

B. Optimal Strictly Stealthy Attack

In this subsection, we further analyze the case of §; = 0, i = 1,
..., N +1, and give the analytical expression of the optimal strictly
stealthy attack, which requires much less computational cost than
Algorithm 1. By (15) and (16), one of the optimal covariances is 0.
Hence, to simplify the problem, we assume the attack is deterministic
(i.e., & = Mk, 'y = 0) and calculate 7.

Before designing the optimal strictly stealthy attack, we first give
the lemma which characterizes the feasible set of the strictly stealthy
attack.

Lemma 3. When §; =0, i =1, ..., N + 1, the attack should be
in the following set:
e € {n|TeFozi + Gen =0}, k=0,...,N, (19)
where
Yn =CA,Gy =G,
- CcA G
Ty = | ,Gr = =|,k=0,...,N —1,
* {TkHA] * {TkHB}
Ti = UL Uy, — U & (D ) D) Wy,
U, = [(CA)T  (CAA)T (CAAN-#)T]T
k=0,...,N,
oy =G,
G 0 e 0
CAB G -0
q)k: = )
CAAN—F=1B CcAAN—*2p ... @
k=0,...,N—1.
Proof. From (9), to be strictly stealthy, 7, should satisfy
CAAey, + G, = 0. (20)

When k = N, we can directly obtain (19) from (20). When & < N,
7, should not only satisfy (20), but also be chosen such that there
exists a strictly stealthy attack from instants £ + 1 to NV, i.e., there
exists an 77,]9\;1 such that CAAe; + Gn; = 0,i =k+1, ..., N.
Then, from (10), there exists an 77, "1 such that

Uy i1Aepi1 + Pry1nny, =0, (1)
which is equivalent to
}fg}n 1Whi1Aenir + Pepamiiall?, = |[Aerialfy, .,
o =0. (22)
Combining (10), (20) and (22), we can obtain (19) for k =0, ...,
N — 1, which completes the proof. O
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It can be seen from Lemma 3 that (19) is satisfied when né\’ =0.
However, 775" = 0 does not have any influence on the system. Hence,
we give the necessary and sufficient condition for the existence of
nonzero 73’ in the following corollary.

Corollary 1. A nonzero n3) exists if and only if G does not have
full column rank.

Proof. Recalling that Aeg = 0, it follows from (21) (by letting k =
—1) that the necessary and sufficient condition for the existence of
nonzero név is that ®¢ does not have full column rank, which holds
if and only if G does not have full column rank (since ®q is a block
lower triangular matrix with G in the diagonal). O

Since Gt € R™*(P+9 we can also obtain the following sufficient
condition:

Corollary 2. If p+ q > m, i.e., the dimension of & is larger than
that of yx, a nonzero ng exists.

We then give the lemma which will be used to derive the analytical
expression of the optimal strictly stealthy attack.

Lemma 4. Suppose v is a known vector, then, for k =0, ..., N,
the following equation

Gi BT Q111 BGra+Gi BTy =0 (23)

with
Gp = Iprqg — GLGHk=0,...,N,
Ont1 = F Qny1Fh,
Ok = FIQuFi + (A= GLT4Fo)" Qry1 (A — GITLF)
—Eg(ggBTQk+1ng)TEk7
Er =G BT Qpy1(A — GLTsz),
k=1,...,N,
has at least one solution c.
Proof: We  prove  the solution  exists by  proving
Span(ngBiT Qk+1§gk) = Span(ngBT). Trivially, we have
Span(GF BT Qy+1BGy) C Span(ngBf). Hence, we only need to
show Null(G} B" Qx1BGx) C Null(BGy) by contradiction.
Suppose o € Null(GF BT Qr1BGr) while a ¢ Null(BGy).
Then, we have Gra = [OqT a;] # 0, where a7 € RP.
Furthermore, we have
GnyGna = CDay + Fas,
CDaoq + Fas
G T
kGra { Y11 BGra

Note that £ has full coh%mn rank. If oy = 0, then CDay +
Easz # 0 (since [af a3] # 0), which contradicts the fact that
GGk = 0. Hence, one has a; # 0.

Since Qx+1 > 0 and D has full column rank, we have

aTg;?BTFlTQkHFlBQka = Oé?DTQkJrlDOq
> 0.

},k:o,...,N—l.

Moreover, it is easy to show that Q11 — F{f Qi1 F1 >= 0. Then, it
follows that
OéTngBTQkHBQka >0,

which is contrary to the assumption of a € Nuu(ngBTng ng).
Hence, we have Span(QgBT Qr+1BGL) = Span((]kTBT), which
completes the proof. O

(24)

We finally give the lemma which will be used to prove that the
optimal strictly stealthy attack is unique.

/)
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Lemma 5. Suppose as and oy are two solutions of (23), then
Gras = Groy.

Proof. If Gras #  Groas, according to (24), we have
[1Gk(as — a4)HQBTQkHB > 0, which contradicts the fact that
G BT Qry1BGras = —GiL B™y = G BT Qi41BGrau. Hence,
the proof is completed. O

Now, we are ready to design the optimal strictly stealthy attack.
Theorem 3. The optimal attack policy F*(Iy) that solves Problem 1
with§; =0,i=1, ..., N+1, is & = n;, where

e = _GLTI@FZZIC — gk(ngBTQkHng)TEkZh
k=0,...,N, 25)

with G, Tr defined in Lemma 3 and G, Qry1, Zk defined in
Lemma 4.

Proof. Similar to the proof of Theorem 2, the optimal cost function
is given as:

N = min E{||Fizn+1lléy, 1IN}

s.t. YnFazny + Gy =0, (26)
Ji = min B{(|1Pzeia |G, + Tl Te}

s.t. YeFozey + Geme =0,k=0,...,N—-1. (27)

We begin by finding the optimal attack at instant N. By (26), we
have nx = —Gj\,'I‘NngN + Gnc*, where ¢* satisfies

GuBTOny1(Azn + B(-GL TnFazn +Gne™) =0, (28)

It follows from Lemma 4 that the solution of (28) exists. It is easy
to get one solution

= *(Q%BTQNHBQN)J(ENZN.

Hence, the optimal strictly stealthy attack (25) with k& = N can
be obtained. Note that, by Lemma 5, all the solutions of (28) lead
to the same Gnc*. Therefore, the optimal strictly stealthy attack is

unique and

T =2 [(A = GYTNF) T O (A - GL TN F2)
—EN(GN BT ONn11BGN) ' EN]2n + Te(Qn 1 HY SH).

Furthermore, in (27), let k = N — 1 and substitute Jy into (27).
Then, we have

Fica = min B{(|zxlfb, + (@i HTSH) I 1},
st. Yn_1Fozn_1+ Gn_1nn-1 = 0.

Note that Tr(Qn+1 HTSH) is a constant. Following the same
method as that used to find 03, we can get ny_;.

Repeating the dynamic programming procedure for k = N — 2,
..., 0, we can obtain that the optimal attack has the form of (25)
and is unique. The proof is completed. O

Remark 4. It can be seen that the optimal strictly stealthy attack
is a state feedback of zr, which can be calculated online by the
attacker based on the information Iy, (see Remark 2). Moreover; it
is easy to find from (25) that when Gy, has full column rank for all
k, then n;, = 0. This coincides with the discussion in Corollary I,

since Gy = G and Gy, = TGB},kZO,...,N—l.
k41
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Fig. 2. The pitch angles under optimal strictly stealthy attack, a random
generated strictly stealthy attack and no attack

IV. NUMERICAL EXAMPLE

In this section, the example of a simplified longitudinal flight
control system [30] is given to illustrate the effectiveness of the
proposed attack.

We use the linearized discrete-time model, where the state x
represents the pitch angle, the pitch rate and the velocity of the flight.
The parameters of system (1) and (2) are given by

0.9944 —0.1203 —0.4302 0.4252
A= 10.0017 09902 —0.0747|, B= |—0.0082] ,
0 0.8187 0 0.1813
C=FE=1I3D=B,3%,=%, =0.001Is.
The controller gain is chosen to be
0.6311  —0.0136 —0.0239
L = {-0.0136 0.5846 0.1287
—0.0239  0.1287 0.2876

Moreover, the initial state is assumed to be zop = [0 0 O]T.

The attacker’s goal is to move the state of the flight to «* =
2 0 O]T. The time horizon in Problem 1 is N = 19 and the
weight matrices are Q; = Iz, i =1, ..., 20.

a) Strictly stealthy attack : Let E = I3, meaning that all
sensors can be corrupted. According to Corollary 1, a nonzero strictly
stealthy attack exists since G [CD E} does not have full
column rank. The pitch angles of the flight under optimal strictly
stealthy attack (25), under a randomly generated strictly stealthy
attack &), = —G|CAFsz, + Grey, with ¢, ~ N(0,0.114) and under
no attack are shown in Fig.2, which indicates that under the attack
(25), the system’s state can reach z*.

b) Non-strictly stealthy attack

1 0 0"
[O 1 O]
nonzero strictly stealthy attack does not exist. We choose the
thresholds in Problem 1 to be 6, = 10, £ = 1, ..., 20. The
pitch angles of the flight and the values of D(ry||Tx) under
optimal stealthy attack calculated by Algorithm 1, under a randomly
generated attack &), ~ N(exnik, €2l'k,%) with e € (0,1) and
under no attack are given in Fig.3 and Fig.4, respectively. Fig.3 and
Fig.4 show that the attack given in Algorithm 1 is stealthy and can
effectively make the system reach the target state. Fig. 5 presents

N |z — z*||3, with different 6. It is observed

the value of >,
that with larger Jy, the average distance between the state and the

target is smaller.

to

When FE equals

(i.e., the last sensor cannot be corrupted), the
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Fig. 3. The pitch angles under optimal stealthy attack with é; = 10, a
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Fig. 6. Comparison among different attack strategies

Finally, we compare Algorithm 1 with two attack strategies in
Fig. 6. The first one is an offline attack, i.e., the attack £J’ obtained
by solving Problem 2 for k = 0. It is shown that the offline attack and
the attack computed by Algorithm 1 make the state reach the target al-
most simultaneously. However, after instant 12, the pitch angle under
the offline attack deviates more far from 2 due to the influence of the
noise. The second one is the optimal stealthy attack with constraint in
Problem 1 changed by D(rY ™ [|7Y ) < S°N4' 5. Although this
attack is also computed offline (as discussed in Remark 1), it drives
the state to the target more quickly than our proposed attack, which
is because the constraint used in Problem 1 restricts the stealthiness
of the attack for each instant, not a period of time.

V. CONCLUSION

In this article, we have studied the design of online KLD-based
stealthy attack against CPSs for two cases. We have shown that the
optimal attack is a solution of a convex optimization problem that
should be solved by the attacker at each instant. The feasibility of
the attack policy has also been discussed. When the threshold equals
to zero, we have proved there always exists a unique optimal strictly
stealthy attack, which is a state feedback of an augmented system run
by the attacker. An example of a simplified longitudinal flight control
system has been presented to show the effect of the attack. Future
works may involve expanding the results to large-scale systems.
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