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Need tools and strategies to understand and mitigate attacks:
• Which threats should we care about? 
• What impact can we expect from attacks?
• Which resources should we protect, and how?
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“The Security Game”: key ingredients

3

Need tools and strategies to understand and mitigate attacks:
• Which threats should we care about? 
• What impact can we expect from attacks?
• Which resources should we protect, and how?

• How to find answers: Risk Management & Game Theory + Control Theory + Statistical Learning

Cyber-Physical 
System

Defender

Attacker

Uncertainty



Risk Management Cycle

4[ISO 31000]

Risk = (Scenario, Likelihood, Impact) 
[Kaplan & Garrick, 1981] 

S. Sridhar, et al., "Cyber–Physical System Security for the Electric Power Grid," in Proceedings of the IEEE, 2012

Milosevic et al. “Security Measure Allocation for Industrial Control Systems: Exploiting Systematic Search 
Techniques and Submodularity”. Int. Journal of Robust and Nonlinear Control 2020. 
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Risk Management Cycle

Main steps in risk management
• Scenario characterization 

• Models, Scenarios, Objectives 

• Risk Analysis 
• Likelihood Assessment 
• Impact Assessment 

• Risk Mitigation 
• Prevention, Detection, Treatment
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<latexit sha1_base64="yO3r45fahLgmPds3KEsWz8CfsUg=">AAAB53icbVBNS8NAEJ3Ur1q/qh69LBZBEEoignorevHYgrGFNpTNdtqu3WzC7kYoob/AiwcVr/4lb/4bt20O2vpg4PHeDDPzwkRwbVz32ymsrK6tbxQ3S1vbO7t75f2DBx2niqHPYhGrVkg1Ci7RN9wIbCUKaRQKbIaj26nffEKleSzvzTjBIKIDyfucUWOlxlm3XHGr7gxkmXg5qUCOerf81enFLI1QGiao1m3PTUyQUWU4EzgpdVKNCWUjOsC2pZJGqINsduiEnFilR/qxsiUNmam/JzIaaT2OQtsZUTPUi95U/M9rp6Z/FWRcJqlByeaL+qkgJibTr0mPK2RGjC2hTHF7K2FDqigzNpuSDcFbfHmZ+OfV66rXuKjUbvI0inAEx3AKHlxCDe6gDj4wQHiGV3hzHp0X5935mLcWnHzmEP7A+fwB4CmMgw==</latexit><latexit sha1_base64="yO3r45fahLgmPds3KEsWz8CfsUg=">AAAB53icbVBNS8NAEJ3Ur1q/qh69LBZBEEoignorevHYgrGFNpTNdtqu3WzC7kYoob/AiwcVr/4lb/4bt20O2vpg4PHeDDPzwkRwbVz32ymsrK6tbxQ3S1vbO7t75f2DBx2niqHPYhGrVkg1Ci7RN9wIbCUKaRQKbIaj26nffEKleSzvzTjBIKIDyfucUWOlxlm3XHGr7gxkmXg5qUCOerf81enFLI1QGiao1m3PTUyQUWU4EzgpdVKNCWUjOsC2pZJGqINsduiEnFilR/qxsiUNmam/JzIaaT2OQtsZUTPUi95U/M9rp6Z/FWRcJqlByeaL+qkgJibTr0mPK2RGjC2hTHF7K2FDqigzNpuSDcFbfHmZ+OfV66rXuKjUbvI0inAEx3AKHlxCDe6gDj4wQHiGV3hzHp0X5935mLcWnHzmEP7A+fwB4CmMgw==</latexit><latexit sha1_base64="yO3r45fahLgmPds3KEsWz8CfsUg=">AAAB53icbVBNS8NAEJ3Ur1q/qh69LBZBEEoignorevHYgrGFNpTNdtqu3WzC7kYoob/AiwcVr/4lb/4bt20O2vpg4PHeDDPzwkRwbVz32ymsrK6tbxQ3S1vbO7t75f2DBx2niqHPYhGrVkg1Ci7RN9wIbCUKaRQKbIaj26nffEKleSzvzTjBIKIDyfucUWOlxlm3XHGr7gxkmXg5qUCOerf81enFLI1QGiao1m3PTUyQUWU4EzgpdVKNCWUjOsC2pZJGqINsduiEnFilR/qxsiUNmam/JzIaaT2OQtsZUTPUi95U/M9rp6Z/FWRcJqlByeaL+qkgJibTr0mPK2RGjC2hTHF7K2FDqigzNpuSDcFbfHmZ+OfV66rXuKjUbvI0inAEx3AKHlxCDe6gDj4wQHiGV3hzHp0X5935mLcWnHzmEP7A+fwB4CmMgw==</latexit><latexit sha1_base64="yO3r45fahLgmPds3KEsWz8CfsUg=">AAAB53icbVBNS8NAEJ3Ur1q/qh69LBZBEEoignorevHYgrGFNpTNdtqu3WzC7kYoob/AiwcVr/4lb/4bt20O2vpg4PHeDDPzwkRwbVz32ymsrK6tbxQ3S1vbO7t75f2DBx2niqHPYhGrVkg1Ci7RN9wIbCUKaRQKbIaj26nffEKleSzvzTjBIKIDyfucUWOlxlm3XHGr7gxkmXg5qUCOerf81enFLI1QGiao1m3PTUyQUWU4EzgpdVKNCWUjOsC2pZJGqINsduiEnFilR/qxsiUNmam/JzIaaT2OQtsZUTPUi95U/M9rp6Z/FWRcJqlByeaL+qkgJibTr0mPK2RGjC2hTHF7K2FDqigzNpuSDcFbfHmZ+OfV66rXuKjUbvI0inAEx3AKHlxCDe6gDj4wQHiGV3hzHp0X5935mLcWnHzmEP7A+fwB4CmMgw==</latexit>

Physical Domain Cyber Domain

Performance
signal

Residual
signal
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• Attack policy: Goal of the attack? Destroy equipment, increase costs, remain 
undetected… 

• CPS model knowledge: Adversary knows models of plant and controller? Better 
models increase possibility for stealthy attacks… 

• Disruption/disclosure resources: Which channels can the adversary access?

[Teixeira et al., Automatica, 2015] Do et al.,  “The role of the adversary model in applied security research”, Computers & Security, 2019

Key elements [Do 2019] 
• Goals 
• Assumptions 
• Capabilities

Adversary models are extremely important 
to define security! 
They define what the system is (in)secure against.
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Attack Scenarios

8
[Chong et al., ECC, 2019]

Adversary Models 
• How does the adversary behave against the 

system? 

Security Analysis: 
• Can it evade detection? 
• Can it violate safety? 
• How complex/likely is it? 

[Teixeira et al., Automatica, 2015]

Cyber-Physical 
System
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Closed-loop system

• (Discrete-time) zero dynamics 
characterized by:
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• Attack policy:  
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• Attack policy:  
-          : vanishing attack 
-          : diverging attack

ak = νkg

Example: Zero Dynamics Attack 
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Closed-loop system

• (Discrete-time) zero dynamics 
characterized by:
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� Attack is undetected during 
 the “linear” regime.

Attack impact is significant:  
empties Tank 3.
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• Moving Target Defense (MTD): 
• Modify the system dynamics

MTD creates uncertainty in the adversary.
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• Moving Target Defense (MTD): 
• Modify the system dynamics

Example: connect Tank 1 to Tank 3
MTD creates uncertainty in the adversary.

Teixeira et al, “Revealing Stealthy Attacks in Control Systems”. Allerton 2012
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• Moving Target Defense (MTD): 
• Modify the system dynamics

Example: connect Tank 1 to Tank 3
MTD creates uncertainty in the adversary.

Interaction resembles a Stackelberg game 
1. The attack policy is fixed according to the attacker’s goals 
2. MTD is implemented for detection (defender’s goals)

Teixeira et al, “Revealing Stealthy Attacks in Control Systems”. Allerton 2012
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• Attack characterized by:
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• Moving Target Defense (MTD): 
• Modify the system dynamics

Example: connect Tank 1 to Tank 3
MTD creates uncertainty in the adversary.

Interaction resembles a Stackelberg game 
1. The attack policy is fixed according to the attacker’s goals 
2. MTD is implemented for detection (defender’s goals)

The setting is uninformative of how secure 
the ‘new’ system is against ‘new’ attack policies!

Teixeira et al, “Revealing Stealthy Attacks in Control Systems”. Allerton 2012



Outline

• Security Risk Management 

• Scenario and Threat Models 

• Security Metrics and Game-Theoretic Design 

• Security under Model Uncertainty 

• Probabilistic Risk Measures and Game-Theoretic Design 

• Conclusions and Remarks

11



Security Metrics and Game-Theoretic Design

12

Cyber-Physical 
System

<latexit sha1_base64="nAzb1xkdMeWUwPcJrg9Rf22XGvM=">AAAB7XicbVDJSgNBEK1xjXGLevTSGARPYUbcjkEvHiOaBZIh9HR6kja9DN09QhjyD148KOLV//Hm39hJ5qCJDwoe71VRVS9KODPW97+9peWV1bX1wkZxc2t7Z7e0t98wKtWE1oniSrcibChnktYts5y2Ek2xiDhtRsObid98otowJR/sKKGhwH3JYkawdVKjc8/6AndLZb/iT4EWSZCTMuSodUtfnZ4iqaDSEo6NaQd+YsMMa8sIp+NiJzU0wWSI+7TtqMSCmjCbXjtGx07poVhpV9Kiqfp7IsPCmJGIXKfAdmDmvYn4n9dObXwVZkwmqaWSzBbFKUdWocnrqMc0JZaPHMFEM3crIgOsMbEuoKILIZh/eZE0TivBReX87qxcvc7jKMAhHMEJBHAJVbiFGtSBwCM8wyu8ecp78d69j1nrkpfPHMAfeJ8/bp+PDQ==</latexit>

⌃

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="rJu5SV/ySA9LPvv0pvCs0g7NNwQ=">AAAB7XicbVDJSgNBEO1xjXGLevTSGARPYUbcjkEPeoxgFkiGUNPpSdr0MnT3CGHIP3jxoIhX/8ebf2MnmYMmPih4vFdFVb0o4cxY3//2lpZXVtfWCxvFza3tnd3S3n7DqFQTWieKK92KwFDOJK1bZjltJZqCiDhtRsObid98otowJR/sKKGhgL5kMSNgndTo3IIQ0C2V/Yo/BV4kQU7KKEetW/rq9BRJBZWWcDCmHfiJDTPQlhFOx8VOamgCZAh92nZUgqAmzKbXjvGxU3o4VtqVtHiq/p7IQBgzEpHrFGAHZt6biP957dTGV2HGZJJaKslsUZxybBWevI57TFNi+cgRIJq5WzEZgAZiXUBFF0Iw//IiaZxWgovK+f1ZuXqdx1FAh+gInaAAXaIqukM1VEcEPaJn9IrePOW9eO/ex6x1yctnDtAfeJ8/WSuO/w==</latexit>
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Closed-loop system
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<latexit sha1_base64="nAzb1xkdMeWUwPcJrg9Rf22XGvM=">AAAB7XicbVDJSgNBEK1xjXGLevTSGARPYUbcjkEvHiOaBZIh9HR6kja9DN09QhjyD148KOLV//Hm39hJ5qCJDwoe71VRVS9KODPW97+9peWV1bX1wkZxc2t7Z7e0t98wKtWE1oniSrcibChnktYts5y2Ek2xiDhtRsObid98otowJR/sKKGhwH3JYkawdVKjc8/6AndLZb/iT4EWSZCTMuSodUtfnZ4iqaDSEo6NaQd+YsMMa8sIp+NiJzU0wWSI+7TtqMSCmjCbXjtGx07poVhpV9Kiqfp7IsPCmJGIXKfAdmDmvYn4n9dObXwVZkwmqaWSzBbFKUdWocnrqMc0JZaPHMFEM3crIgOsMbEuoKILIZh/eZE0TivBReX87qxcvc7jKMAhHMEJBHAJVbiFGtSBwCM8wyu8ecp78d69j1nrkpfPHMAfeJ8/bp+PDQ==</latexit>

⌃

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="sumIm1tx+bkAA5vZE6at8AVPwWg=">AAACFXicbZDLSgMxFIYzXmu9VV26CRZBoZQZ8QZuii4UVxVtFTplOJOmbWiSGZKMWIa+hBtfxY0LRdwK7nwb08tCW38IfPznHE7OH8acaeO6387U9Mzs3HxmIbu4tLyymltbr+ooUYRWSMQjdReCppxJWjHMcHoXKwoi5PQ27Jz167f3VGkWyRvTjWldQEuyJiNgrBXkCr5gMkj9cxACetgX8BCkFi53hlYBAz7B/jVrCdgNcnm36A6EJ8EbQR6NVA5yX34jIomg0hAOWtc8Nzb1FJRhhNNe1k80jYF0oEVrFiUIquvp4Koe3rZOAzcjZZ80eOD+nkhBaN0Voe0UYNp6vNY3/6vVEtM8rqdMxomhkgwXNROOTYT7EeEGU5QY3rUARDH7V0zaoIAYG2TWhuCNnzwJ1b2id1g8uNrPl05HcWTQJtpCO8hDR6iELlAZVRBBj+gZvaI358l5cd6dj2HrlDOa2UB/5Hz+AC74nYw=</latexit>

min
�

max
a

J(�, a;⌃)
<latexit sha1_base64="rJu5SV/ySA9LPvv0pvCs0g7NNwQ=">AAAB7XicbVDJSgNBEO1xjXGLevTSGARPYUbcjkEPeoxgFkiGUNPpSdr0MnT3CGHIP3jxoIhX/8ebf2MnmYMmPih4vFdFVb0o4cxY3//2lpZXVtfWCxvFza3tnd3S3n7DqFQTWieKK92KwFDOJK1bZjltJZqCiDhtRsObid98otowJR/sKKGhgL5kMSNgndTo3IIQ0C2V/Yo/BV4kQU7KKEetW/rq9BRJBZWWcDCmHfiJDTPQlhFOx8VOamgCZAh92nZUgqAmzKbXjvGxU3o4VtqVtHiq/p7IQBgzEpHrFGAHZt6biP957dTGV2HGZJJaKslsUZxybBWevI57TFNi+cgRIJq5WzEZgAZiXUBFF0Iw//IiaZxWgovK+f1ZuXqdx1FAh+gInaAAXaIqukM1VEcEPaJn9IrePOW9eO/ex6x1yctnDtAfeJ8/WSuO/w==</latexit>
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<latexit sha1_base64="nAzb1xkdMeWUwPcJrg9Rf22XGvM=">AAAB7XicbVDJSgNBEK1xjXGLevTSGARPYUbcjkEvHiOaBZIh9HR6kja9DN09QhjyD148KOLV//Hm39hJ5qCJDwoe71VRVS9KODPW97+9peWV1bX1wkZxc2t7Z7e0t98wKtWE1oniSrcibChnktYts5y2Ek2xiDhtRsObid98otowJR/sKKGhwH3JYkawdVKjc8/6AndLZb/iT4EWSZCTMuSodUtfnZ4iqaDSEo6NaQd+YsMMa8sIp+NiJzU0wWSI+7TtqMSCmjCbXjtGx07poVhpV9Kiqfp7IsPCmJGIXKfAdmDmvYn4n9dObXwVZkwmqaWSzBbFKUdWocnrqMc0JZaPHMFEM3crIgOsMbEuoKILIZh/eZE0TivBReX87qxcvc7jKMAhHMEJBHAJVbiFGtSBwCM8wyu8ecp78d69j1nrkpfPHMAfeJ8/bp+PDQ==</latexit>

⌃

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="sumIm1tx+bkAA5vZE6at8AVPwWg=">AAACFXicbZDLSgMxFIYzXmu9VV26CRZBoZQZ8QZuii4UVxVtFTplOJOmbWiSGZKMWIa+hBtfxY0LRdwK7nwb08tCW38IfPznHE7OH8acaeO6387U9Mzs3HxmIbu4tLyymltbr+ooUYRWSMQjdReCppxJWjHMcHoXKwoi5PQ27Jz167f3VGkWyRvTjWldQEuyJiNgrBXkCr5gMkj9cxACetgX8BCkFi53hlYBAz7B/jVrCdgNcnm36A6EJ8EbQR6NVA5yX34jIomg0hAOWtc8Nzb1FJRhhNNe1k80jYF0oEVrFiUIquvp4Koe3rZOAzcjZZ80eOD+nkhBaN0Voe0UYNp6vNY3/6vVEtM8rqdMxomhkgwXNROOTYT7EeEGU5QY3rUARDH7V0zaoIAYG2TWhuCNnzwJ1b2id1g8uNrPl05HcWTQJtpCO8hDR6iELlAZVRBBj+gZvaI358l5cd6dj2HrlDOa2UB/5Hz+AC74nYw=</latexit>

min
�

max
a

J(�, a;⌃)
<latexit sha1_base64="rJu5SV/ySA9LPvv0pvCs0g7NNwQ=">AAAB7XicbVDJSgNBEO1xjXGLevTSGARPYUbcjkEPeoxgFkiGUNPpSdr0MnT3CGHIP3jxoIhX/8ebf2MnmYMmPih4vFdFVb0o4cxY3//2lpZXVtfWCxvFza3tnd3S3n7DqFQTWieKK92KwFDOJK1bZjltJZqCiDhtRsObid98otowJR/sKKGhgL5kMSNgndTo3IIQ0C2V/Yo/BV4kQU7KKEetW/rq9BRJBZWWcDCmHfiJDTPQlhFOx8VOamgCZAh92nZUgqAmzKbXjvGxU3o4VtqVtHiq/p7IQBgzEpHrFGAHZt6biP957dTGV2HGZJJaKslsUZxybBWevI57TFNi+cgRIJq5WzEZgAZiXUBFF0Iw//IiaZxWgovK+f1ZuXqdx1FAh+gInaAAXaIqukM1VEcEPaJn9IrePOW9eO/ex6x1yctnDtAfeJ8/WSuO/w==</latexit>

�

The security metric  captures the interactions between attacker and defender through the system. 
This enables us to construct a richer set of games between these players.

J(Γ, a; Σ)

Closed-loop system
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Attack policy: Maximise the impact on performance without raising alarms
Output-to-output gain: Maximize , while keeping  small∥yp∥ ∥yr∥

[Teixeira et al., CDC 15], [Teixeira, Springer 21]

<latexit sha1_base64="0VdQ4zx5sshdmKXzc5hkbtsS9TI="></latexit>
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 1

x(0) = 0
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Attack policy: Maximise the impact on performance without raising alarms
Output-to-output gain: Maximize , while keeping  small∥yp∥ ∥yr∥

• Input is not directly constrained  
(may be exponentially increasing) 

L2e = “signals with finite energy over finite time intervals”
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Attack policy: Maximise the impact on performance without raising alarms
Output-to-output gain: Maximize , while keeping  small∥yp∥ ∥yr∥

• Input is not directly constrained  
(may be exponentially increasing) 

• ‘Unstable zero dynamics’ is an optimal policy

L2e = “signals with finite energy over finite time intervals”
<latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit><latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit><latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit><latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit>

[Teixeira et al., CDC 15], [Teixeira, Springer 21]
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 1
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Closed-loop system



Security Metric for Control Systems

13

Attack policy: Maximise the impact on performance without raising alarms
Output-to-output gain: Maximize , while keeping  small∥yp∥ ∥yr∥

• Input is not directly constrained  
(may be exponentially increasing) 

• ‘Unstable zero dynamics’ is an optimal policy

L2e = “signals with finite energy over finite time intervals”
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• An equivalent formulation (dual problem):

[Teixeira et al., CDC 15], [Teixeira, Springer 21]

<latexit sha1_base64="0VdQ4zx5sshdmKXzc5hkbtsS9TI="></latexit>
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kypk2L2
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 1

x(0) = 0
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��0

�
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� 0, 8 a 2 L2e, x(0) = 0

Closed-loop system
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 1
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�? = min
��0

�

s.t. �kyrk2L2
� kypk2L2

� 0, 8 a 2 L2e, x(0) = 0

• Finite  implies a bound on the performance degradation by stealthy attacksγ⋆
<latexit sha1_base64="2/BScVEvy3+Nl5vSM8HsKMX/lhA="></latexit>

kyrk2L2
 ✓ ! �?✓ � kypk2L2

Closed-loop system
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Security Analysis through Linear Matrix Inequalities



14

(infinite-dimensional constraint)

An equivalent formulation:

Security Analysis through Linear Matrix Inequalities
<latexit sha1_base64="Cfv1hEbS73XC53nEvZVUH3g7dd8="></latexit>

�? = min
��0

�

s.t. �kyrk2L2
� kypk2L2

� 0, 8 a 2 L2e, x(0) = 0

[Teixeira et al., CDC 15], [Teixeira, Springer 21]



The constraint can be re-cast as a Linear Matrix Inequality (LMI) 
• Key technique: Dissipative Systems Theory (details in backup slides)

Can be efficiently solved by SDP solvers (e.g., through CVX)

14

(infinite-dimensional constraint)

An equivalent formulation:

Security Analysis through Linear Matrix Inequalities
<latexit sha1_base64="Cfv1hEbS73XC53nEvZVUH3g7dd8="></latexit>

�? = min
��0

�

s.t. �kyrk2L2
� kypk2L2

� 0, 8 a 2 L2e, x(0) = 0

<latexit sha1_base64="jZy22GsjDzHAy4a5Y5meqxcXvuU="></latexit>

�? = min
��0, P⌫0

�

s.t.


A>P + PA PB

B>P 0

�
� �


C>

r Cr C>
r Dr

D>
r Cr D>

r Dr

�
+


C>

p Cp C>
p Dp

D>
p Cp D>

p Dp

�
� 0

[Teixeira et al., CDC 15], [Teixeira, Springer 21]



Game-Theoretic Design through Bilinear Matrix Inequalities

15

Design problem for a Controller (L) and a Detector (K): 
• K and L change the matrices of the closed-loop system

<latexit sha1_base64="abxhztAfHBROup6XkGtyblfvT0M="></latexit>

min
K,L

sup
a2L2e

kypk2L2

s.t. kyrk2L2
 1

x(0) = 0



Game-Theoretic Design through Bilinear Matrix Inequalities

Designing a Controller (L) & Detector (K) is possible under specific forms
… but leads to Bilinear Matrix Inequalities

15

Design problem for a Controller (L) and a Detector (K): 
• K and L change the matrices of the closed-loop system

[Teixeira, Springer 2021]

<latexit sha1_base64="abxhztAfHBROup6XkGtyblfvT0M="></latexit>

min
K,L

sup
a2L2e

kypk2L2

s.t. kyrk2L2
 1

x(0) = 0

[Anand and Teixeira, IFAC WC 2020]

<latexit sha1_base64="bPX14xxB1FNjJ6wDAIgcughuA1M=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgxbArvo5BLx4TMA9IQpid9CZjZmeXmVkhLPkCLx4U8eonefNvnCR70MSChqKqm+4uPxZcG9f9dnIrq2vrG/nNwtb2zu5ecf+goaNEMayzSESq5VONgkusG24EtmKFNPQFNv3R3dRvPqHSPJIPZhxjN6QDyQPOqLFS7axXLLlldwayTLyMlCBDtVf86vQjloQoDRNU67bnxqabUmU4EzgpdBKNMWUjOsC2pZKGqLvp7NAJObFKnwSRsiUNmam/J1Iaaj0OfdsZUjPUi95U/M9rJya46aZcxolByeaLgkQQE5Hp16TPFTIjxpZQpri9lbAhVZQZm03BhuAtvrxMGudl76p8WbsoVW6zOPJwBMdwCh5cQwXuoQp1YIDwDK/w5jw6L8678zFvzTnZzCH8gfP5A3fNjLs=</latexit>�
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Designing a Controller (L) & Detector (K) is possible under specific forms
… but leads to Bilinear Matrix Inequalities

15

Design problem for a Controller (L) and a Detector (K): 
• K and L change the matrices of the closed-loop system

Next we use an heuristic: alternating minimisation

[Teixeira, Springer 2021]

<latexit sha1_base64="abxhztAfHBROup6XkGtyblfvT0M="></latexit>

min
K,L

sup
a2L2e

kypk2L2

s.t. kyrk2L2
 1

x(0) = 0

[Anand and Teixeira, IFAC WC 2020]

<latexit sha1_base64="bPX14xxB1FNjJ6wDAIgcughuA1M=">AAAB6HicbVDLSgNBEOyNrxhfUY9eBoPgxbArvo5BLx4TMA9IQpid9CZjZmeXmVkhLPkCLx4U8eonefNvnCR70MSChqKqm+4uPxZcG9f9dnIrq2vrG/nNwtb2zu5ecf+goaNEMayzSESq5VONgkusG24EtmKFNPQFNv3R3dRvPqHSPJIPZhxjN6QDyQPOqLFS7axXLLlldwayTLyMlCBDtVf86vQjloQoDRNU67bnxqabUmU4EzgpdBKNMWUjOsC2pZKGqLvp7NAJObFKnwSRsiUNmam/J1Iaaj0OfdsZUjPUi95U/M9rJya46aZcxolByeaLgkQQE5Hp16TPFTIjxpZQpri9lbAhVZQZm03BhuAtvrxMGudl76p8WbsoVW6zOPJwBMdwCh5cQwXuoQp1YIDwDK/w5jw6L8678zFvzTnZzCH8gfP5A3fNjLs=</latexit>�



Example 1: Continuous-time

• Classical vs Re-designed controller and detector

16

Nominal Design After re-design

[Teixeira, Springer 2021]



Example 2: Discrete-time

• Classical vs Re-designed controller and detector

17

[Anand and Teixeira, IFAC WC 2020]



Security Metrics and Game-Theoretic Design
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Cyber-Physical 
System

<latexit sha1_base64="nAzb1xkdMeWUwPcJrg9Rf22XGvM=">AAAB7XicbVDJSgNBEK1xjXGLevTSGARPYUbcjkEvHiOaBZIh9HR6kja9DN09QhjyD148KOLV//Hm39hJ5qCJDwoe71VRVS9KODPW97+9peWV1bX1wkZxc2t7Z7e0t98wKtWE1oniSrcibChnktYts5y2Ek2xiDhtRsObid98otowJR/sKKGhwH3JYkawdVKjc8/6AndLZb/iT4EWSZCTMuSodUtfnZ4iqaDSEo6NaQd+YsMMa8sIp+NiJzU0wWSI+7TtqMSCmjCbXjtGx07poVhpV9Kiqfp7IsPCmJGIXKfAdmDmvYn4n9dObXwVZkwmqaWSzBbFKUdWocnrqMc0JZaPHMFEM3crIgOsMbEuoKILIZh/eZE0TivBReX87qxcvc7jKMAhHMEJBHAJVbiFGtSBwCM8wyu8ecp78d69j1nrkpfPHMAfeJ8/bp+PDQ==</latexit>

⌃

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)Closed-loop system

<latexit sha1_base64="abxhztAfHBROup6XkGtyblfvT0M="></latexit>

min
K,L

sup
a2L2e

kypk2L2

s.t. kyrk2L2
 1

x(0) = 0

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L
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Cyber-Physical 
System

<latexit sha1_base64="nAzb1xkdMeWUwPcJrg9Rf22XGvM=">AAAB7XicbVDJSgNBEK1xjXGLevTSGARPYUbcjkEvHiOaBZIh9HR6kja9DN09QhjyD148KOLV//Hm39hJ5qCJDwoe71VRVS9KODPW97+9peWV1bX1wkZxc2t7Z7e0t98wKtWE1oniSrcibChnktYts5y2Ek2xiDhtRsObid98otowJR/sKKGhwH3JYkawdVKjc8/6AndLZb/iT4EWSZCTMuSodUtfnZ4iqaDSEo6NaQd+YsMMa8sIp+NiJzU0wWSI+7TtqMSCmjCbXjtGx07poVhpV9Kiqfp7IsPCmJGIXKfAdmDmvYn4n9dObXwVZkwmqaWSzBbFKUdWocnrqMc0JZaPHMFEM3crIgOsMbEuoKILIZh/eZE0TivBReX87qxcvc7jKMAhHMEJBHAJVbiFGtSBwCM8wyu8ecp78d69j1nrkpfPHMAfeJ8/bp+PDQ==</latexit>

⌃

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)Closed-loop system

<latexit sha1_base64="abxhztAfHBROup6XkGtyblfvT0M="></latexit>

min
K,L

sup
a2L2e

kypk2L2

s.t. kyrk2L2
 1

x(0) = 0

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Uncertainty



Outline

• Security Risk Management 

• Scenario and Threat Models 

• Security Metrics and Game-Theoretic Design 

• Security under Model Uncertainty 

• Probabilistic Risk Measures and Game-Theoretic Design 

• Conclusions and Remarks
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Security Metrics under Model Uncertainty

20

Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

<latexit sha1_base64="nye+XyDP98IXmwnvdbWTo/HCL2E="></latexit>

sup
a2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

How should uncertainty be embedded in the Defender and Adversary?

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)



Worst-Case Model Uncertainty
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="UKgL2Z0BHigiFTvPImYPWsiGeaU="></latexit>

sup
�2�

sup
a2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="UKgL2Z0BHigiFTvPImYPWsiGeaU="></latexit>

sup
�2�

sup
a2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

<latexit sha1_base64="JCekDgZuG2tR24uTd4fCCuD3wfk="></latexit>

�? = min
��0

�

s.t. �kyrk2L2
� kypk2L2

� 0, 8 a 2 L2e, 8� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="UKgL2Z0BHigiFTvPImYPWsiGeaU="></latexit>

sup
�2�

sup
a2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="UKgL2Z0BHigiFTvPImYPWsiGeaU="></latexit>

sup
�2�

sup
a2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

<latexit sha1_base64="JCekDgZuG2tR24uTd4fCCuD3wfk="></latexit>

�? = min
��0

�

s.t. �kyrk2L2
� kypk2L2

� 0, 8 a 2 L2e, 8� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

δ

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

Adversary and Uncertainty are colluding! 
Uncertainty “reacts” to defender’s actions

<latexit sha1_base64="UKgL2Z0BHigiFTvPImYPWsiGeaU="></latexit>

sup
�2�

sup
a2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

<latexit sha1_base64="JCekDgZuG2tR24uTd4fCCuD3wfk="></latexit>

�? = min
��0

�

s.t. �kyrk2L2
� kypk2L2

� 0, 8 a 2 L2e, 8� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

δ

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

Adversary and Uncertainty are colluding! 
Uncertainty “reacts” to defender’s actions

<latexit sha1_base64="UKgL2Z0BHigiFTvPImYPWsiGeaU="></latexit>

sup
�2�

sup
a2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

<latexit sha1_base64="JCekDgZuG2tR24uTd4fCCuD3wfk="></latexit>

�? = min
��0

�

s.t. �kyrk2L2
� kypk2L2

� 0, 8 a 2 L2e, 8� 2 �

As in robust control, worst-case disturbance 
can be conservative!
G. C. Calafiore and M. C. Campi, "The 
scenario approach to robust control design," 
IEEE TAC, 2006

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �
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Cyber-Physical 
System

<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �
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<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

What is the information structure between the Uncertainty and the Adversary?
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<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

What is the information structure between the Uncertainty and the Adversary?
(i) Omniscient Adversary: knows the realization of the uncertainty, but they do not collude.

(i) Anand, Teixeira. “Risk-based Security Measure Allocation Against Actuator Attacks”. IEEE Open Journal of Control Systems, 2023.
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<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="UkMdd9zgUMzXZ4HitwLcUbcIs24=">AAAB63icbVDLSgNBEOyNrxhfUY9eBoPgQcKuxMcx4EXQQwTzgGQJs5PZZMjM7DIzK4Qlv+DFgyJe/SFv/o2zyR40saChqOqmuyuIOdPGdb+dwsrq2vpGcbO0tb2zu1feP2jpKFGENknEI9UJsKacSdo0zHDaiRXFIuC0HYxvMr/9RJVmkXw0k5j6Ag8lCxnBJpPuztB9v1xxq+4MaJl4OalAjka//NUbRCQRVBrCsdZdz42Nn2JlGOF0WuolmsaYjPGQdi2VWFDtp7Nbp+jEKgMURsqWNGim/p5IsdB6IgLbKbAZ6UUvE//zuokJr/2UyTgxVJL5ojDhyEQoexwNmKLE8IklmChmb0VkhBUmxsZTsiF4iy8vk9Z51busXjzUKvVaHkcRjuAYTsGDK6jDLTSgCQRG8Ayv8OYI58V5dz7mrQUnnzmEP3A+fwD3iY2B</latexit>

K,L

Closed-loop system

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

What is the information structure between the Uncertainty and the Adversary?
(i) Omniscient Adversary: knows the realization of the uncertainty, but they do not collude.
(ii) Imperfect-information Adversary: does not know the realization, needs to be robust to the uncertainty

(i) Anand, Teixeira. “Risk-based Security Measure Allocation Against Actuator Attacks”. IEEE Open Journal of Control Systems, 2023.
(ii) Anand et al.. “Risk Assessment of Stealthy Attacks on Uncertain Control Systems”. IEEE TAC, 2023
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<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>
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Anand, Teixeira. “Risk-based Security Measure Allocation Against Actuator Attacks”. IEEE Open Journal of Control Systems, 2023. 
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Anand, Teixeira. “Risk-based Security Measure Allocation Against Actuator Attacks”. IEEE Open Journal of Control Systems, 2023. 
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The impact  is a random variable with 
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a distribution induced by the uncertainty.
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<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="JlaXteMBEfvTP5WfdhMDUPdkqRE=">AAAB7XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx40GMEs0AyhJ5OT9Kml6G7RwhD/sGLB0W8+j/e/Bs7yRw08UHB470qqupFCWfG+v63V1hZXVvfKG6WtrZ3dvfK+wdNo1JNaIMornQ7woZyJmnDMstpO9EUi4jTVjS6mfqtJ6oNU/LBjhMaCjyQLGYEWyc1u7dYCNwrV/yqPwNaJkFOKpCj3it/dfuKpIJKSzg2phP4iQ0zrC0jnE5K3dTQBJMRHtCOoxILasJsdu0EnTilj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfF1mDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gEouhGDx5WXSPKsGl9WL+/NK7TyPowhHcAynEMAV1OAO6tAAAo/wDK/w5invxXv3PuatBS+fOYQ/8D5/AFT1jvE=</latexit>

�

<latexit sha1_base64="AcM9kQinQUO1aPtpPreU6VX/Gyg=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSxCuymJ+FoW3bisYB/QhjCZTNuhk0mYuRFq6Je4caGIWz/FnX/jtM1CWw9cOJxzL/feEySCa3Ccb6uwtr6xuVXcLu3s7u2X7YPDto5TRVmLxiJW3YBoJrhkLeAgWDdRjESBYJ1gfDvzO49MaR7LB5gkzIvIUPIBpwSM5Ntl4mfVfsgEkNq0CjXfrjh1Zw68StycVFCOpm9/9cOYphGTQAXRuuc6CXgZUcCpYNNSP9UsIXRMhqxnqCQR0142P3yKT40S4kGsTEnAc/X3REYirSdRYDojAiO97M3E/7xeCoNrL+MySYFJulg0SAWGGM9SwCFXjIKYGEKo4uZWTEdEEQomq5IJwV1+eZW0z+ruZf3i/rzSuMnjKKJjdIKqyEVXqIHuUBO1EEUpekav6M16sl6sd+tj0Vqw8pkj9AfW5w+6M5J/</latexit>

a(�)(t)

Risk-optimal defense:
<latexit sha1_base64="w9cuCc8tIuhqNr2u1qKjyIA9/zo="></latexit>

min
�

R� {q(�, �)}

Anand, Teixeira. “Risk-based Security Measure Allocation Against Actuator Attacks”. IEEE Open Journal of Control Systems, 2023. 
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<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="JlaXteMBEfvTP5WfdhMDUPdkqRE=">AAAB7XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx40GMEs0AyhJ5OT9Kml6G7RwhD/sGLB0W8+j/e/Bs7yRw08UHB470qqupFCWfG+v63V1hZXVvfKG6WtrZ3dvfK+wdNo1JNaIMornQ7woZyJmnDMstpO9EUi4jTVjS6mfqtJ6oNU/LBjhMaCjyQLGYEWyc1u7dYCNwrV/yqPwNaJkFOKpCj3it/dfuKpIJKSzg2phP4iQ0zrC0jnE5K3dTQBJMRHtCOoxILasJsdu0EnTilj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfF1mDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gEouhGDx5WXSPKsGl9WL+/NK7TyPowhHcAynEMAV1OAO6tAAAo/wDK/w5invxXv3PuatBS+fOYQ/8D5/AFT1jvE=</latexit>

�

<latexit sha1_base64="AcM9kQinQUO1aPtpPreU6VX/Gyg=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSxCuymJ+FoW3bisYB/QhjCZTNuhk0mYuRFq6Je4caGIWz/FnX/jtM1CWw9cOJxzL/feEySCa3Ccb6uwtr6xuVXcLu3s7u2X7YPDto5TRVmLxiJW3YBoJrhkLeAgWDdRjESBYJ1gfDvzO49MaR7LB5gkzIvIUPIBpwSM5Ntl4mfVfsgEkNq0CjXfrjh1Zw68StycVFCOpm9/9cOYphGTQAXRuuc6CXgZUcCpYNNSP9UsIXRMhqxnqCQR0142P3yKT40S4kGsTEnAc/X3REYirSdRYDojAiO97M3E/7xeCoNrL+MySYFJulg0SAWGGM9SwCFXjIKYGEKo4uZWTEdEEQomq5IJwV1+eZW0z+ruZf3i/rzSuMnjKKJjdIKqyEVXqIHuUBO1EEUpekav6M16sl6sd+tj0Vqw8pkj9AfW5w+6M5J/</latexit>

a(�)(t)

<latexit sha1_base64="CtcMOYVs+i8Vj1PAVHY58mk8We0="></latexit>

q(�, �) , sup
a(�)2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

 - set of protected actuatorsΓ
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<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="JlaXteMBEfvTP5WfdhMDUPdkqRE=">AAAB7XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx40GMEs0AyhJ5OT9Kml6G7RwhD/sGLB0W8+j/e/Bs7yRw08UHB470qqupFCWfG+v63V1hZXVvfKG6WtrZ3dvfK+wdNo1JNaIMornQ7woZyJmnDMstpO9EUi4jTVjS6mfqtJ6oNU/LBjhMaCjyQLGYEWyc1u7dYCNwrV/yqPwNaJkFOKpCj3it/dfuKpIJKSzg2phP4iQ0zrC0jnE5K3dTQBJMRHtCOoxILasJsdu0EnTilj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfF1mDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gEouhGDx5WXSPKsGl9WL+/NK7TyPowhHcAynEMAV1OAO6tAAAo/wDK/w5invxXv3PuatBS+fOYQ/8D5/AFT1jvE=</latexit>

�

<latexit sha1_base64="AcM9kQinQUO1aPtpPreU6VX/Gyg=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSxCuymJ+FoW3bisYB/QhjCZTNuhk0mYuRFq6Je4caGIWz/FnX/jtM1CWw9cOJxzL/feEySCa3Ccb6uwtr6xuVXcLu3s7u2X7YPDto5TRVmLxiJW3YBoJrhkLeAgWDdRjESBYJ1gfDvzO49MaR7LB5gkzIvIUPIBpwSM5Ntl4mfVfsgEkNq0CjXfrjh1Zw68StycVFCOpm9/9cOYphGTQAXRuuc6CXgZUcCpYNNSP9UsIXRMhqxnqCQR0142P3yKT40S4kGsTEnAc/X3REYirSdRYDojAiO97M3E/7xeCoNrL+MySYFJulg0SAWGGM9SwCFXjIKYGEKo4uZWTEdEEQomq5IJwV1+eZW0z+ruZf3i/rzSuMnjKKJjdIKqyEVXqIHuUBO1EEUpekav6M16sl6sd+tj0Vqw8pkj9AfW5w+6M5J/</latexit>

a(�)(t)

<latexit sha1_base64="CtcMOYVs+i8Vj1PAVHY58mk8We0="></latexit>

q(�, �) , sup
a(�)2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

The risk measure  is chosen as the 
CVaR, using sample-based approximations.

RΔ{ ⋅ }

 - set of protected actuatorsΓ
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<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="JlaXteMBEfvTP5WfdhMDUPdkqRE=">AAAB7XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx40GMEs0AyhJ5OT9Kml6G7RwhD/sGLB0W8+j/e/Bs7yRw08UHB470qqupFCWfG+v63V1hZXVvfKG6WtrZ3dvfK+wdNo1JNaIMornQ7woZyJmnDMstpO9EUi4jTVjS6mfqtJ6oNU/LBjhMaCjyQLGYEWyc1u7dYCNwrV/yqPwNaJkFOKpCj3it/dfuKpIJKSzg2phP4iQ0zrC0jnE5K3dTQBJMRHtCOoxILasJsdu0EnTilj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfF1mDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gEouhGDx5WXSPKsGl9WL+/NK7TyPowhHcAynEMAV1OAO6tAAAo/wDK/w5invxXv3PuatBS+fOYQ/8D5/AFT1jvE=</latexit>

�

<latexit sha1_base64="AcM9kQinQUO1aPtpPreU6VX/Gyg=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSxCuymJ+FoW3bisYB/QhjCZTNuhk0mYuRFq6Je4caGIWz/FnX/jtM1CWw9cOJxzL/feEySCa3Ccb6uwtr6xuVXcLu3s7u2X7YPDto5TRVmLxiJW3YBoJrhkLeAgWDdRjESBYJ1gfDvzO49MaR7LB5gkzIvIUPIBpwSM5Ntl4mfVfsgEkNq0CjXfrjh1Zw68StycVFCOpm9/9cOYphGTQAXRuuc6CXgZUcCpYNNSP9UsIXRMhqxnqCQR0142P3yKT40S4kGsTEnAc/X3REYirSdRYDojAiO97M3E/7xeCoNrL+MySYFJulg0SAWGGM9SwCFXjIKYGEKo4uZWTEdEEQomq5IJwV1+eZW0z+ruZf3i/rzSuMnjKKJjdIKqyEVXqIHuUBO1EEUpekav6M16sl6sd+tj0Vqw8pkj9AfW5w+6M5J/</latexit>

a(�)(t)

<latexit sha1_base64="CtcMOYVs+i8Vj1PAVHY58mk8We0="></latexit>

q(�, �) , sup
a(�)2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

The risk measure  is chosen as the 
CVaR, using sample-based approximations.

RΔ{ ⋅ }

Risk-optimal defense:

 - set of protected actuatorsΓ

<latexit sha1_base64="q/bUkJ15zD064rNw/5BFf129TGI="></latexit>

min
|�|<nw

R� {q(�, �)}
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<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="JlaXteMBEfvTP5WfdhMDUPdkqRE=">AAAB7XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx40GMEs0AyhJ5OT9Kml6G7RwhD/sGLB0W8+j/e/Bs7yRw08UHB470qqupFCWfG+v63V1hZXVvfKG6WtrZ3dvfK+wdNo1JNaIMornQ7woZyJmnDMstpO9EUi4jTVjS6mfqtJ6oNU/LBjhMaCjyQLGYEWyc1u7dYCNwrV/yqPwNaJkFOKpCj3it/dfuKpIJKSzg2phP4iQ0zrC0jnE5K3dTQBJMRHtCOoxILasJsdu0EnTilj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfF1mDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gEouhGDx5WXSPKsGl9WL+/NK7TyPowhHcAynEMAV1OAO6tAAAo/wDK/w5invxXv3PuatBS+fOYQ/8D5/AFT1jvE=</latexit>

�

<latexit sha1_base64="AcM9kQinQUO1aPtpPreU6VX/Gyg=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSxCuymJ+FoW3bisYB/QhjCZTNuhk0mYuRFq6Je4caGIWz/FnX/jtM1CWw9cOJxzL/feEySCa3Ccb6uwtr6xuVXcLu3s7u2X7YPDto5TRVmLxiJW3YBoJrhkLeAgWDdRjESBYJ1gfDvzO49MaR7LB5gkzIvIUPIBpwSM5Ntl4mfVfsgEkNq0CjXfrjh1Zw68StycVFCOpm9/9cOYphGTQAXRuuc6CXgZUcCpYNNSP9UsIXRMhqxnqCQR0142P3yKT40S4kGsTEnAc/X3REYirSdRYDojAiO97M3E/7xeCoNrL+MySYFJulg0SAWGGM9SwCFXjIKYGEKo4uZWTEdEEQomq5IJwV1+eZW0z+ruZf3i/rzSuMnjKKJjdIKqyEVXqIHuUBO1EEUpekav6M16sl6sd+tj0Vqw8pkj9AfW5w+6M5J/</latexit>

a(�)(t)

<latexit sha1_base64="CtcMOYVs+i8Vj1PAVHY58mk8We0="></latexit>

q(�, �) , sup
a(�)2L2e

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1

x(�)(0) = 0

The risk measure  is chosen as the 
CVaR, using sample-based approximations.

RΔ{ ⋅ }

Risk-optimal defense:

 - set of protected actuatorsΓ

<latexit sha1_base64="q/bUkJ15zD064rNw/5BFf129TGI="></latexit>

min
|�|<nw

R� {q(�, �)}
Anand, Teixeira. “Risk-based Security Measure Allocation Against Actuator Attacks”. IEEE Open Journal of Control Systems, 2023. 



Other Security Games with Omniscient Adversaries

Security Allocation in Uncertain Large-Scale Systems 
• Stackelberg games 

• Nguyen, et al. “Security Allocation in Networked Control Systems under Stealthy 
Attacks”. Submitted IEEE TCNS, 2023. 

• Mixed Nash solutions and probabilistic uncertainty 
• Nguyen, et al. “A Zero-Sum Game Framework for Optimal Sensor Placement in 

Uncertain Networked Control Systems under Cyber-Attacks”. CDC 2022 

Risk-averse controller design 
• Anand et al. “Risk-averse controller design against data injection attacks on 

actuators for uncertain control systems”. ACC 2022 
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<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="JlaXteMBEfvTP5WfdhMDUPdkqRE=">AAAB7XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx40GMEs0AyhJ5OT9Kml6G7RwhD/sGLB0W8+j/e/Bs7yRw08UHB470qqupFCWfG+v63V1hZXVvfKG6WtrZ3dvfK+wdNo1JNaIMornQ7woZyJmnDMstpO9EUi4jTVjS6mfqtJ6oNU/LBjhMaCjyQLGYEWyc1u7dYCNwrV/yqPwNaJkFOKpCj3it/dfuKpIJKSzg2phP4iQ0zrC0jnE5K3dTQBJMRHtCOoxILasJsdu0EnTilj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfF1mDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gEouhGDx5WXSPKsGl9WL+/NK7TyPowhHcAynEMAV1OAO6tAAAo/wDK/w5invxXv3PuatBS+fOYQ/8D5/AFT1jvE=</latexit>

�
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<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="JlaXteMBEfvTP5WfdhMDUPdkqRE=">AAAB7XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx40GMEs0AyhJ5OT9Kml6G7RwhD/sGLB0W8+j/e/Bs7yRw08UHB470qqupFCWfG+v63V1hZXVvfKG6WtrZ3dvfK+wdNo1JNaIMornQ7woZyJmnDMstpO9EUi4jTVjS6mfqtJ6oNU/LBjhMaCjyQLGYEWyc1u7dYCNwrV/yqPwNaJkFOKpCj3it/dfuKpIJKSzg2phP4iQ0zrC0jnE5K3dTQBJMRHtCOoxILasJsdu0EnTilj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfF1mDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gEouhGDx5WXSPKsGl9WL+/NK7TyPowhHcAynEMAV1OAO6tAAAo/wDK/w5invxXv3PuatBS+fOYQ/8D5/AFT1jvE=</latexit>

�

Risk of a Imperfect-information Adversary:
<latexit sha1_base64="uLQ/WWSUOkYwmIZDH6iFFKbMnYE="></latexit>

R�̂N
(�) , sup

a2L2e

1

N

X

�2�̂N

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1, 8� 2 �̂N

Anand et al.. “Risk Assessment of Stealthy Attacks on Uncertain Control Systems”. IEEE TAC, 2023
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<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="JlaXteMBEfvTP5WfdhMDUPdkqRE=">AAAB7XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx40GMEs0AyhJ5OT9Kml6G7RwhD/sGLB0W8+j/e/Bs7yRw08UHB470qqupFCWfG+v63V1hZXVvfKG6WtrZ3dvfK+wdNo1JNaIMornQ7woZyJmnDMstpO9EUi4jTVjS6mfqtJ6oNU/LBjhMaCjyQLGYEWyc1u7dYCNwrV/yqPwNaJkFOKpCj3it/dfuKpIJKSzg2phP4iQ0zrC0jnE5K3dTQBJMRHtCOoxILasJsdu0EnTilj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfF1mDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gEouhGDx5WXSPKsGl9WL+/NK7TyPowhHcAynEMAV1OAO6tAAAo/wDK/w5invxXv3PuatBS+fOYQ/8D5/AFT1jvE=</latexit>

�

Risk of a Imperfect-information Adversary:
<latexit sha1_base64="uLQ/WWSUOkYwmIZDH6iFFKbMnYE="></latexit>

R�̂N
(�) , sup

a2L2e

1

N

X

�2�̂N

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1, 8� 2 �̂N

The risk measure  is computed 
based on N samples.

RΔ̂N
{ ⋅ }

Anand et al.. “Risk Assessment of Stealthy Attacks on Uncertain Control Systems”. IEEE TAC, 2023
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<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>

� 2 �

<latexit sha1_base64="JlaXteMBEfvTP5WfdhMDUPdkqRE=">AAAB7XicbVDJSgNBEK2JW4xb1KOXxiB4CjPidgx40GMEs0AyhJ5OT9Kml6G7RwhD/sGLB0W8+j/e/Bs7yRw08UHB470qqupFCWfG+v63V1hZXVvfKG6WtrZ3dvfK+wdNo1JNaIMornQ7woZyJmnDMstpO9EUi4jTVjS6mfqtJ6oNU/LBjhMaCjyQLGYEWyc1u7dYCNwrV/yqPwNaJkFOKpCj3it/dfuKpIJKSzg2phP4iQ0zrC0jnE5K3dTQBJMRHtCOoxILasJsdu0EnTilj2KlXUmLZurviQwLY8Yicp0C26FZ9Kbif14ntfF1mDGZpJZKMl8UpxxZhaavoz7TlFg+dgQTzdytiAyxxsS6gEouhGDx5WXSPKsGl9WL+/NK7TyPowhHcAynEMAV1OAO6tAAAo/wDK/w5invxXv3PuatBS+fOYQ/8D5/AFT1jvE=</latexit>

�

Risk of a Imperfect-information Adversary:
<latexit sha1_base64="uLQ/WWSUOkYwmIZDH6iFFKbMnYE="></latexit>

R�̂N
(�) , sup

a2L2e

1

N

X

�2�̂N

kyp,(�)k2L2

s.t. kyr,(�)k2L2
 1, 8� 2 �̂N

The risk measure  is computed 
based on N samples.

RΔ̂N
{ ⋅ }

The attack signal must be stealthy for all 
sampled realizations. Very likely to be 
bounded!

Anand et al.. “Risk Assessment of Stealthy Attacks on Uncertain Control Systems”. IEEE TAC, 2023
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<latexit sha1_base64="32b0a+L82wxxchF7fBBkmt9uRQo=">AAAB63icbVDLSgNBEOz1GeMr6tHLYBDiJeyKr2PQi8cI5gHJEmYns8mQ2dllplcIIb/gxYMiXv0hb/6Ns8keNLGgoajqprsrSKQw6Lrfzsrq2vrGZmGruL2zu7dfOjhsmjjVjDdYLGPdDqjhUijeQIGStxPNaRRI3gpGd5nfeuLaiFg94jjhfkQHSoSCUcwkWsGzXqnsVt0ZyDLxclKGHPVe6avbj1kacYVMUmM6npugP6EaBZN8WuymhieUjeiAdyxVNOLGn8xunZJTq/RJGGtbCslM/T0xoZEx4yiwnRHFoVn0MvE/r5NieONPhEpS5IrNF4WpJBiT7HHSF5ozlGNLKNPC3krYkGrK0MZTtCF4iy8vk+Z51buqXj5clGu3eRwFOIYTqIAH11CDe6hDAxgM4Rle4c2JnBfn3fmYt644+cwR/IHz+QNh6I3S</latexit>

a(t)

<latexit sha1_base64="Rl/Feys/ApKrbB+da3xO44GBbL8=">AAAB+3icbVDLSsNAFJ3UV62vWJduBotQNyWR+lgW3LisaB/QhDCZTNqhk0mYmYgl5FfcuFDErT/izr9x0mahrQcuHM65l3vv8RNGpbKsb6Oytr6xuVXdru3s7u0fmIf1voxTgUkPxywWQx9JwignPUUVI8NEEBT5jAz86U3hDx6JkDTmD2qWEDdCY05DipHSkmfWnXs6jpCXNZ2AMIXO8ppnNqyWNQdcJXZJGqBE1zO/nCDGaUS4wgxJObKtRLkZEopiRvKak0qSIDxFYzLSlKOISDeb357DU60EMIyFLq7gXP09kaFIylnk684IqYlc9grxP2+UqvDazShPUkU4XiwKUwZVDIsgYEAFwYrNNEFYUH0rxBMkEFY6riIEe/nlVdI/b9mXrYu7dqPTLuOogmNwAprABlegA25BF/QABk/gGbyCNyM3Xox342PRWjHKmSPwB8bnDwbNk8A=</latexit>

⌃(�)

<latexit sha1_base64="cpiMzzYlnYxjhHpcCtAOpYVeexY=">AAAB+nicbZDLSsNAFIYn9VbrLdWlm8EiuCqJeFsWdOGygr1AE8pkctIOnUzCzEQptY/ixoUibn0Sd76NkzYLbf1h4OM/53DO/EHKmdKO822VVlbX1jfKm5Wt7Z3dPbu631ZJJim0aMIT2Q2IAs4EtDTTHLqpBBIHHDrB6Dqvdx5AKpaIez1OwY/JQLCIUaKN1berXghcE+wxgb2bHPt2zak7M+FlcAuooULNvv3lhQnNYhCacqJUz3VS7U+I1IxymFa8TEFK6IgMoGdQkBiUP5mdPsXHxglxlEjzhMYz9/fEhMRKjePAdMZED9ViLTf/q/UyHV35EybSTIOg80VRxrFOcJ4DDpkEqvnYAKGSmVsxHRJJqDZpVUwI7uKXl6F9Wncv6ud3Z7XGWRFHGR2iI3SCXHSJGugWNVELUfSIntErerOerBfr3fqYt5asYuYA/ZH1+QNvTJNw</latexit>
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Risk of a Imperfect-information Adversary:
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N

X
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s.t. kyr,(�)k2L2
 1, 8� 2 �̂N

The risk measure  is computed 
based on N samples.

RΔ̂N
{ ⋅ }

The attack signal must be stealthy for all 
sampled realizations. Very likely to be 
bounded!

Risk-optimal defense:
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min
�

R�̂N
(�)

Anand et al.. “Risk Assessment of Stealthy Attacks on Uncertain Control Systems”. IEEE TAC, 2023

Gallo et al. “Design of multiplicative watermarking against covert attacks”. CDC 2021 
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Conclusions and Remarks

• Risk management is a more comprehensive term than security. 

• The importance of Adversary models to define (in)security. 

• Security metrics - a bridge between risk management and game-theoretic design 

• The role of Uncertainty and its relation to the Adversary. 

• Worst-case allows colluding with Adversary 

• Omniscient vs Bounded-Rationality  

• Uncertainty can be used as a form of defense (MTD)
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Dissipative Systems Theory
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Dissipative Systems Theory

34

J.C. Willems, “Dissipative dynamical systems Part II: Linear systems with quadratic supply rates”, Archive for Rational Mechanics and Analysis, 45 (5) (1972), pp.352-393 

H.L. Trentelman, J.C. Willems, “The Dissipation Inequality and the Algebraic Riccati Equation”. In: Bittanti S., Laub A.J., Willems J.C. (eds) The Riccati Equation. 
Communications and Control Engineering Series. Springer, Berlin, Heidelberg (1991)

Note of caution: in general, there is no simple equivalent frequency domain inequality
H.L. Trentelman. When does the algebraic Riccati equation have a negative semi-definite solution?. In: Blondel, V., Sontag, E.D., Vidyasagar, M., Willems, J.C. 
(eds) Open Problems in Mathematical Systems and Control Theory. Communications and Control Engineering. Springer (1999)

<latexit sha1_base64="Cfv1hEbS73XC53nEvZVUH3g7dd8="></latexit>

�? = min
��0

�

s.t. �kyrk2L2
� kypk2L2

� 0, 8 a 2 L2e, x(0) = 0
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Classical fault-tolerant control design objectives

• Robust controller design: find a controller that
• Minimizes the “worst-case” (largest) impact of unit-energy faults

• i.e.: optimal  controlH∞

• Fault detection filter design: find an observer/filter that
• Maximizes the “worst-case” (smallest) detectability of unit-energy faults

• i.e.: optimal  detection filter designH−

• Both are based on sensitivity metrics:
• Robustness: largest impact on performance of unit-energy faults
• Detectability: smallest detectability of unit-energy faults
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Classical Sensitivity Metrics 

36

L2e = “signals with finite energy over finite time intervals”
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Closed-loop system
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<latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="F7+KQEStfTAPCjWgASzv1ZI4/p4="></latexit><latexit sha1_base64="F7+KQEStfTAPCjWgASzv1ZI4/p4="></latexit><latexit sha1_base64="0xh3zV8ZOGNL7RxizFAg0+r4/IY="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit>

�̄p(s) = sup
a2Cna

kGp(s)ak2

s.t. kak2 = 1
<latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="S2uY+nixqIAjxCYjjyFO/dKNNZo="></latexit><latexit sha1_base64="S2uY+nixqIAjxCYjjyFO/dKNNZo="></latexit><latexit sha1_base64="U2SFhLPkCAVnaXPRfg7twlLLSvc="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit>

�r(s) = inf
a2Cna

kGr(s)ak2

s.t. kak2 = 1
<latexit sha1_base64="xcCp9i1tFmf9JENNVcHrlD+T/Wc="></latexit><latexit sha1_base64="xcCp9i1tFmf9JENNVcHrlD+T/Wc="></latexit><latexit sha1_base64="xcCp9i1tFmf9JENNVcHrlD+T/Wc="></latexit><latexit sha1_base64="xcCp9i1tFmf9JENNVcHrlD+T/Wc="></latexit>

Closed-loop system
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Classical Sensitivity Metrics 

• Robustness ( )H∞

37

�H1 = sup
w�0

�̄p(jw)
<latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit>

• Detectability ( )H−
�H� = inf

w�0
�
r
(jw)

<latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit> �H� = 0
<latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit>

Closed-loop system



10-3 10-2 10-1 100 101 102
10-4

10-3

10-2

10-1

100

101

102

103

10-3 10-2 10-1 100 101 102

101

102

103

Classical Sensitivity Metrics 

• Robustness ( )H∞

37

�H1 = sup
w�0

�̄p(jw)
<latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit>

• Detectability ( )H−
�H� = inf

w�0
�
r
(jw)

<latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit> �H� = 0
<latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit>

• Least detectable fault 
has little impact…

Closed-loop system
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• Limitation of mixed metrics: worst-case frequency is not the same 
• Each metric looks at different worst-case inputs!

�H1 = sup
w�0

�̄p(jw)
<latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit>

• Detectability ( )H−
�H� = inf

w�0
�
r
(jw)

<latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit> �H� = 0
<latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit>

• Least detectable fault 
has little impact…

Closed-loop system



Example: Robust Stealthy Attacks
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Anand et al.. “Risk Assessment of Stealthy Attacks on Uncertain Control Systems”. IEEE TAC, 2023

Gallo et al. “Design of multiplicative watermarking against covert attacks”. CDC 2021 



Example: Robust Stealthy Attacks

Without uncertainty:

• Unbounded impact for any parameter value . Th ∈ [4,6]

38

Anand et al.. “Risk Assessment of Stealthy Attacks on Uncertain Control Systems”. IEEE TAC, 2023

Gallo et al. “Design of multiplicative watermarking against covert attacks”. CDC 2021 



Example: Robust Stealthy Attacks

Without uncertainty:

• Unbounded impact for any parameter value . Th ∈ [4,6]

With uncertain :Th

• Impact becomes bounded when  is uncertain & attack is robustTh

• “Uncertainty as a defense” can be incorporated by design 
• Watermarking, moving target, weak encryption, …

38

Anand et al.. “Risk Assessment of Stealthy Attacks on Uncertain Control Systems”. IEEE TAC, 2023

Gallo et al. “Design of multiplicative watermarking against covert attacks”. CDC 2021 



References

• [Anand and Teixeira, IFAC 2020] S.C. Anand and A. M. H. Teixeira. “Joint controller and detector design against data injection attacks on actuators”. In Proc. IFAC World Congress, Berlin, Germany, Jul. 
2020. 

• [Cardenas et al., HOTSEC, 2008] A.A. Cárdenas, S. Amin, S. Sastry, “Research Challenges for the Security of Control Systems”, Proceedings of the 3rd conference on Hot topics in Security, HotSec 2008 
• [Chong et al., ECC, 2019] M. Chong, H. Sandberg, A.M.H. Teixeira. “A Tutorial Introduction to Security and Privacy for Cyber-Physical Systems”, European Control Conference, Napole, Italy, 2019. 
• [Ferrari and Teixeira, TAC 2020] R. Ferrari, A. M. H. Teixeira. “A Switching Multiplicative Watermarking Scheme for Detection of Stealthy Cyber-Attacks”. IEEE Transactions on Automatic Control, 2020. 

Early Access. 
• [Kaplan & Garrick, 1981] S. Kaplan and B. J. Garrick, “On The Quantitative Definition of Risk”, Risk Analysis, vol. 1, issue 1, 11-27, 1981. 
• [Milosevic et al., TAC 2020] J. Milosevic, A.M.H. Teixeira, H. Sandberg, K. H. Johansson. “Actuator Security Indices Based on Perfect Undetectability: Computation, Robustness, and Sensor Placement”. 

IEEE Transactions on Automatic Control, vol. 65, no. 9, pp. 3816–3831, 2020. 
• [Milosevic et al., IJRNC 2018] J. Milosevic, A. M. H. Teixeira, T. Tanaka, K. H. Johansson, H. Sandberg. “Security Measure Allocation for Industrial Control Systems: Exploiting Systematic Search 

Techniques and Submodularity”. International Journal of Robust and Nonlinear Control 3(1):4278-4302, Jul. 2020 
• [Milosevic et al., ECC 2018] J. Milosevic, D. Umsonst, H. Sandberg, K. H. Johansson, “Quantifying the Impact of Cyber-Attack Strategies for Control Systems Equipped with an Anomaly Detector”, 

European Control Conference 2018. 
• [Mo and Sinopoli, CPS Week 2010] False data injection attacks in control systems. Yilin Mo and Bruno Sinopoli. First Workshop on Secure Control Systems, CPS Week, 2010 
• [Sandberg and Teixeira, SoSCYPS, 2016] H. Sandberg and A.M.H. Teixeira. “From control system security indices to attack identifiability”. In Proc. 2016 Science of Security for Cyber-Physical Systems 

Workshop (SOSCYPS), 2016. 
• [Sridhar et al., Proc. IEEE, 2012] S. Sridhar, A. Hahn, and M. Govindarasu. “Cyber-physical system security for the electric power grid”. Proceedings of the IEEE, 100(1), 210-224, 2012. 
• [Tang et al., Automatica 2019] Z. Tang, M. Kuijper, M. S. Chong, I. Mareels, C. Leckie, "Linear system security - Detection and correction of adversarial sensor attacks in the noise-free case”, Automarica, 

101:53-59, 2019. 
• [Teixeira et al., Automatica, 2015] A.M.H. Teixeira, I. Shames, H. Sandberg, and K. H. Johansson. “A Secure Control Framework for Resource-Limited Adversaries”. Automatica, vol. 51, pp. 135-148, 2015. 
• [Teixeira et al., CSM 2015] A.M.H. Teixeira, K. C. Sou, H. Sandberg, and K. H. Johansson. “Secure Control Systems: A Quantitative Risk Management Approach”. IEEE Control System Magazine, vol. 35, 

no. 1, pp. 24-25, Feb. 2015. 
• [Teixeira et al., CDC 15] A.M.H. Teixeira, H. Sandberg and K. H. Johansson, "Strategic stealthy attacks: The output-to-output l2-gain”, 2015 54th IEEE Conference on Decision and Control (CDC), Osaka, 

2015 
• [Teixeira, CDC 19] A.M.H. Teixeira, “Optimal stealthy attacks on actuators for strictly proper systems”, 2019 58th IEEE Conference on Decision and Control (CDC), Nice, France, Dec 2019 
• [Teixeira, Springer 2021] A.M.H. Teixeira, “Security Metrics for Control Systems”, in Safety, Security, and Privacy for Cyber-Physical Systems, R. M. G. Ferrari and A. M. H. Teixeira, Eds. Springer 

International Publishing. In production. 
• [“The Real Story of Stuxnet”, IEEE Spectrum, 2013] D. Kushner, “The Real Story of Stuxnet”, IEEE Spectrum, vol. 50, no. 3, pp. 48-53, 2013.

39



Additional References

• [W72] J.C. Willems, “Dissipative dynamical systems Part II: Linear systems with quadratic 
supply rates”, Archive for Rational Mechanics and Analysis, 45 (5) (1972), pp.352-393 

• [HM80] David J. Hill, Peter J. Moylan, “Dissipative Dynamical Systems: Basic Input-Output and 
State Properties”, Journal of the Franklin Institute, 309 (5) (1980), pp. 327-357. 

• [TW91] H.L. Trentelman, J.C. Willems, “The Dissipation Inequality and the Algebraic Riccati 
Equation”. In: Bittanti S., Laub A.J., Willems J.C. (eds) The Riccati Equation. Communications 
and Control Engineering Series. Springer, Berlin, Heidelberg (1991) 

• [W71] J. C. Willems, “Least Squares Stationary Optimal Control and the Algebraic Riccati 
Equation,” IEEE Transactions on Automatic Control, 16 (6) (1971), pp. 621-634. 

• Hamayun M.T., Edwards C., Alwi H. (2016) Fault Tolerant Control. In: Fault Tolerant Control 
Schemes Using Integral Sliding Modes. Studies in Systems, Decision and Control, vol 61. 
Springer, Cham

40


