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• Computation and design problem
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Cyber-Physical Systems
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Industrial Control System (ICS) 
Autonomous vehicles

Cloud-based Control and IoT



Typical ICS Vulnerabilities
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• Computers in control center do not 
have adequate protection 

• No anti-virus or intrusion detection, 
USB-ports accessible 

• Communication links lack basic 
security features 

• No encryption or authentication 

• Zero-day vulnerabilities



Example 1: Stuxnet (2010)

https://en.wikipedia.org/wiki/Zero_Days
Synopsis 
Zero Days covers the phenomenon 
surrounding the Stuxnet computer virus 
and the development of the malware 
software known as "Olympic Games." It 
concludes with discussion over follow-
up cyber plan Nitro Zeus and the Iran 
Nuclear Deal. !5

https://en.wikipedia.org/wiki/Zero_Days


Example 2: Triton Malware (2017)
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[https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/triton-malware-
spearheads-latest-generation-of-attacks-on-industrial-systems/]

https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/triton-malware-spearheads-latest-generation-of-attacks-on-industrial-systems/
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/triton-malware-spearheads-latest-generation-of-attacks-on-industrial-systems/
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/triton-malware-spearheads-latest-generation-of-attacks-on-industrial-systems/


Cyber-Secure Control
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Networked control systems 
• are being integrated with business/corporate 

networks 
• have many potential points of cyber-physical attack 

Need tools and strategies to understand  
and mitigate attacks: 
- Which threats should we care about?  
- What impact can we expect from attacks? 
- Which resources should we protect, and how?



Is More Than IT Security and Fault Tolerance Needed? 

• Clearly IT security and fault tolerance are needed: 
Authentication, encryption, firewalls, error correction, etc. 

But not sufficient… 
• Interaction between physical and cyber systems 

make control systems different from normal IT systems 
• Can we trust the interfaces and channels are really 

secured? (see OpenSSL Heartbleed bug…) 

• Malicious actions can enter anywhere in the closed 
loop and cause harm 

• Malicious attackers have an intent, as opposed to 
faults, and can act strategically
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Outline
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• Motivation 

• Risk management 
• Scenario characterisation 
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• Problem formulation 
• Metrics in Fault-Tolerant Control 
• Metrics in Secure Control 
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Cyber-Secure Control

!10
Secure Control Systems: an overview  André Teixeira, Sep. 19, 2019

Networked control systems 
• are being integrated with business/corporate 

networks 
• have many potential points of cyber-physical attack 

Need tools and strategies to understand and mitigate 
attacks: 
- Which threats should we care about?  
- What impact can we expect from attacks? 
- Which resources should we protect, and how? 

- How to find answers: Risk Management



Defining Risk
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Risk = (Scenario, Likelihood, Impact)

[Kaplan & Garrick, 1981], [Bishop, 2002]

• Scenario 
–How to describe the system under attack?  

• Likelihood 
– Interpretations: 

a) Likelihood of attack in progress being successful 
(experts’ assessment) 

b) Likelihood = 1 
c)  ! 1/effort to conduct attack (or ~1 / complexity of attack ) 

• Impact 
–What are the cyber-physical consequences of an attack? 

~



Risk Management Cycle
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[Sridhar et al., Proc. IEEE, 2012] 

Main steps in risk management 
• Scenario characterization 
–Models, Scenarios, Objectives 

• Risk Analysis 
–Likelihood Assessment 
– Impact Assessment 

• Risk Mitigation 
–Prevention, Detection, Treatment



• Physical Attacks

• Disclosure Attacks 

• Data Injection Attacks

• Physical plant (! ) 
• Feedback controller (! ) 
• Anomaly detector (! )

𝒫
ℱ

𝒟

Networked Control System under Attack

!13[Teixeira et al., Automatica, 2015]



Adversary Model
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• Attack policy: Goal of the attack? Destroy equipment, increase costs, 
remain undetected… 

• CPS model knowledge: Adversary knows models of plant and 
controller? Possibility for stealthy attacks… 

• Disruption/disclosure resources: Which channels can the adversary 
access?

[Teixeira et al., Automatica, 2015]



Attack Space
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Covert 
[R. Smith]

[Chong et al., ECC, 2019]



Example: Undetectable Water 
Tank Attack
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2 hacked actuators ( !  and !  = 
disruption resources) 

2 healthy sensors (!  and !  !  
disruption or disclosure 
resources) 

Can the controller/detector 
always detect the attack?

𝑢1 𝑢2

𝑦1 𝑦2 ≠

[Teixeira et al., Automatica, 2015]



Undetectable Water Tank Attack [Movie]
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[Teixeira et al., Automatica, 2015]

No alarm

http://urn.kb.se/resolve?urn=urn:nbn:se:kth:diva-96745


Water Tank Model Analysis

• Transfer function matrix from attack to sensor signals 

• Poles = !  

• Invariant zeros = ! Non-minimum phase system 

• Applied attack signal (small ! ) 

satisfies zero dynamics and is masked by system transient:

{0.8076,  0.8347,  0.9464,  0.9498}
{0.8675,  1.0362} ⇒  

𝜖

!18
Secure Control Systems: an overview  André Teixeira, Sep. 19, 2019



Undetectable Water Tank Attack
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2 hacked actuators ( !  and !  = 
disruption resources) 

2 healthy sensors (!  and !  !  
disruption or disclosure resources) 

Can the controller/detector 
always detect the attack? 

Not against an adversary with  
full CPS model knowledge

𝑢1 𝑢2

𝑦1 𝑦2 ≠

[Teixeira et al., Automatica, 2015]



Undetectable Attacks and Invariant Zeros

• The Rosenbrock system matrix: 

Theorem 1: Attack signal ! , ! , ! , 
is undetectable iff there exists !  and !  such that 

• Routine invariant zero computation (MATLAB: tzero)

𝑎(𝑘) = 𝑧𝑘
0 𝑎0 0 ≠ 𝑎0 ∈ ℂ𝑚 𝑧0 ∈ ℂ 

𝑥0 ∈ ℂ𝑛 𝑑0 ∈ ℂ𝑜
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[Pasqualetti et al, TAC, 2013], [Sandberg and Teixeira, SoSCYPS, 2016] 



Risk Management Cycle
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[Sridhar et al., Proc. IEEE, 2012] 

Main steps in risk management 
• Scenario characterization 
–Models, Scenarios, Objectives 

• Risk Analysis 
–Likelihood Assessment 
– Impact Assessment 

• Risk Mitigation 
–Prevention, Detection, Treatment



Tools for Likelihood Assessment: 
Security Index

Notation:  ! , !  vector !  with ! -th element non-zero 

Interpretation:  

• [Attacker persistently targets signal component !  (condition ! )]  

• !  is smallest number of attack signals that need to be simultaneously accessed to 
stage an undetectable attack against component !   

• Estimate likelihood for attack against component !  by  ~ !  
• Problem NP-hard, but easy when geometric multiplicities of zeros are 1

𝑎 0 ≔ |supp(𝑎) | 𝑎𝑖 𝑎 𝑖

𝑎𝑖 𝑧0 ≥ 1

𝛼𝑖
𝑎𝑖

𝑖 1/𝛼𝑖
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[Sandberg and Teixeira, SoSCYPS, 2016]



Security Index: Water Tank 
Example

• Invariant zeros = ! Non-minimum phase 
system 

• Persistent undetectable attack: 

• Only one signal satisfies !  constraint! 
!

{0.8675,  1.0362} ⇒  

𝛼𝑖
𝑎(𝑘)

0
= 2 ⇒ 𝛼1,2 = 2   
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Security Index  
IEEE 14 Bus System

[Milosevic et al., arXiv preprint, 2019]
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System model: 

Consider trajectories from k=0, … N. 

Impact assessment problem: 

Theorem 3:  
i. Constraints are convex 
ii. Optimal value found by solving set of convex optimization problems 

Tools for Impact Assessment: 
Constrained Reachability

!25
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[Milosevic et al., ECC, 2018]



Risk Management Cycle

Main steps in risk management 
• Scenario characterization 

• Models, Scenarios, Objectives 

• Risk Analysis 
• Likelihood Assessment 
• Impact Assessment 

• Risk Mitigation 
• Prevention, Detection, Treatment

!26
Secure Control Systems: an overview  André Teixeira, Sep. 19, 2019

[Sridhar et al., Proc. IEEE, 2012] 



Tools for Risk Mitigation

2019-06-25

• Prevention (decrease likelihood by reducing vulnerability) 
• Watermarking and Moving Target Defense  
• Coding and Encryption Strategies 
• Rational Security Allocation  
• Privacy-preservation by Noise Injection 

• Detection (continuous anomaly monitoring) 
• Tuning of Detector Thresholds 
• Secure State Estimation 
• Watermarking and Moving Target Defense 
• Distributed Algorithms 
• Methods Related to Robust Statistics 

• Treatment (compensate for or neutralize detected attack) 
• Secure State Estimation 
• Countering DoS Attacks 
• Distributed Algorithms 
• Methods Related to Robust Statistics
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[Chong et al., ECC, 2019]
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Outline

• Motivation 

• Risk management 
• Scenario characterisation 
• Risk Analysis 
• Risk Mitigation 

• Secure control: from analysis to design 
• Problem formulation 
• Metrics in Fault-Tolerant Control 
• Metrics in Secure Control 

• Computation and design problem
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System model: 

Consider trajectories from k=0, … N. 

Impact assessment problem: 

Drawbacks:  
Only looks at the terminal state 
It only serves for analysis, not for design…

Tools for Impact Assessment: 
Constrained Reachability

!29
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• Physical plant  
• Feedback controller  
• Anomaly detector

Networked Control System under 
Attack

• Performance output:                  
(e.g. physical state)  

• Detector output: 

yp(t)
<latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit>
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• Actuator and Sensor data 
corruption: 
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<latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit>

kyrk2L2
� 1 ) Alarm!

<latexit sha1_base64="YjEJ4egAypqUxXAPgtW6oUNCRHU="></latexit><latexit sha1_base64="YjEJ4egAypqUxXAPgtW6oUNCRHU="></latexit><latexit sha1_base64="YjEJ4egAypqUxXAPgtW6oUNCRHU="></latexit><latexit sha1_base64="YjEJ4egAypqUxXAPgtW6oUNCRHU="></latexit>

ym(t)
<latexit sha1_base64="sUM3wYySymvUKgX/dTK1z8k6s3U=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3c2G3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNOYupb5jhtJsoikXI6UM4uZn5D09UaSbje5MlNBB4FLOIEWys1MkGom7OB9Wa23DnQKvEK0gNCrQH1a/+UJJU0NgQjrXueW5ighwrwwin00o/1TTBZIJHtGdpjAXVQT6/dorOrDJEkVS2YoPm6u+JHAutMxHaToHNWC97M/E/r5ea6CrIWZykhsZksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A26zjoY=</latexit><latexit sha1_base64="sUM3wYySymvUKgX/dTK1z8k6s3U=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3c2G3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNOYupb5jhtJsoikXI6UM4uZn5D09UaSbje5MlNBB4FLOIEWys1MkGom7OB9Wa23DnQKvEK0gNCrQH1a/+UJJU0NgQjrXueW5ighwrwwin00o/1TTBZIJHtGdpjAXVQT6/dorOrDJEkVS2YoPm6u+JHAutMxHaToHNWC97M/E/r5ea6CrIWZykhsZksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A26zjoY=</latexit><latexit sha1_base64="sUM3wYySymvUKgX/dTK1z8k6s3U=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3c2G3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNOYupb5jhtJsoikXI6UM4uZn5D09UaSbje5MlNBB4FLOIEWys1MkGom7OB9Wa23DnQKvEK0gNCrQH1a/+UJJU0NgQjrXueW5ighwrwwin00o/1TTBZIJHtGdpjAXVQT6/dorOrDJEkVS2YoPm6u+JHAutMxHaToHNWC97M/E/r5ea6CrIWZykhsZksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A26zjoY=</latexit><latexit sha1_base64="sUM3wYySymvUKgX/dTK1z8k6s3U=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3c2G3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNOYupb5jhtJsoikXI6UM4uZn5D09UaSbje5MlNBB4FLOIEWys1MkGom7OB9Wa23DnQKvEK0gNCrQH1a/+UJJU0NgQjrXueW5ighwrwwin00o/1TTBZIJHtGdpjAXVQT6/dorOrDJEkVS2YoPm6u+JHAutMxHaToHNWC97M/E/r5ea6CrIWZykhsZksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A26zjoY=</latexit>

u(t)
<latexit sha1_base64="1zc5SHg0YAKkfmeoGp0BqeRdSdk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM6ktIYX/UrVrbtzkFXiFaQKBVr9yldvELNUcY1MUmu7nptgkFGDgkk+LfdSyxPKxnTIuznVVHEbZPNbp+Q8VwYkik1eGslc/T2RUWXtRIV5p6I4ssveTPzP66YYXQeZ0EmKXLPFoiiVBGMye5wMhOEM5SQnlBmR30rYiBrKMI+nnIfgLb+8SvzL+k3du29Um40ijRKcwhnUwIMraMIdtMAHBiN4hld4c5Tz4rw7H4vWNaeYOYE/cD5/AOaQjaI=</latexit><latexit sha1_base64="1zc5SHg0YAKkfmeoGp0BqeRdSdk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM6ktIYX/UrVrbtzkFXiFaQKBVr9yldvELNUcY1MUmu7nptgkFGDgkk+LfdSyxPKxnTIuznVVHEbZPNbp+Q8VwYkik1eGslc/T2RUWXtRIV5p6I4ssveTPzP66YYXQeZ0EmKXLPFoiiVBGMye5wMhOEM5SQnlBmR30rYiBrKMI+nnIfgLb+8SvzL+k3du29Um40ijRKcwhnUwIMraMIdtMAHBiN4hld4c5Tz4rw7H4vWNaeYOYE/cD5/AOaQjaI=</latexit><latexit sha1_base64="1zc5SHg0YAKkfmeoGp0BqeRdSdk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM6ktIYX/UrVrbtzkFXiFaQKBVr9yldvELNUcY1MUmu7nptgkFGDgkk+LfdSyxPKxnTIuznVVHEbZPNbp+Q8VwYkik1eGslc/T2RUWXtRIV5p6I4ssveTPzP66YYXQeZ0EmKXLPFoiiVBGMye5wMhOEM5SQnlBmR30rYiBrKMI+nnIfgLb+8SvzL+k3du29Um40ijRKcwhnUwIMraMIdtMAHBiN4hld4c5Tz4rw7H4vWNaeYOYE/cD5/AOaQjaI=</latexit><latexit sha1_base64="1zc5SHg0YAKkfmeoGp0BqeRdSdk=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM6ktIYX/UrVrbtzkFXiFaQKBVr9yldvELNUcY1MUmu7nptgkFGDgkk+LfdSyxPKxnTIuznVVHEbZPNbp+Q8VwYkik1eGslc/T2RUWXtRIV5p6I4ssveTPzP66YYXQeZ0EmKXLPFoiiVBGMye5wMhOEM5SQnlBmR30rYiBrKMI+nnIfgLb+8SvzL+k3du29Um40ijRKcwhnUwIMraMIdtMAHBiN4hld4c5Tz4rw7H4vWNaeYOYE/cD5/AOaQjaI=</latexit>

Closed-loop system

ẋ(t) = Ax(t) +Ba(t)

y(t) = Cx(t) +Da(t)
<latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit><latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit><latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit><latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit>

a(t)
<latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit>

yp(t)
<latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit>

yr(t)
<latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit>

�u(t)
<latexit sha1_base64="+agAiaihHd8qsJU/plKBLADXJKA=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW0IPHCsYW0lA22027dLMbdidCCf0ZXjyoePXfePPfuG1z0NYHA4/3ZpiZF6WCG3Ddb6e0tr6xuVXeruzs7u0fVA+PHo3KNGU+VULpbkQME1wyHzgI1k01I0kkWCca38z8zhPThiv5AJOUhQkZSh5zSsBKQe+WCSA4q8N5v1pzG+4ceJV4BamhAu1+9as3UDRLmAQqiDGB56YQ5kQDp4JNK73MsJTQMRmywFJJEmbCfH7yFJ9ZZYBjpW1JwHP190ROEmMmSWQ7EwIjs+zNxP+8IIP4Ksy5TDNgki4WxZnAoPDsfzzgmlEQE0sI1dzeiumIaELBplSxIXjLL68S/6Jx3fDum7VWs0ijjE7QKaojD12iFrpDbeQjihR6Rq/ozQHnxXl3PhatJaeYOUZ/4Hz+AJrLkE4=</latexit><latexit sha1_base64="+agAiaihHd8qsJU/plKBLADXJKA=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW0IPHCsYW0lA22027dLMbdidCCf0ZXjyoePXfePPfuG1z0NYHA4/3ZpiZF6WCG3Ddb6e0tr6xuVXeruzs7u0fVA+PHo3KNGU+VULpbkQME1wyHzgI1k01I0kkWCca38z8zhPThiv5AJOUhQkZSh5zSsBKQe+WCSA4q8N5v1pzG+4ceJV4BamhAu1+9as3UDRLmAQqiDGB56YQ5kQDp4JNK73MsJTQMRmywFJJEmbCfH7yFJ9ZZYBjpW1JwHP190ROEmMmSWQ7EwIjs+zNxP+8IIP4Ksy5TDNgki4WxZnAoPDsfzzgmlEQE0sI1dzeiumIaELBplSxIXjLL68S/6Jx3fDum7VWs0ijjE7QKaojD12iFrpDbeQjihR6Rq/ozQHnxXl3PhatJaeYOUZ/4Hz+AJrLkE4=</latexit><latexit sha1_base64="+agAiaihHd8qsJU/plKBLADXJKA=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW0IPHCsYW0lA22027dLMbdidCCf0ZXjyoePXfePPfuG1z0NYHA4/3ZpiZF6WCG3Ddb6e0tr6xuVXeruzs7u0fVA+PHo3KNGU+VULpbkQME1wyHzgI1k01I0kkWCca38z8zhPThiv5AJOUhQkZSh5zSsBKQe+WCSA4q8N5v1pzG+4ceJV4BamhAu1+9as3UDRLmAQqiDGB56YQ5kQDp4JNK73MsJTQMRmywFJJEmbCfH7yFJ9ZZYBjpW1JwHP190ROEmMmSWQ7EwIjs+zNxP+8IIP4Ksy5TDNgki4WxZnAoPDsfzzgmlEQE0sI1dzeiumIaELBplSxIXjLL68S/6Jx3fDum7VWs0ijjE7QKaojD12iFrpDbeQjihR6Rq/ozQHnxXl3PhatJaeYOUZ/4Hz+AJrLkE4=</latexit><latexit sha1_base64="+agAiaihHd8qsJU/plKBLADXJKA=">AAAB8XicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW0IPHCsYW0lA22027dLMbdidCCf0ZXjyoePXfePPfuG1z0NYHA4/3ZpiZF6WCG3Ddb6e0tr6xuVXeruzs7u0fVA+PHo3KNGU+VULpbkQME1wyHzgI1k01I0kkWCca38z8zhPThiv5AJOUhQkZSh5zSsBKQe+WCSA4q8N5v1pzG+4ceJV4BamhAu1+9as3UDRLmAQqiDGB56YQ5kQDp4JNK73MsJTQMRmywFJJEmbCfH7yFJ9ZZYBjpW1JwHP190ROEmMmSWQ7EwIjs+zNxP+8IIP4Ksy5TDNgki4WxZnAoPDsfzzgmlEQE0sI1dzeiumIaELBplSxIXjLL68S/6Jx3fDum7VWs0ijjE7QKaojD12iFrpDbeQjihR6Rq/ozQHnxXl3PhatJaeYOUZ/4Hz+AJrLkE4=</latexit>

�ym(t)
<latexit sha1_base64="qBxv244xNkjFxEiLZRAmu27f2k0=">AAAB83icbVBNSwMxEM3Wr1q/qh69BItQL2VXCuqtoAePFVxbaJeSTbNtaJJdk9nCUvo7vHhQ8eqf8ea/MW33oK0PBh7vzTAzL0wEN+C6305hbX1jc6u4XdrZ3ds/KB8ePZo41ZT5NBaxbofEMMEV84GDYO1EMyJDwVrh6Gbmt8ZMGx6rB8gSFkgyUDzilICVgu4tE0Bw1pNVOO+VK27NnQOvEi8nFZSj2St/dfsxTSVTQAUxpuO5CQQTooFTwaalbmpYQuiIDFjHUkUkM8FkfvQUn1mlj6NY21KA5+rviQmRxmQytJ2SwNAsezPxP6+TQnQVTLhKUmCKLhZFqcAQ41kCuM81oyAySwjV3N6K6ZBoQsHmVLIheMsvrxL/onZd8+7rlUY9T6OITtApqiIPXaIGukNN5COKntAzekVvzth5cd6dj0VrwclnjtEfOJ8/J9aRMg==</latexit><latexit sha1_base64="qBxv244xNkjFxEiLZRAmu27f2k0=">AAAB83icbVBNSwMxEM3Wr1q/qh69BItQL2VXCuqtoAePFVxbaJeSTbNtaJJdk9nCUvo7vHhQ8eqf8ea/MW33oK0PBh7vzTAzL0wEN+C6305hbX1jc6u4XdrZ3ds/KB8ePZo41ZT5NBaxbofEMMEV84GDYO1EMyJDwVrh6Gbmt8ZMGx6rB8gSFkgyUDzilICVgu4tE0Bw1pNVOO+VK27NnQOvEi8nFZSj2St/dfsxTSVTQAUxpuO5CQQTooFTwaalbmpYQuiIDFjHUkUkM8FkfvQUn1mlj6NY21KA5+rviQmRxmQytJ2SwNAsezPxP6+TQnQVTLhKUmCKLhZFqcAQ41kCuM81oyAySwjV3N6K6ZBoQsHmVLIheMsvrxL/onZd8+7rlUY9T6OITtApqiIPXaIGukNN5COKntAzekVvzth5cd6dj0VrwclnjtEfOJ8/J9aRMg==</latexit><latexit sha1_base64="qBxv244xNkjFxEiLZRAmu27f2k0=">AAAB83icbVBNSwMxEM3Wr1q/qh69BItQL2VXCuqtoAePFVxbaJeSTbNtaJJdk9nCUvo7vHhQ8eqf8ea/MW33oK0PBh7vzTAzL0wEN+C6305hbX1jc6u4XdrZ3ds/KB8ePZo41ZT5NBaxbofEMMEV84GDYO1EMyJDwVrh6Gbmt8ZMGx6rB8gSFkgyUDzilICVgu4tE0Bw1pNVOO+VK27NnQOvEi8nFZSj2St/dfsxTSVTQAUxpuO5CQQTooFTwaalbmpYQuiIDFjHUkUkM8FkfvQUn1mlj6NY21KA5+rviQmRxmQytJ2SwNAsezPxP6+TQnQVTLhKUmCKLhZFqcAQ41kCuM81oyAySwjV3N6K6ZBoQsHmVLIheMsvrxL/onZd8+7rlUY9T6OITtApqiIPXaIGukNN5COKntAzekVvzth5cd6dj0VrwclnjtEfOJ8/J9aRMg==</latexit><latexit sha1_base64="qBxv244xNkjFxEiLZRAmu27f2k0=">AAAB83icbVBNSwMxEM3Wr1q/qh69BItQL2VXCuqtoAePFVxbaJeSTbNtaJJdk9nCUvo7vHhQ8eqf8ea/MW33oK0PBh7vzTAzL0wEN+C6305hbX1jc6u4XdrZ3ds/KB8ePZo41ZT5NBaxbofEMMEV84GDYO1EMyJDwVrh6Gbmt8ZMGx6rB8gSFkgyUDzilICVgu4tE0Bw1pNVOO+VK27NnQOvEi8nFZSj2St/dfsxTSVTQAUxpuO5CQQTooFTwaalbmpYQuiIDFjHUkUkM8FkfvQUn1mlj6NY21KA5+rviQmRxmQytJ2SwNAsezPxP6+TQnQVTLhKUmCKLhZFqcAQ41kCuM81oyAySwjV3N6K6ZBoQsHmVLIheMsvrxL/onZd8+7rlUY9T6OITtApqiIPXaIGukNN5COKntAzekVvzth5cd6dj0VrwclnjtEfOJ8/J9aRMg==</latexit>

a(t) =


�u(t)
�ym(t)

�

<latexit sha1_base64="FuxrBd6/hV00a8uNCBtNteCctTA=">AAACJnicbVBNS8NAEN34WetX1KOXxSLUS0mkoB4UQQ8eKxgVmlI220ld3GzC7kQswX/jxb/iRfAD8eZPcVuraHVg4M17M8zMizIpDHremzM2PjE5NV2aKc/OzS8sukvLpybNNYeApzLV5xEzIIWCAAVKOM80sCSScBZdHvT1syvQRqTqBHsZtBLWVSIWnKGl2u4eq+LGbhhBV6giShhqcX1TDg9BIqO51cLwq+q1E1uXQ1Cd7862W/Fq3iDoX+APQYUMo9F2H8NOyvMEFHLJjGn6XoatgmkUXILdnBvIGL9kXWhaqFgCplUM/ryh65bp0DjVNhXSAftzomCJMb0ksp32vgszqvXJ/7RmjvF2qxAqyxEU/1wU55JiSvum0Y7QwFH2LGBcC3sr5RdMM47W2rI1wR99+S8INms7Nf+4XtmvD90okVWyRqrEJ1tknxyRBgkIJ7fknjyRZ+fOeXBenNfP1jFnOLNCfoXz/gH1d6T4</latexit><latexit sha1_base64="FuxrBd6/hV00a8uNCBtNteCctTA=">AAACJnicbVBNS8NAEN34WetX1KOXxSLUS0mkoB4UQQ8eKxgVmlI220ld3GzC7kQswX/jxb/iRfAD8eZPcVuraHVg4M17M8zMizIpDHremzM2PjE5NV2aKc/OzS8sukvLpybNNYeApzLV5xEzIIWCAAVKOM80sCSScBZdHvT1syvQRqTqBHsZtBLWVSIWnKGl2u4eq+LGbhhBV6giShhqcX1TDg9BIqO51cLwq+q1E1uXQ1Cd7862W/Fq3iDoX+APQYUMo9F2H8NOyvMEFHLJjGn6XoatgmkUXILdnBvIGL9kXWhaqFgCplUM/ryh65bp0DjVNhXSAftzomCJMb0ksp32vgszqvXJ/7RmjvF2qxAqyxEU/1wU55JiSvum0Y7QwFH2LGBcC3sr5RdMM47W2rI1wR99+S8INms7Nf+4XtmvD90okVWyRqrEJ1tknxyRBgkIJ7fknjyRZ+fOeXBenNfP1jFnOLNCfoXz/gH1d6T4</latexit><latexit sha1_base64="FuxrBd6/hV00a8uNCBtNteCctTA=">AAACJnicbVBNS8NAEN34WetX1KOXxSLUS0mkoB4UQQ8eKxgVmlI220ld3GzC7kQswX/jxb/iRfAD8eZPcVuraHVg4M17M8zMizIpDHremzM2PjE5NV2aKc/OzS8sukvLpybNNYeApzLV5xEzIIWCAAVKOM80sCSScBZdHvT1syvQRqTqBHsZtBLWVSIWnKGl2u4eq+LGbhhBV6giShhqcX1TDg9BIqO51cLwq+q1E1uXQ1Cd7862W/Fq3iDoX+APQYUMo9F2H8NOyvMEFHLJjGn6XoatgmkUXILdnBvIGL9kXWhaqFgCplUM/ryh65bp0DjVNhXSAftzomCJMb0ksp32vgszqvXJ/7RmjvF2qxAqyxEU/1wU55JiSvum0Y7QwFH2LGBcC3sr5RdMM47W2rI1wR99+S8INms7Nf+4XtmvD90okVWyRqrEJ1tknxyRBgkIJ7fknjyRZ+fOeXBenNfP1jFnOLNCfoXz/gH1d6T4</latexit><latexit sha1_base64="FuxrBd6/hV00a8uNCBtNteCctTA=">AAACJnicbVBNS8NAEN34WetX1KOXxSLUS0mkoB4UQQ8eKxgVmlI220ld3GzC7kQswX/jxb/iRfAD8eZPcVuraHVg4M17M8zMizIpDHremzM2PjE5NV2aKc/OzS8sukvLpybNNYeApzLV5xEzIIWCAAVKOM80sCSScBZdHvT1syvQRqTqBHsZtBLWVSIWnKGl2u4eq+LGbhhBV6giShhqcX1TDg9BIqO51cLwq+q1E1uXQ1Cd7862W/Fq3iDoX+APQYUMo9F2H8NOyvMEFHLJjGn6XoatgmkUXILdnBvIGL9kXWhaqFgCplUM/ryh65bp0DjVNhXSAftzomCJMb0ksp32vgszqvXJ/7RmjvF2qxAqyxEU/1wU55JiSvum0Y7QwFH2LGBcC3sr5RdMM47W2rI1wR99+S8INms7Nf+4XtmvD90okVWyRqrEJ1tknxyRBgkIJ7fknjyRZ+fOeXBenNfP1jFnOLNCfoXz/gH1d6T4</latexit>



Adversary Model

• Model knowledge: Dynamical model of the closed-loop system 
• Disruption resources: (Small no. of) measurement and actuation channels 
• Attack policy: Maximise the impact on performance without raising alarms

How to analyse and design the system with such an attack? 

Model knowledge

Attack Policy

Disruption 
ResourcesClosed-loop system

ẋ(t) = Ax(t) +Ba(t)

y(t) = Cx(t) +Da(t)
<latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit><latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit><latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit><latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit>

a(t)
<latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit>

yp(t)
<latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit>

yr(t)
<latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit>
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⌃p = (A,B,Cp, Dp), Gp(s) = Cp(sI �A)�1B +Dp
<latexit sha1_base64="pYMj694gbERyH2nlsnFAZsKxPw4="></latexit><latexit sha1_base64="pYMj694gbERyH2nlsnFAZsKxPw4="></latexit><latexit sha1_base64="pYMj694gbERyH2nlsnFAZsKxPw4="></latexit><latexit sha1_base64="pYMj694gbERyH2nlsnFAZsKxPw4="></latexit>

⌃r = (A,B,Cr, Dr), Gr(s) = Cr(sI �A)�1B +Dr
<latexit sha1_base64="JOOr+U3hCBHkxvTfFmQVSkHQirE="></latexit><latexit sha1_base64="JOOr+U3hCBHkxvTfFmQVSkHQirE="></latexit><latexit sha1_base64="JOOr+U3hCBHkxvTfFmQVSkHQirE="></latexit><latexit sha1_base64="JOOr+U3hCBHkxvTfFmQVSkHQirE="></latexit>

a(t)
<latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit>



Fault-Tolerant Control
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Fault-Tolerant Control

• While fault is not detected: 
• Robust controller 

• Once fault is detected: 
• Switch/adapt controller
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FTC design objectives

• Robust control: find a controller that 
• Minimizes the “worst-case” (largest) impact of unit-energy faults 
• i.e.: optimal “H infinity” control 

• Fault detection: find an observer/filter that 
• Maximizes the “worst-case” (smallest) detectability of unit-energy faults 
• i.e.: optimal “H minus” (H_) filter design 

• Both are based on sensitivity metrics: 
• H-inf norm: largest impact of unit-energy faults 
• H_ index: smallest detectability of unit-energy faults
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• H_ index: 

• Frequency Domain:

Classical Sensitivity Metrics (1)

• H-inf norm: 

• Frequency Domain:
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L2e = “signals with finite energy over finite time intervals”
<latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit><latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit><latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit><latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit>

�H1 = sup
w�0

�̄p(jw)
<latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit>

�H� = inf
w�0

�
r
(jw)

<latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit>

kyk2L2
,

Z +1

�1
ky(t)k22 dt

<latexit sha1_base64="+DM3iBjXO66QKziwIoivBD/OPhk="></latexit><latexit sha1_base64="+DM3iBjXO66QKziwIoivBD/OPhk="></latexit><latexit sha1_base64="+DM3iBjXO66QKziwIoivBD/OPhk="></latexit><latexit sha1_base64="+DM3iBjXO66QKziwIoivBD/OPhk="></latexit>

�H1 , sup
a2L2e

kypkL2

s.t. kakL2 = 1

x(0) = 0
<latexit sha1_base64="8Zf+exaRq2GhEYIEUFV86gD1984="></latexit><latexit sha1_base64="8Zf+exaRq2GhEYIEUFV86gD1984="></latexit><latexit sha1_base64="8Zf+exaRq2GhEYIEUFV86gD1984="></latexit><latexit sha1_base64="8Zf+exaRq2GhEYIEUFV86gD1984="></latexit>

�H� , inf
a2L2e

kyrkL2

s.t. kakL2 = 1

x(0) = 0
<latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="F7+KQEStfTAPCjWgASzv1ZI4/p4="></latexit><latexit sha1_base64="F7+KQEStfTAPCjWgASzv1ZI4/p4="></latexit><latexit sha1_base64="0xh3zV8ZOGNL7RxizFAg0+r4/IY="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit><latexit sha1_base64="FSozfRSSmVezqh/CLcFARDiZGp0="></latexit>

�̄p(s) = sup
a2Cna

kGp(s)ak2

s.t. kak2 = 1
<latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="S2uY+nixqIAjxCYjjyFO/dKNNZo="></latexit><latexit sha1_base64="S2uY+nixqIAjxCYjjyFO/dKNNZo="></latexit><latexit sha1_base64="U2SFhLPkCAVnaXPRfg7twlLLSvc="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit><latexit sha1_base64="6/f+SD8tzLYSG7KjWM/qHJ1fZpo="></latexit>

�r(s) = inf
a2Cna

kGr(s)ak2

s.t. kak2 = 1
<latexit sha1_base64="xcCp9i1tFmf9JENNVcHrlD+T/Wc="></latexit><latexit sha1_base64="xcCp9i1tFmf9JENNVcHrlD+T/Wc="></latexit><latexit sha1_base64="xcCp9i1tFmf9JENNVcHrlD+T/Wc="></latexit><latexit sha1_base64="xcCp9i1tFmf9JENNVcHrlD+T/Wc="></latexit>

Closed-loop system

ẋ(t) = Ax(t) +Ba(t)

y(t) = Cx(t) +Da(t)
<latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit><latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit><latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit><latexit sha1_base64="zuMCqIcj0A9fcoXsEpMKRieACLE="></latexit>

a(t)
<latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit><latexit sha1_base64="NmiMUuTj000xaoIPJ0lhZLDsmCE=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSLUS0mkoN4KXjxWMLbQhrLZbtqlu5uwOxFK6F/w4kHFq7/Im//GtM1BWx8MPN6bYWZemEhh0XW/nbX1jc2t7dJOeXdv/+CwcnT8aOPUMO6zWMamE1LLpdDcR4GSdxLDqQolb4fj25nffuLGilg/4CThgaJDLSLBKM4kWsOLfqXq1t05yCrxClKFAq1+5as3iFmquEYmqbVdz00wyKhBwSSflnup5QllYzrk3ZxqqrgNsvmtU3KeKwMSxSYvjWSu/p7IqLJ2osK8U1Ec2WVvJv7ndVOMroNM6CRFrtliUZRKgjGZPU4GwnCGcpITyozIbyVsRA1lmMdTzkPwll9eJf5l/abu3TeqzUaRRglO4Qxq4MEVNOEOWuADgxE8wyu8Ocp5cd6dj0XrmlPMnMAfOJ8/yBiNjg==</latexit>

yp(t)
<latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit><latexit sha1_base64="voIfrSkY9LdB6PapWPACBD3kGFU=">AAAB7HicbVBNS8NAEJ3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3Y0QQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhQln2rjut1NaW9/Y3CpvV3Z29/YPqodHHS1TRahPJJeqG2JNORPUN8xw2k0UxXHI6UM4uZn5D09UaSbFvckSGsR4JFjECDZW6mSDpG7OB9Wa23DnQKvEK0gNCrQH1a/+UJI0psIQjrXueW5ighwrwwin00o/1TTBZIJHtGepwDHVQT6/dorOrDJEkVS2hEFz9fdEjmOtszi0nTE2Y73szcT/vF5qoqsgZyJJDRVksShKOTISzV5HQ6YoMTyzBBPF7K2IjLHCxNiAKjYEb/nlVeJfNK4b3l2z1moWaZThBE6hDh5cQgtuoQ0+EHiEZ3iFN0c6L86787FoLTnFzDH8gfP5A3NFjok=</latexit>

yr(t)
<latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit><latexit sha1_base64="OpDTUY7deMr0w3bZyfY5Wt3A2A4=">AAAB7HicbVBNS8NAEN3Ur1q/qh69LBahXkoiBfVW8OKxgqmFNpTNdtOu3eyG3YkQQv+DFw8qXv1B3vw3btsctPXBwOO9GWbmhYngBlz32ymtrW9sbpW3Kzu7e/sH1cOjjlGppsynSijdDYlhgkvmAwfBuolmJA4FewgnNzP/4Ylpw5W8hyxhQUxGkkecErBSJxvoOpwPqjW34c6BV4lXkBoq0B5Uv/pDRdOYSaCCGNPz3ASCnGjgVLBppZ8alhA6ISPWs1SSmJkgn187xWdWGeJIaVsS8Fz9PZGT2JgsDm1nTGBslr2Z+J/XSyG6CnIukxSYpItFUSowKDx7HQ+5ZhREZgmhmttbMR0TTSjYgCo2BG/55VXiXzSuG95ds9ZqFmmU0Qk6RXXkoUvUQreojXxE0SN6Rq/ozVHOi/PufCxaS04xc4z+wPn8AXZRjos=</latexit>



Example: closed-loop system

• Process: Quadruple tank 
• (non-minimum phase setup,  

one unstable zeros from u to y) 

• Controller: LQG with integral action 
• Performance output = plant’s states 

• Detector: LQG’s Kalman filter 
• Residual = output estimation error 

• The adversary is able to corrupt 
Actuator 1 (u1)
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yp(t) = xp(t)
<latexit sha1_base64="sMjqU6mJAcQDzGzdArWSEVAqkHE=">AAAB+HicbZDLSsNAFIYn9VbrLerSzWAR6qYkUlAXQsGNywrGFtoQJtNpO3RyYeakGELfxI0LFbc+ijvfxkmahbb+MPDxn3M4Z34/FlyBZX0blbX1jc2t6nZtZ3dv/8A8PHpUUSIpc2gkItnziWKCh8wBDoL1YslI4AvW9ae3eb07Y1LxKHyANGZuQMYhH3FKQFueaaZe3IBzfIOfCqh5Zt1qWoXwKtgl1FGpjmd+DYYRTQIWAhVEqb5txeBmRAKngs1rg0SxmNApGbO+xpAETLlZcfkcn2lniEeR1C8EXLi/JzISKJUGvu4MCEzUci03/6v1ExhduRkP4wRYSBeLRonAEOE8BjzkklEQqQZCJde3YjohklDQYeUh2MtfXgXnonndtO9b9XarTKOKTtApaiAbXaI2ukMd5CCKZugZvaI3IzNejHfjY9FaMcqZY/RHxucPYYeRsQ==</latexit><latexit sha1_base64="sMjqU6mJAcQDzGzdArWSEVAqkHE=">AAAB+HicbZDLSsNAFIYn9VbrLerSzWAR6qYkUlAXQsGNywrGFtoQJtNpO3RyYeakGELfxI0LFbc+ijvfxkmahbb+MPDxn3M4Z34/FlyBZX0blbX1jc2t6nZtZ3dv/8A8PHpUUSIpc2gkItnziWKCh8wBDoL1YslI4AvW9ae3eb07Y1LxKHyANGZuQMYhH3FKQFueaaZe3IBzfIOfCqh5Zt1qWoXwKtgl1FGpjmd+DYYRTQIWAhVEqb5txeBmRAKngs1rg0SxmNApGbO+xpAETLlZcfkcn2lniEeR1C8EXLi/JzISKJUGvu4MCEzUci03/6v1ExhduRkP4wRYSBeLRonAEOE8BjzkklEQqQZCJde3YjohklDQYeUh2MtfXgXnonndtO9b9XarTKOKTtApaiAbXaI2ukMd5CCKZugZvaI3IzNejHfjY9FaMcqZY/RHxucPYYeRsQ==</latexit><latexit sha1_base64="sMjqU6mJAcQDzGzdArWSEVAqkHE=">AAAB+HicbZDLSsNAFIYn9VbrLerSzWAR6qYkUlAXQsGNywrGFtoQJtNpO3RyYeakGELfxI0LFbc+ijvfxkmahbb+MPDxn3M4Z34/FlyBZX0blbX1jc2t6nZtZ3dv/8A8PHpUUSIpc2gkItnziWKCh8wBDoL1YslI4AvW9ae3eb07Y1LxKHyANGZuQMYhH3FKQFueaaZe3IBzfIOfCqh5Zt1qWoXwKtgl1FGpjmd+DYYRTQIWAhVEqb5txeBmRAKngs1rg0SxmNApGbO+xpAETLlZcfkcn2lniEeR1C8EXLi/JzISKJUGvu4MCEzUci03/6v1ExhduRkP4wRYSBeLRonAEOE8BjzkklEQqQZCJde3YjohklDQYeUh2MtfXgXnonndtO9b9XarTKOKTtApaiAbXaI2ukMd5CCKZugZvaI3IzNejHfjY9FaMcqZY/RHxucPYYeRsQ==</latexit><latexit sha1_base64="sMjqU6mJAcQDzGzdArWSEVAqkHE=">AAAB+HicbZDLSsNAFIYn9VbrLerSzWAR6qYkUlAXQsGNywrGFtoQJtNpO3RyYeakGELfxI0LFbc+ijvfxkmahbb+MPDxn3M4Z34/FlyBZX0blbX1jc2t6nZtZ3dv/8A8PHpUUSIpc2gkItnziWKCh8wBDoL1YslI4AvW9ae3eb07Y1LxKHyANGZuQMYhH3FKQFueaaZe3IBzfIOfCqh5Zt1qWoXwKtgl1FGpjmd+DYYRTQIWAhVEqb5txeBmRAKngs1rg0SxmNApGbO+xpAETLlZcfkcn2lniEeR1C8EXLi/JzISKJUGvu4MCEzUci03/6v1ExhduRkP4wRYSBeLRonAEOE8BjzkklEQqQZCJde3YjohklDQYeUh2MtfXgXnonndtO9b9XarTKOKTtApaiAbXaI2ukMd5CCKZugZvaI3IzNejHfjY9FaMcqZY/RHxucPYYeRsQ==</latexit>

yr(t) = y(t)� ŷ(t)
<latexit sha1_base64="oS/hsMzf6+/bJS8p0GNxGFTn0sg=">AAACA3icbVDLSgMxFM3UV62vUZfdBItQF5YZKagLoeDGZQXHFtphyKRpG5p5kNwRhqELN/6KGxcqbv0Jd/6NmXYW2nog5OSce7m5x48FV2BZ30ZpZXVtfaO8Wdna3tndM/cP7lWUSMocGolIdn2imOAhc4CDYN1YMhL4gnX8yXXudx6YVDwK7yCNmRuQUciHnBLQkmdWU0/W4QRf4TS/TnF/TCBLp/pR8cya1bBmwMvELkgNFWh75ld/ENEkYCFQQZTq2VYMbkYkcCrYtNJPFIsJnZAR62kakoApN5stMcXHWhngYST1CQHP1N8dGQmUSgNfVwYExmrRy8X/vF4Cwws342GcAAvpfNAwERginCeCB1wyCiLVhFDJ9V8xHRNJKOjc8hDsxZWXiXPWuGzYt81aq1mkUUZVdITqyEbnqIVuUBs5iKJH9Ixe0ZvxZLwY78bHvLRkFD2H6A+Mzx9wF5WP</latexit><latexit sha1_base64="oS/hsMzf6+/bJS8p0GNxGFTn0sg=">AAACA3icbVDLSgMxFM3UV62vUZfdBItQF5YZKagLoeDGZQXHFtphyKRpG5p5kNwRhqELN/6KGxcqbv0Jd/6NmXYW2nog5OSce7m5x48FV2BZ30ZpZXVtfaO8Wdna3tndM/cP7lWUSMocGolIdn2imOAhc4CDYN1YMhL4gnX8yXXudx6YVDwK7yCNmRuQUciHnBLQkmdWU0/W4QRf4TS/TnF/TCBLp/pR8cya1bBmwMvELkgNFWh75ld/ENEkYCFQQZTq2VYMbkYkcCrYtNJPFIsJnZAR62kakoApN5stMcXHWhngYST1CQHP1N8dGQmUSgNfVwYExmrRy8X/vF4Cwws342GcAAvpfNAwERginCeCB1wyCiLVhFDJ9V8xHRNJKOjc8hDsxZWXiXPWuGzYt81aq1mkUUZVdITqyEbnqIVuUBs5iKJH9Ixe0ZvxZLwY78bHvLRkFD2H6A+Mzx9wF5WP</latexit><latexit sha1_base64="oS/hsMzf6+/bJS8p0GNxGFTn0sg=">AAACA3icbVDLSgMxFM3UV62vUZfdBItQF5YZKagLoeDGZQXHFtphyKRpG5p5kNwRhqELN/6KGxcqbv0Jd/6NmXYW2nog5OSce7m5x48FV2BZ30ZpZXVtfaO8Wdna3tndM/cP7lWUSMocGolIdn2imOAhc4CDYN1YMhL4gnX8yXXudx6YVDwK7yCNmRuQUciHnBLQkmdWU0/W4QRf4TS/TnF/TCBLp/pR8cya1bBmwMvELkgNFWh75ld/ENEkYCFQQZTq2VYMbkYkcCrYtNJPFIsJnZAR62kakoApN5stMcXHWhngYST1CQHP1N8dGQmUSgNfVwYExmrRy8X/vF4Cwws342GcAAvpfNAwERginCeCB1wyCiLVhFDJ9V8xHRNJKOjc8hDsxZWXiXPWuGzYt81aq1mkUUZVdITqyEbnqIVuUBs5iKJH9Ixe0ZvxZLwY78bHvLRkFD2H6A+Mzx9wF5WP</latexit><latexit sha1_base64="oS/hsMzf6+/bJS8p0GNxGFTn0sg=">AAACA3icbVDLSgMxFM3UV62vUZfdBItQF5YZKagLoeDGZQXHFtphyKRpG5p5kNwRhqELN/6KGxcqbv0Jd/6NmXYW2nog5OSce7m5x48FV2BZ30ZpZXVtfaO8Wdna3tndM/cP7lWUSMocGolIdn2imOAhc4CDYN1YMhL4gnX8yXXudx6YVDwK7yCNmRuQUciHnBLQkmdWU0/W4QRf4TS/TnF/TCBLp/pR8cya1bBmwMvELkgNFWh75ld/ENEkYCFQQZTq2VYMbkYkcCrYtNJPFIsJnZAR62kakoApN5stMcXHWhngYST1CQHP1N8dGQmUSgNfVwYExmrRy8X/vF4Cwws342GcAAvpfNAwERginCeCB1wyCiLVhFDJ9V8xHRNJKOjc8hDsxZWXiXPWuGzYt81aq1mkUUZVdITqyEbnqIVuUBs5iKJH9Ixe0ZvxZLwY78bHvLRkFD2H6A+Mzx9wF5WP</latexit>



Classical Sensitivity Metrics (2)

• H-inf norm

!37
Secure Control Systems: an overview  André Teixeira, Sep. 19, 2019

• Limitation: worst-case frequency is not the same 
• Means each metric looks at different worst-case inputs!

�H1 = sup
w�0

�̄p(jw)
<latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit><latexit sha1_base64="Gbg3qNAngyhJEAEW8Y2lGyETAvc="></latexit>

• H_ index
�H� = inf

w�0
�
r
(jw)

<latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit><latexit sha1_base64="y7p4gnLfRCeh1SU54hz5ET0lHss="></latexit>
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�H� = 0
<latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit><latexit sha1_base64="yO2UPtcjxdTWl40XTE5UH3ozqUA=">AAAB+nicbVBNS8NAEJ3Ur1q/Yj16WSyCF0siBfUgFLz0WMHYQhvCZrttl+4mYXcjlpC/4sWDild/iTf/jds2B219MPB4b4aZeWHCmdKO822V1tY3NrfK25Wd3b39A/uw+qDiVBLqkZjHshtiRTmLqKeZ5rSbSIpFyGknnNzO/M4jlYrF0b2eJtQXeBSxISNYGymwq/0RFgIHWSvIzvMc3SAnsGtO3ZkDrRK3IDUo0A7sr/4gJqmgkSYcK9VznUT7GZaaEU7zSj9VNMFkgke0Z2iEBVV+Nr89R6dGGaBhLE1FGs3V3xMZFkpNRWg6BdZjtezNxP+8XqqHV37GoiTVNCKLRcOUIx2jWRBowCQlmk8NwUQycysiYywx0SauignBXX55lXgX9eu6e9eoNRtFGmU4hhM4AxcuoQktaIMHBJ7gGV7hzcqtF+vd+li0lqxi5gj+wPr8ARtLk1Q=</latexit>

�H1 = 23
<latexit sha1_base64="xDLDfYzVMkyZgs/7Agj7ehxQans=">AAACAHicbVBNS8NAEN3Ur1q/ol4EL4tF8FSSWlAPQsFLjxWMLTQlbLabdunuJuxuhBDqxb/ixYOKV3+GN/+N2zYHbX0w8Hhvhpl5YcKo0o7zbZVWVtfWN8qbla3tnd09e//gXsWpxMTDMYtlN0SKMCqIp6lmpJtIgnjISCcc30z9zgORisbiTmcJ6XM0FDSiGGkjBfaRP0ScoyBvBblPRaSzyQRew/p5YFedmjMDXCZuQaqgQDuwv/xBjFNOhMYMKdVznUT3cyQ1xYxMKn6qSILwGA1Jz1CBOFH9fPbBBJ4aZQCjWJoSGs7U3xM54kplPDSdHOmRWvSm4n9eL9XRZT+nIkk1EXi+KEoZ1DGcxgEHVBKsWWYIwpKaWyEeIYmwNqFVTAju4svLxKvXrmrubaPabBRplMExOAFnwAUXoAlaoA08gMEjeAav4M16sl6sd+tj3lqyiplD8AfW5w8Jl5Ye</latexit><latexit sha1_base64="xDLDfYzVMkyZgs/7Agj7ehxQans=">AAACAHicbVBNS8NAEN3Ur1q/ol4EL4tF8FSSWlAPQsFLjxWMLTQlbLabdunuJuxuhBDqxb/ixYOKV3+GN/+N2zYHbX0w8Hhvhpl5YcKo0o7zbZVWVtfWN8qbla3tnd09e//gXsWpxMTDMYtlN0SKMCqIp6lmpJtIgnjISCcc30z9zgORisbiTmcJ6XM0FDSiGGkjBfaRP0ScoyBvBblPRaSzyQRew/p5YFedmjMDXCZuQaqgQDuwv/xBjFNOhMYMKdVznUT3cyQ1xYxMKn6qSILwGA1Jz1CBOFH9fPbBBJ4aZQCjWJoSGs7U3xM54kplPDSdHOmRWvSm4n9eL9XRZT+nIkk1EXi+KEoZ1DGcxgEHVBKsWWYIwpKaWyEeIYmwNqFVTAju4svLxKvXrmrubaPabBRplMExOAFnwAUXoAlaoA08gMEjeAav4M16sl6sd+tj3lqyiplD8AfW5w8Jl5Ye</latexit><latexit sha1_base64="xDLDfYzVMkyZgs/7Agj7ehxQans=">AAACAHicbVBNS8NAEN3Ur1q/ol4EL4tF8FSSWlAPQsFLjxWMLTQlbLabdunuJuxuhBDqxb/ixYOKV3+GN/+N2zYHbX0w8Hhvhpl5YcKo0o7zbZVWVtfWN8qbla3tnd09e//gXsWpxMTDMYtlN0SKMCqIp6lmpJtIgnjISCcc30z9zgORisbiTmcJ6XM0FDSiGGkjBfaRP0ScoyBvBblPRaSzyQRew/p5YFedmjMDXCZuQaqgQDuwv/xBjFNOhMYMKdVznUT3cyQ1xYxMKn6qSILwGA1Jz1CBOFH9fPbBBJ4aZQCjWJoSGs7U3xM54kplPDSdHOmRWvSm4n9eL9XRZT+nIkk1EXi+KEoZ1DGcxgEHVBKsWWYIwpKaWyEeIYmwNqFVTAju4svLxKvXrmrubaPabBRplMExOAFnwAUXoAlaoA08gMEjeAav4M16sl6sd+tj3lqyiplD8AfW5w8Jl5Ye</latexit><latexit sha1_base64="xDLDfYzVMkyZgs/7Agj7ehxQans=">AAACAHicbVBNS8NAEN3Ur1q/ol4EL4tF8FSSWlAPQsFLjxWMLTQlbLabdunuJuxuhBDqxb/ixYOKV3+GN/+N2zYHbX0w8Hhvhpl5YcKo0o7zbZVWVtfWN8qbla3tnd09e//gXsWpxMTDMYtlN0SKMCqIp6lmpJtIgnjISCcc30z9zgORisbiTmcJ6XM0FDSiGGkjBfaRP0ScoyBvBblPRaSzyQRew/p5YFedmjMDXCZuQaqgQDuwv/xBjFNOhMYMKdVznUT3cyQ1xYxMKn6qSILwGA1Jz1CBOFH9fPbBBJ4aZQCjWJoSGs7U3xM54kplPDSdHOmRWvSm4n9eL9XRZT+nIkk1EXi+KEoZ1DGcxgEHVBKsWWYIwpKaWyEeIYmwNqFVTAju4svLxKvXrmrubaPabBRplMExOAFnwAUXoAlaoA08gMEjeAav4M16sl6sd+tj3lqyiplD8AfW5w8Jl5Ye</latexit>

• Least detectable fault 
has little impact…
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• Attack policy: Maximise the impact on performance without raising alarms 
• Requires a combination of impact on performance and detection!

• “Desired” metric: combine  H-inf and H_: 

• But this is an heuristic… When would 
it actually be meaningful / accurate? 

• And how do we formalise such a 
metric? 

• … coming next!

�̃? = sup
w�0

�̃(jw), �̃(jw) , �̄p(jw)

�r(jw)
<latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit>
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• Attack policy: Maximise the impact on performance without raising alarms 
• Requires a combination of impact on performance and detection!

• “Desired” metric: combine  H-inf and H_: 

• But this is an heuristic… When would 
it actually be meaningful / accurate? 

• And how do we formalise such a 
metric? 

• … coming next!

�̃? = sup
w�0

�̃(jw), �̃(jw) , �̄p(jw)

�r(jw)
<latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit>
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• Attack policy: Maximise the impact on performance without raising alarms 
• Maximize     , while keeping      small — Output-to-ouput gain:

• Note: Input is not directly constrained  
   (may be exponentially increasing) 

• Imposes a gain constraint on the outputs:

yp
<latexit sha1_base64="tb9olEvQkBx3qMH+nnidBEoj3MI=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN4KXjxWNLbQhrLZTtqlm03Y3Qih9Cd48aDi1X/kzX/jts1BWx8MPN6bYWZemAqujet+O6W19Y3NrfJ2ZWd3b/+genj0qJNMMfRZIhLVCalGwSX6hhuBnVQhjUOB7XB8M/PbT6g0T+SDyVMMYjqUPOKMGivd5/20X625dXcOskq8gtSgQKtf/eoNEpbFKA0TVOuu56YmmFBlOBM4rfQyjSllYzrErqWSxqiDyfzUKTmzyoBEibIlDZmrvycmNNY6j0PbGVMz0sveTPzP62YmugomXKaZQckWi6JMEJOQ2d9kwBUyI3JLKFPc3krYiCrKjE2nYkPwll9eJf5F/bru3TVqzUaRRhlO4BTOwYNLaMIttMAHBkN4hld4c4Tz4rw7H4vWklPMHMMfOJ8/1gGNpg==</latexit><latexit sha1_base64="tb9olEvQkBx3qMH+nnidBEoj3MI=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN4KXjxWNLbQhrLZTtqlm03Y3Qih9Cd48aDi1X/kzX/jts1BWx8MPN6bYWZemAqujet+O6W19Y3NrfJ2ZWd3b/+genj0qJNMMfRZIhLVCalGwSX6hhuBnVQhjUOB7XB8M/PbT6g0T+SDyVMMYjqUPOKMGivd5/20X625dXcOskq8gtSgQKtf/eoNEpbFKA0TVOuu56YmmFBlOBM4rfQyjSllYzrErqWSxqiDyfzUKTmzyoBEibIlDZmrvycmNNY6j0PbGVMz0sveTPzP62YmugomXKaZQckWi6JMEJOQ2d9kwBUyI3JLKFPc3krYiCrKjE2nYkPwll9eJf5F/bru3TVqzUaRRhlO4BTOwYNLaMIttMAHBkN4hld4c4Tz4rw7H4vWklPMHMMfOJ8/1gGNpg==</latexit><latexit sha1_base64="tb9olEvQkBx3qMH+nnidBEoj3MI=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN4KXjxWNLbQhrLZTtqlm03Y3Qih9Cd48aDi1X/kzX/jts1BWx8MPN6bYWZemAqujet+O6W19Y3NrfJ2ZWd3b/+genj0qJNMMfRZIhLVCalGwSX6hhuBnVQhjUOB7XB8M/PbT6g0T+SDyVMMYjqUPOKMGivd5/20X625dXcOskq8gtSgQKtf/eoNEpbFKA0TVOuu56YmmFBlOBM4rfQyjSllYzrErqWSxqiDyfzUKTmzyoBEibIlDZmrvycmNNY6j0PbGVMz0sveTPzP62YmugomXKaZQckWi6JMEJOQ2d9kwBUyI3JLKFPc3krYiCrKjE2nYkPwll9eJf5F/bru3TVqzUaRRhlO4BTOwYNLaMIttMAHBkN4hld4c4Tz4rw7H4vWklPMHMMfOJ8/1gGNpg==</latexit><latexit sha1_base64="tb9olEvQkBx3qMH+nnidBEoj3MI=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN4KXjxWNLbQhrLZTtqlm03Y3Qih9Cd48aDi1X/kzX/jts1BWx8MPN6bYWZemAqujet+O6W19Y3NrfJ2ZWd3b/+genj0qJNMMfRZIhLVCalGwSX6hhuBnVQhjUOB7XB8M/PbT6g0T+SDyVMMYjqUPOKMGivd5/20X625dXcOskq8gtSgQKtf/eoNEpbFKA0TVOuu56YmmFBlOBM4rfQyjSllYzrErqWSxqiDyfzUKTmzyoBEibIlDZmrvycmNNY6j0PbGVMz0sveTPzP62YmugomXKaZQckWi6JMEJOQ2d9kwBUyI3JLKFPc3krYiCrKjE2nYkPwll9eJf5F/bru3TVqzUaRRhlO4BTOwYNLaMIttMAHBkN4hld4c4Tz4rw7H4vWklPMHMMfOJ8/1gGNpg==</latexit>

yr
<latexit sha1_base64="sdIyXNwLpHtX3vcnKC3wNy1DYYM=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN4KXjxWNLbQhrLZbtqlm03YnQih9Cd48aDi1X/kzX/jts1BWx8MPN6bYWZemEph0HW/ndLa+sbmVnm7srO7t39QPTx6NEmmGfdZIhPdCanhUijuo0DJO6nmNA4lb4fjm5nffuLaiEQ9YJ7yIKZDJSLBKFrpPu/rfrXm1t05yCrxClKDAq1+9as3SFgWc4VMUmO6nptiMKEaBZN8WullhqeUjemQdy1VNOYmmMxPnZIzqwxIlGhbCslc/T0xobExeRzazpjiyCx7M/E/r5thdBVMhEoz5IotFkWZJJiQ2d9kIDRnKHNLKNPC3krYiGrK0KZTsSF4yy+vEv+ifl337hq1ZqNIowwncArn4MElNOEWWuADgyE8wyu8OdJ5cd6dj0VrySlmjuEPnM8f2QeNqA==</latexit><latexit sha1_base64="sdIyXNwLpHtX3vcnKC3wNy1DYYM=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN4KXjxWNLbQhrLZbtqlm03YnQih9Cd48aDi1X/kzX/jts1BWx8MPN6bYWZemEph0HW/ndLa+sbmVnm7srO7t39QPTx6NEmmGfdZIhPdCanhUijuo0DJO6nmNA4lb4fjm5nffuLaiEQ9YJ7yIKZDJSLBKFrpPu/rfrXm1t05yCrxClKDAq1+9as3SFgWc4VMUmO6nptiMKEaBZN8WullhqeUjemQdy1VNOYmmMxPnZIzqwxIlGhbCslc/T0xobExeRzazpjiyCx7M/E/r5thdBVMhEoz5IotFkWZJJiQ2d9kIDRnKHNLKNPC3krYiGrK0KZTsSF4yy+vEv+ifl337hq1ZqNIowwncArn4MElNOEWWuADgyE8wyu8OdJ5cd6dj0VrySlmjuEPnM8f2QeNqA==</latexit><latexit sha1_base64="sdIyXNwLpHtX3vcnKC3wNy1DYYM=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN4KXjxWNLbQhrLZbtqlm03YnQih9Cd48aDi1X/kzX/jts1BWx8MPN6bYWZemEph0HW/ndLa+sbmVnm7srO7t39QPTx6NEmmGfdZIhPdCanhUijuo0DJO6nmNA4lb4fjm5nffuLaiEQ9YJ7yIKZDJSLBKFrpPu/rfrXm1t05yCrxClKDAq1+9as3SFgWc4VMUmO6nptiMKEaBZN8WullhqeUjemQdy1VNOYmmMxPnZIzqwxIlGhbCslc/T0xobExeRzazpjiyCx7M/E/r5thdBVMhEoz5IotFkWZJJiQ2d9kIDRnKHNLKNPC3krYiGrK0KZTsSF4yy+vEv+ifl337hq1ZqNIowwncArn4MElNOEWWuADgyE8wyu8OdJ5cd6dj0VrySlmjuEPnM8f2QeNqA==</latexit><latexit sha1_base64="sdIyXNwLpHtX3vcnKC3wNy1DYYM=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN4KXjxWNLbQhrLZbtqlm03YnQih9Cd48aDi1X/kzX/jts1BWx8MPN6bYWZemEph0HW/ndLa+sbmVnm7srO7t39QPTx6NEmmGfdZIhPdCanhUijuo0DJO6nmNA4lb4fjm5nffuLaiEQ9YJ7yIKZDJSLBKFrpPu/rfrXm1t05yCrxClKDAq1+9as3SFgWc4VMUmO6nptiMKEaBZN8WullhqeUjemQdy1VNOYmmMxPnZIzqwxIlGhbCslc/T0xobExeRzazpjiyCx7M/E/r5thdBVMhEoz5IotFkWZJJiQ2d9kIDRnKHNLKNPC3krYiGrK0KZTsSF4yy+vEv+ifl337hq1ZqNIowwncArn4MElNOEWWuADgyE8wyu8OdJ5cd6dj0VrySlmjuEPnM8f2QeNqA==</latexit>

L2e = “signals with finite energy over finite time intervals”
<latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit><latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit><latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit><latexit sha1_base64="LM8XEZV6xzkbS6sKEeHNagftG7Q="></latexit>

• An equivalent formulation:

[Teixeira et al., CDC 15]

�? , sup
a2L2e

kypkL2

s.t. kyrkL2 = 1

x(0) = 0
<latexit sha1_base64="JMhqeVYd5m8SeIincxgZicSQ2AI="></latexit><latexit sha1_base64="JMhqeVYd5m8SeIincxgZicSQ2AI="></latexit><latexit sha1_base64="JMhqeVYd5m8SeIincxgZicSQ2AI="></latexit><latexit sha1_base64="JMhqeVYd5m8SeIincxgZicSQ2AI="></latexit>

�?2

kyrk2L2
� kypk2L2

<latexit sha1_base64="4Nsvz8IGJbZmdcPnJCY0oTzyrgo=">AAACNXicbVBNS8NAFNz4WetX1aOXxSJ4KkkR9Fjw4qGHClYLTRtetpu6uJvE3Y0Q0vwpL/4PT3rwoIhX/4KbNgetDiwMM/PY98aPOVPatl+shcWl5ZXVylp1fWNza7u2s3ulokQS2iURj2TPB0U5C2lXM81pL5YUhM/ptX97VvjX91QqFoWXOo3pQMA4ZAEjoI3k1drYHYMQMMxcpUEOmzl2J6kn3YmXuQL0DQGetXOvmQ+bJkrvpnaM//OrXq1uN+wp8F/ilKSOSnS82pM7ikgiaKgJB6X6jh3rQQZSM8JpXnUTRWMgtzCmfUNDEFQNsunVOT40yggHkTQv1Hiq/pzIQCiVCt8ki0XVvFeI/3n9RAeng4yFcaJpSGYfBQnHOsJFhXjEJCWap4YAkczsiskNSCDaFF2U4Myf/JdcNRuO4RfH9dZxWUcF7aMDdIQcdIJa6Bx1UBcR9ICe0Rt6tx6tV+vD+pxFF6xyZg/9gvX1De9DrAk=</latexit><latexit sha1_base64="4Nsvz8IGJbZmdcPnJCY0oTzyrgo=">AAACNXicbVBNS8NAFNz4WetX1aOXxSJ4KkkR9Fjw4qGHClYLTRtetpu6uJvE3Y0Q0vwpL/4PT3rwoIhX/4KbNgetDiwMM/PY98aPOVPatl+shcWl5ZXVylp1fWNza7u2s3ulokQS2iURj2TPB0U5C2lXM81pL5YUhM/ptX97VvjX91QqFoWXOo3pQMA4ZAEjoI3k1drYHYMQMMxcpUEOmzl2J6kn3YmXuQL0DQGetXOvmQ+bJkrvpnaM//OrXq1uN+wp8F/ilKSOSnS82pM7ikgiaKgJB6X6jh3rQQZSM8JpXnUTRWMgtzCmfUNDEFQNsunVOT40yggHkTQv1Hiq/pzIQCiVCt8ki0XVvFeI/3n9RAeng4yFcaJpSGYfBQnHOsJFhXjEJCWap4YAkczsiskNSCDaFF2U4Myf/JdcNRuO4RfH9dZxWUcF7aMDdIQcdIJa6Bx1UBcR9ICe0Rt6tx6tV+vD+pxFF6xyZg/9gvX1De9DrAk=</latexit><latexit sha1_base64="4Nsvz8IGJbZmdcPnJCY0oTzyrgo=">AAACNXicbVBNS8NAFNz4WetX1aOXxSJ4KkkR9Fjw4qGHClYLTRtetpu6uJvE3Y0Q0vwpL/4PT3rwoIhX/4KbNgetDiwMM/PY98aPOVPatl+shcWl5ZXVylp1fWNza7u2s3ulokQS2iURj2TPB0U5C2lXM81pL5YUhM/ptX97VvjX91QqFoWXOo3pQMA4ZAEjoI3k1drYHYMQMMxcpUEOmzl2J6kn3YmXuQL0DQGetXOvmQ+bJkrvpnaM//OrXq1uN+wp8F/ilKSOSnS82pM7ikgiaKgJB6X6jh3rQQZSM8JpXnUTRWMgtzCmfUNDEFQNsunVOT40yggHkTQv1Hiq/pzIQCiVCt8ki0XVvFeI/3n9RAeng4yFcaJpSGYfBQnHOsJFhXjEJCWap4YAkczsiskNSCDaFF2U4Myf/JdcNRuO4RfH9dZxWUcF7aMDdIQcdIJa6Bx1UBcR9ICe0Rt6tx6tV+vD+pxFF6xyZg/9gvX1De9DrAk=</latexit><latexit sha1_base64="4Nsvz8IGJbZmdcPnJCY0oTzyrgo=">AAACNXicbVBNS8NAFNz4WetX1aOXxSJ4KkkR9Fjw4qGHClYLTRtetpu6uJvE3Y0Q0vwpL/4PT3rwoIhX/4KbNgetDiwMM/PY98aPOVPatl+shcWl5ZXVylp1fWNza7u2s3ulokQS2iURj2TPB0U5C2lXM81pL5YUhM/ptX97VvjX91QqFoWXOo3pQMA4ZAEjoI3k1drYHYMQMMxcpUEOmzl2J6kn3YmXuQL0DQGetXOvmQ+bJkrvpnaM//OrXq1uN+wp8F/ilKSOSnS82pM7ikgiaKgJB6X6jh3rQQZSM8JpXnUTRWMgtzCmfUNDEFQNsunVOT40yggHkTQv1Hiq/pzIQCiVCt8ki0XVvFeI/3n9RAeng4yFcaJpSGYfBQnHOsJFhXjEJCWap4YAkczsiskNSCDaFF2U4Myf/JdcNRuO4RfH9dZxWUcF7aMDdIQcdIJa6Bx1UBcR9ICe0Rt6tx6tV+vD+pxFF6xyZg/9gvX1De9DrAk=</latexit>



Computation: Linear Matrix 
Inequality

• The value of the metric can be obtained by solving this convex problem 

• Controller / Detector design is possible 
• A, B, C, D depend linearly on the controller / detector 
• … but leads to Bilinear Matrix Inequalities 
• Exploit structure to convexify the problem - ongoing work 

• Other metrics can be formulated in a similar fashion
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Summary

• Secure Control systems - a risk management approach 

• Classical sensitivity metrics are not adequate for security-related 
problems / malicious adversary models 

• They focus either on impact or on detection separately 

• Output-to-output gain captures both impact and detection  
• Maximize energy of ”cost signal”; While keeping ”anomaly 
detector signal” small 

• Computation based on LMIs 
• Controller / Detector design through BMIs

andre.teixeira@angstrom.uu.se 
Thank you! 
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Extra slides
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Example: Attack scenarios

• The adversary is able to corrupt: 
A. Actuator 1 
B. Actuator 1 and Actuator 2 

(unstable zero —> y=0) 
C. Actuator 1 and Sensor 1 
D. Actuator 1 and Sensor 2 

• Evaluate which scenarios are 
most critical (largest sensitivity)
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Example: Actuator 1

• Gain vs heuristic: 
• Gain over Frequency:
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<latexit sha1_base64="DUEHbzBe9y2ovptVQXzDq39fglg=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkWrAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS3h2Xq17ZtmqWjPBZbBzKINcTc/8cvoxTjmJFGZIyp5tJcrNkFAUMzIpOakkCcJDFJKexghxIt1sdskEnminD4NY6BcpOHN/T2SISznmvu7kSA3kYm1q/lfrpSqouxmNklSRCM8XBSmDKobTWGCfCoIVG2tAWFD9V4gHSCCsdHglHYK9ePIytM+qtuabWrlRy+MogiNwDCrABhegAa5BE7QABo/gGbyCN+PJeDHejY95a8HIZw7BHxmfP5ikmEE=</latexit><latexit sha1_base64="DUEHbzBe9y2ovptVQXzDq39fglg=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkWrAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS3h2Xq17ZtmqWjPBZbBzKINcTc/8cvoxTjmJFGZIyp5tJcrNkFAUMzIpOakkCcJDFJKexghxIt1sdskEnminD4NY6BcpOHN/T2SISznmvu7kSA3kYm1q/lfrpSqouxmNklSRCM8XBSmDKobTWGCfCoIVG2tAWFD9V4gHSCCsdHglHYK9ePIytM+qtuabWrlRy+MogiNwDCrABhegAa5BE7QABo/gGbyCN+PJeDHejY95a8HIZw7BHxmfP5ikmEE=</latexit><latexit sha1_base64="DUEHbzBe9y2ovptVQXzDq39fglg=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkWrAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS3h2Xq17ZtmqWjPBZbBzKINcTc/8cvoxTjmJFGZIyp5tJcrNkFAUMzIpOakkCcJDFJKexghxIt1sdskEnminD4NY6BcpOHN/T2SISznmvu7kSA3kYm1q/lfrpSqouxmNklSRCM8XBSmDKobTWGCfCoIVG2tAWFD9V4gHSCCsdHglHYK9ePIytM+qtuabWrlRy+MogiNwDCrABhegAa5BE7QABo/gGbyCN+PJeDHejY95a8HIZw7BHxmfP5ikmEE=</latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="Gpb/uLiMX8lUi/KaCqaP7YB7SvA=">AAAB/nicbZA7T8MwFIVveJZSILCyWFRIZamSMtAFCYmFsUj0ITVV5LhOamonwXaoqqgrC3+FhQGE+Bls/BvcxwAtR7L06Rxb1/cEKWdKO863tba+sbm1Xdgp7pb29g/sw1JLJZkktEkSnshOgBXlLKZNzTSnnVRSLAJO28Hwepq3H6lULInv9DilPYGjmIWMYG0s30aeylI/H3kRfUDOBHkRFgJX7kdn6BLVzqt13y47VWcmtAruAsqwUMO3v7x+QjJBY004VqrrOqnu5VhqRjidFL1M0RSTIY5o12CMBVW9fLbJBJ0ap4/CRJoTazRzf7/IsVBqLAJzU2A9UMvZ1Pwv62Y6rPdyFqeZpjGZDwozjnSCprWgPpOUaD42gIlk5q+IDLDERJvyiqYEd3nlVWjVqq7hWwcKcAwnUAEXLuAKbqABTSDwBC/wBu/Ws/VqfczrWrMWvR3BH1mfPxGRlts=</latexit><latexit sha1_base64="Gpb/uLiMX8lUi/KaCqaP7YB7SvA=">AAAB/nicbZA7T8MwFIVveJZSILCyWFRIZamSMtAFCYmFsUj0ITVV5LhOamonwXaoqqgrC3+FhQGE+Bls/BvcxwAtR7L06Rxb1/cEKWdKO863tba+sbm1Xdgp7pb29g/sw1JLJZkktEkSnshOgBXlLKZNzTSnnVRSLAJO28Hwepq3H6lULInv9DilPYGjmIWMYG0s30aeylI/H3kRfUDOBHkRFgJX7kdn6BLVzqt13y47VWcmtAruAsqwUMO3v7x+QjJBY004VqrrOqnu5VhqRjidFL1M0RSTIY5o12CMBVW9fLbJBJ0ap4/CRJoTazRzf7/IsVBqLAJzU2A9UMvZ1Pwv62Y6rPdyFqeZpjGZDwozjnSCprWgPpOUaD42gIlk5q+IDLDERJvyiqYEd3nlVWjVqq7hWwcKcAwnUAEXLuAKbqABTSDwBC/wBu/Ws/VqfczrWrMWvR3BH1mfPxGRlts=</latexit><latexit sha1_base64="+hgBz9KcJimUH9PmYjT33EBhxck=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkVbAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS1g7q9Y9s2xVrZngMtg5lEGupmd+Of0Yp5xECjMkZc+2EuVmSCiKGZmUnFSSBOEhCklPY4Q4kW42u2QCT7TTh0Es9IsUnLm/JzLEpRxzX3dypAZysTY1/6v1UhXU3YxGSapIhOeLgpRBFcNpLLBPBcGKjTUgLKj+K8QDJBBWOrySDsFePHkZ2rWqrfnGKjfO8ziK4AgcgwqwwQVogGvQBC2AwSN4Bq/gzXgyXox342PeWjDymUPwR8bnD5dkmD0=</latexit><latexit sha1_base64="DUEHbzBe9y2ovptVQXzDq39fglg=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkWrAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS3h2Xq17ZtmqWjPBZbBzKINcTc/8cvoxTjmJFGZIyp5tJcrNkFAUMzIpOakkCcJDFJKexghxIt1sdskEnminD4NY6BcpOHN/T2SISznmvu7kSA3kYm1q/lfrpSqouxmNklSRCM8XBSmDKobTWGCfCoIVG2tAWFD9V4gHSCCsdHglHYK9ePIytM+qtuabWrlRy+MogiNwDCrABhegAa5BE7QABo/gGbyCN+PJeDHejY95a8HIZw7BHxmfP5ikmEE=</latexit><latexit sha1_base64="DUEHbzBe9y2ovptVQXzDq39fglg=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkWrAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS3h2Xq17ZtmqWjPBZbBzKINcTc/8cvoxTjmJFGZIyp5tJcrNkFAUMzIpOakkCcJDFJKexghxIt1sdskEnminD4NY6BcpOHN/T2SISznmvu7kSA3kYm1q/lfrpSqouxmNklSRCM8XBSmDKobTWGCfCoIVG2tAWFD9V4gHSCCsdHglHYK9ePIytM+qtuabWrlRy+MogiNwDCrABhegAa5BE7QABo/gGbyCN+PJeDHejY95a8HIZw7BHxmfP5ikmEE=</latexit><latexit sha1_base64="DUEHbzBe9y2ovptVQXzDq39fglg=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkWrAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS3h2Xq17ZtmqWjPBZbBzKINcTc/8cvoxTjmJFGZIyp5tJcrNkFAUMzIpOakkCcJDFJKexghxIt1sdskEnminD4NY6BcpOHN/T2SISznmvu7kSA3kYm1q/lfrpSqouxmNklSRCM8XBSmDKobTWGCfCoIVG2tAWFD9V4gHSCCsdHglHYK9ePIytM+qtuabWrlRy+MogiNwDCrABhegAa5BE7QABo/gGbyCN+PJeDHejY95a8HIZw7BHxmfP5ikmEE=</latexit><latexit sha1_base64="DUEHbzBe9y2ovptVQXzDq39fglg=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkWrAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS3h2Xq17ZtmqWjPBZbBzKINcTc/8cvoxTjmJFGZIyp5tJcrNkFAUMzIpOakkCcJDFJKexghxIt1sdskEnminD4NY6BcpOHN/T2SISznmvu7kSA3kYm1q/lfrpSqouxmNklSRCM8XBSmDKobTWGCfCoIVG2tAWFD9V4gHSCCsdHglHYK9ePIytM+qtuabWrlRy+MogiNwDCrABhegAa5BE7QABo/gGbyCN+PJeDHejY95a8HIZw7BHxmfP5ikmEE=</latexit><latexit sha1_base64="DUEHbzBe9y2ovptVQXzDq39fglg=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkWrAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS3h2Xq17ZtmqWjPBZbBzKINcTc/8cvoxTjmJFGZIyp5tJcrNkFAUMzIpOakkCcJDFJKexghxIt1sdskEnminD4NY6BcpOHN/T2SISznmvu7kSA3kYm1q/lfrpSqouxmNklSRCM8XBSmDKobTWGCfCoIVG2tAWFD9V4gHSCCsdHglHYK9ePIytM+qtuabWrlRy+MogiNwDCrABhegAa5BE7QABo/gGbyCN+PJeDHejY95a8HIZw7BHxmfP5ikmEE=</latexit><latexit sha1_base64="DUEHbzBe9y2ovptVQXzDq39fglg=">AAACCXicbZDLSsNAFIYn9VbrLerSzWAR6qYkWrAboeDGZQV7gSaEyXSSjp1J4szEUkK3bnwVNy4UcesbuPNtnLZZaOsPAx//OYcz5/cTRqWyrG+jsLK6tr5R3Cxtbe/s7pn7B20ZpwKTFo5ZLLo+koTRiLQUVYx0E0EQ9xnp+MOrab3zQISkcXSrxglxOQojGlCMlLY8EzoyTbxs5ITkHloT6ISIc1S5G53CS3h2Xq17ZtmqWjPBZbBzKINcTc/8cvoxTjmJFGZIyp5tJcrNkFAUMzIpOakkCcJDFJKexghxIt1sdskEnminD4NY6BcpOHN/T2SISznmvu7kSA3kYm1q/lfrpSqouxmNklSRCM8XBSmDKobTWGCfCoIVG2tAWFD9V4gHSCCsdHglHYK9ePIytM+qtuabWrlRy+MogiNwDCrABhegAa5BE7QABo/gGbyCN+PJeDHejY95a8HIZw7BHxmfP5ikmEE=</latexit>

�? = 23.8, �̃? = 23.8
<latexit sha1_base64="yv9MtMHe0czqdikqXli//kA1tA8=">AAACG3icbZDLSsNAFIYnXmu9RV26GSyCCylJLSiIILhxWcGq0NRyMpm0Q2eSMHMilND3cOOruHGhiCvBhW/j9LLwdmDg4//P4cz5w0wKg5736czMzs0vLJaWyssrq2vr7sbmlUlzzXiTpTLVNyEYLkXCmyhQ8ptMc1Ch5Ndh/2zkX99xbUSaXOIg420F3UTEggFaqePWgi4oBbeBQdD0hNYOqkf7wTENUMiIFxN3+MPuuBWv6o2L/gV/ChUyrUbHfQ+ilOWKJ8gkGNPyvQzbBWgUTPJhOcgNz4D1octbFhNQ3LSL8W1DumuViMapti9BOla/TxSgjBmo0HYqwJ757Y3E/7xWjvFRuxBJliNP2GRRnEuKKR0FRSOhOUM5sABMC/tXynqggaGNs2xD8H+f/BeualXf8kW9clqfxlEi22SH7BGfHJJTck4apEkYuSeP5Jm8OA/Ok/PqvE1aZ5zpzBb5Uc7HF2QnnxA=</latexit><latexit sha1_base64="yv9MtMHe0czqdikqXli//kA1tA8=">AAACG3icbZDLSsNAFIYnXmu9RV26GSyCCylJLSiIILhxWcGq0NRyMpm0Q2eSMHMilND3cOOruHGhiCvBhW/j9LLwdmDg4//P4cz5w0wKg5736czMzs0vLJaWyssrq2vr7sbmlUlzzXiTpTLVNyEYLkXCmyhQ8ptMc1Ch5Ndh/2zkX99xbUSaXOIg420F3UTEggFaqePWgi4oBbeBQdD0hNYOqkf7wTENUMiIFxN3+MPuuBWv6o2L/gV/ChUyrUbHfQ+ilOWKJ8gkGNPyvQzbBWgUTPJhOcgNz4D1octbFhNQ3LSL8W1DumuViMapti9BOla/TxSgjBmo0HYqwJ757Y3E/7xWjvFRuxBJliNP2GRRnEuKKR0FRSOhOUM5sABMC/tXynqggaGNs2xD8H+f/BeualXf8kW9clqfxlEi22SH7BGfHJJTck4apEkYuSeP5Jm8OA/Ok/PqvE1aZ5zpzBb5Uc7HF2QnnxA=</latexit><latexit sha1_base64="yv9MtMHe0czqdikqXli//kA1tA8=">AAACG3icbZDLSsNAFIYnXmu9RV26GSyCCylJLSiIILhxWcGq0NRyMpm0Q2eSMHMilND3cOOruHGhiCvBhW/j9LLwdmDg4//P4cz5w0wKg5736czMzs0vLJaWyssrq2vr7sbmlUlzzXiTpTLVNyEYLkXCmyhQ8ptMc1Ch5Ndh/2zkX99xbUSaXOIg420F3UTEggFaqePWgi4oBbeBQdD0hNYOqkf7wTENUMiIFxN3+MPuuBWv6o2L/gV/ChUyrUbHfQ+ilOWKJ8gkGNPyvQzbBWgUTPJhOcgNz4D1octbFhNQ3LSL8W1DumuViMapti9BOla/TxSgjBmo0HYqwJ757Y3E/7xWjvFRuxBJliNP2GRRnEuKKR0FRSOhOUM5sABMC/tXynqggaGNs2xD8H+f/BeualXf8kW9clqfxlEi22SH7BGfHJJTck4apEkYuSeP5Jm8OA/Ok/PqvE1aZ5zpzBb5Uc7HF2QnnxA=</latexit><latexit sha1_base64="yv9MtMHe0czqdikqXli//kA1tA8=">AAACG3icbZDLSsNAFIYnXmu9RV26GSyCCylJLSiIILhxWcGq0NRyMpm0Q2eSMHMilND3cOOruHGhiCvBhW/j9LLwdmDg4//P4cz5w0wKg5736czMzs0vLJaWyssrq2vr7sbmlUlzzXiTpTLVNyEYLkXCmyhQ8ptMc1Ch5Ndh/2zkX99xbUSaXOIg420F3UTEggFaqePWgi4oBbeBQdD0hNYOqkf7wTENUMiIFxN3+MPuuBWv6o2L/gV/ChUyrUbHfQ+ilOWKJ8gkGNPyvQzbBWgUTPJhOcgNz4D1octbFhNQ3LSL8W1DumuViMapti9BOla/TxSgjBmo0HYqwJ757Y3E/7xWjvFRuxBJliNP2GRRnEuKKR0FRSOhOUM5sABMC/tXynqggaGNs2xD8H+f/BeualXf8kW9clqfxlEi22SH7BGfHJJTck4apEkYuSeP5Jm8OA/Ok/PqvE1aZ5zpzBb5Uc7HF2QnnxA=</latexit>

(LMI gives: �? = 24.1)
<latexit sha1_base64="bkPF+hVgegXBb9JaGwQpAl7FExI=">AAACC3icbZDLSgMxFIYz9VbrrerSTWgr1E2ZKQVFEApuFBQq2Au0tZxJM9PQZGZIMoVSunfjq7hxoYhbX8Cdb2N6WWjrD4GP/5zDyfndiDOlbfvbSqysrq1vJDdTW9s7u3vp/YOaCmNJaJWEPJQNFxTlLKBVzTSnjUhSEC6ndbd/OanXB1QqFgb3ehjRtgA/YB4joI3VSWfyN7fX2GcDqs5xruWDEPDQUhokvsDFUsHJnXTSWbtgT4WXwZlDFs1V6aS/Wt2QxIIGmnBQqunYkW6PQGpGOB2nWrGiEZA++LRpMABBVXs0vWWMj43TxV4ozQs0nrq/J0YglBoK13QK0D21WJuY/9WasfbO2iMWRLGmAZkt8mKOdYgnweAuk5RoPjQARDLzV0x6IIFoE1/KhOAsnrwMtWLBMXxXzJZL8ziS6AhlUB456BSV0RWqoCoi6BE9o1f0Zj1ZL9a79TFrTVjzmUP0R9bnD4KVmBc=</latexit><latexit sha1_base64="bkPF+hVgegXBb9JaGwQpAl7FExI=">AAACC3icbZDLSgMxFIYz9VbrrerSTWgr1E2ZKQVFEApuFBQq2Au0tZxJM9PQZGZIMoVSunfjq7hxoYhbX8Cdb2N6WWjrD4GP/5zDyfndiDOlbfvbSqysrq1vJDdTW9s7u3vp/YOaCmNJaJWEPJQNFxTlLKBVzTSnjUhSEC6ndbd/OanXB1QqFgb3ehjRtgA/YB4joI3VSWfyN7fX2GcDqs5xruWDEPDQUhokvsDFUsHJnXTSWbtgT4WXwZlDFs1V6aS/Wt2QxIIGmnBQqunYkW6PQGpGOB2nWrGiEZA++LRpMABBVXs0vWWMj43TxV4ozQs0nrq/J0YglBoK13QK0D21WJuY/9WasfbO2iMWRLGmAZkt8mKOdYgnweAuk5RoPjQARDLzV0x6IIFoE1/KhOAsnrwMtWLBMXxXzJZL8ziS6AhlUB456BSV0RWqoCoi6BE9o1f0Zj1ZL9a79TFrTVjzmUP0R9bnD4KVmBc=</latexit><latexit sha1_base64="bkPF+hVgegXBb9JaGwQpAl7FExI=">AAACC3icbZDLSgMxFIYz9VbrrerSTWgr1E2ZKQVFEApuFBQq2Au0tZxJM9PQZGZIMoVSunfjq7hxoYhbX8Cdb2N6WWjrD4GP/5zDyfndiDOlbfvbSqysrq1vJDdTW9s7u3vp/YOaCmNJaJWEPJQNFxTlLKBVzTSnjUhSEC6ndbd/OanXB1QqFgb3ehjRtgA/YB4joI3VSWfyN7fX2GcDqs5xruWDEPDQUhokvsDFUsHJnXTSWbtgT4WXwZlDFs1V6aS/Wt2QxIIGmnBQqunYkW6PQGpGOB2nWrGiEZA++LRpMABBVXs0vWWMj43TxV4ozQs0nrq/J0YglBoK13QK0D21WJuY/9WasfbO2iMWRLGmAZkt8mKOdYgnweAuk5RoPjQARDLzV0x6IIFoE1/KhOAsnrwMtWLBMXxXzJZL8ziS6AhlUB456BSV0RWqoCoi6BE9o1f0Zj1ZL9a79TFrTVjzmUP0R9bnD4KVmBc=</latexit><latexit sha1_base64="bkPF+hVgegXBb9JaGwQpAl7FExI=">AAACC3icbZDLSgMxFIYz9VbrrerSTWgr1E2ZKQVFEApuFBQq2Au0tZxJM9PQZGZIMoVSunfjq7hxoYhbX8Cdb2N6WWjrD4GP/5zDyfndiDOlbfvbSqysrq1vJDdTW9s7u3vp/YOaCmNJaJWEPJQNFxTlLKBVzTSnjUhSEC6ndbd/OanXB1QqFgb3ehjRtgA/YB4joI3VSWfyN7fX2GcDqs5xruWDEPDQUhokvsDFUsHJnXTSWbtgT4WXwZlDFs1V6aS/Wt2QxIIGmnBQqunYkW6PQGpGOB2nWrGiEZA++LRpMABBVXs0vWWMj43TxV4ozQs0nrq/J0YglBoK13QK0D21WJuY/9WasfbO2iMWRLGmAZkt8mKOdYgnweAuk5RoPjQARDLzV0x6IIFoE1/KhOAsnrwMtWLBMXxXzJZL8ziS6AhlUB456BSV0RWqoCoi6BE9o1f0Zj1ZL9a79TFrTVjzmUP0R9bnD4KVmBc=</latexit>



Example: Actuator 1 and 
Actuator 2

• Gain vs heuristic:    
• Gain over Frequency:
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�(jw)  �̃(jw)
<latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit><latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit><latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit><latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit>
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�(jw) = �̃?

<latexit sha1_base64="KVL1xQR6afZAYMsU1IgC8NjuNHE=">AAACGHicbVDLSgNBEJz1bXxFPXoZDIJewq4E1IMgePGoYIyQjaF30omjM7vrTK8SlvyGF3/FiwcVr7n5N04eB18FDUVVN91dUaqkJd//9CYmp6ZnZufmCwuLS8srxdW1C5tkRmBVJCoxlxFYVDLGKklSeJkaBB0prEW3xwO/do/GyiQ+p26KDQ2dWLalAHJSs+iHNkub+UPYwTvu93jYAa1h++Zhhx/ykKRqYT7SelehJTDNYskv+0PwvyQYkxIb47RZ7IetRGQaYxIKrK0HfkqNHAxJobBXCDOLKYhb6GDd0Rg02kY+/KzHt5zS4u3EuIqJD9XvEzloa7s6cp0a6Nr+9gbif149o/Z+I5dxmhHGYrSonSlOCR/ExFvSoCDVdQSEke5WLq7BgCAXZsGFEPx++S+p7pYPysFZpXRUGacxxzbYJttmAdtjR+yEnbIqE+yRPbNX9uY9eS/eu/cxap3wxjPr7Ae8/hdz56Aj</latexit><latexit sha1_base64="KVL1xQR6afZAYMsU1IgC8NjuNHE=">AAACGHicbVDLSgNBEJz1bXxFPXoZDIJewq4E1IMgePGoYIyQjaF30omjM7vrTK8SlvyGF3/FiwcVr7n5N04eB18FDUVVN91dUaqkJd//9CYmp6ZnZufmCwuLS8srxdW1C5tkRmBVJCoxlxFYVDLGKklSeJkaBB0prEW3xwO/do/GyiQ+p26KDQ2dWLalAHJSs+iHNkub+UPYwTvu93jYAa1h++Zhhx/ykKRqYT7SelehJTDNYskv+0PwvyQYkxIb47RZ7IetRGQaYxIKrK0HfkqNHAxJobBXCDOLKYhb6GDd0Rg02kY+/KzHt5zS4u3EuIqJD9XvEzloa7s6cp0a6Nr+9gbif149o/Z+I5dxmhHGYrSonSlOCR/ExFvSoCDVdQSEke5WLq7BgCAXZsGFEPx++S+p7pYPysFZpXRUGacxxzbYJttmAdtjR+yEnbIqE+yRPbNX9uY9eS/eu/cxap3wxjPr7Ae8/hdz56Aj</latexit><latexit sha1_base64="KVL1xQR6afZAYMsU1IgC8NjuNHE=">AAACGHicbVDLSgNBEJz1bXxFPXoZDIJewq4E1IMgePGoYIyQjaF30omjM7vrTK8SlvyGF3/FiwcVr7n5N04eB18FDUVVN91dUaqkJd//9CYmp6ZnZufmCwuLS8srxdW1C5tkRmBVJCoxlxFYVDLGKklSeJkaBB0prEW3xwO/do/GyiQ+p26KDQ2dWLalAHJSs+iHNkub+UPYwTvu93jYAa1h++Zhhx/ykKRqYT7SelehJTDNYskv+0PwvyQYkxIb47RZ7IetRGQaYxIKrK0HfkqNHAxJobBXCDOLKYhb6GDd0Rg02kY+/KzHt5zS4u3EuIqJD9XvEzloa7s6cp0a6Nr+9gbif149o/Z+I5dxmhHGYrSonSlOCR/ExFvSoCDVdQSEke5WLq7BgCAXZsGFEPx++S+p7pYPysFZpXRUGacxxzbYJttmAdtjR+yEnbIqE+yRPbNX9uY9eS/eu/cxap3wxjPr7Ae8/hdz56Aj</latexit><latexit sha1_base64="KVL1xQR6afZAYMsU1IgC8NjuNHE=">AAACGHicbVDLSgNBEJz1bXxFPXoZDIJewq4E1IMgePGoYIyQjaF30omjM7vrTK8SlvyGF3/FiwcVr7n5N04eB18FDUVVN91dUaqkJd//9CYmp6ZnZufmCwuLS8srxdW1C5tkRmBVJCoxlxFYVDLGKklSeJkaBB0prEW3xwO/do/GyiQ+p26KDQ2dWLalAHJSs+iHNkub+UPYwTvu93jYAa1h++Zhhx/ykKRqYT7SelehJTDNYskv+0PwvyQYkxIb47RZ7IetRGQaYxIKrK0HfkqNHAxJobBXCDOLKYhb6GDd0Rg02kY+/KzHt5zS4u3EuIqJD9XvEzloa7s6cp0a6Nr+9gbif149o/Z+I5dxmhHGYrSonSlOCR/ExFvSoCDVdQSEke5WLq7BgCAXZsGFEPx++S+p7pYPysFZpXRUGacxxzbYJttmAdtjR+yEnbIqE+yRPbNX9uY9eS/eu/cxap3wxjPr7Ae8/hdz56Aj</latexit>

(unstable zero)�? = 1, �̃? = 58.3
<latexit sha1_base64="DVHqWMrvgoQTIEGYAS5FMrW0A54=">AAACHXicbVDLSgMxFM34tr6qLt0Ei+BCyoxWLIgguHFZwVahU8udNFODSWZI7ghl6I+48VfcuFDEhRvxb0wfiK8DgcM553JzT5RKYdH3P7yJyanpmdm5+cLC4tLySnF1rWGTzDBeZ4lMzGUElkuheR0FSn6ZGg4qkvwiujkZ+Be33FiR6HPspbyloKtFLBigk9rFStgFpeAqtAiGHtFQ6Bh7O+EhDVHIDs9Hfv8rsF8t77WLJb/sD0H/kmBMSmSMWrv4FnYSlimukUmwthn4KbZyMCiY5P1CmFmeAruBLm86qkFx28qH1/XpllM6NE6MexrpUP0+kYOytqcil1SA1/a3NxD/85oZxtVWLnSaIddstCjOJMWEDqqiHWE4Q9lzBJgR7q+UXYMBhq7Qgish+H3yX9LYLQeOn1VKx5VxHXNkg2ySbRKQA3JMTkmN1Akjd+SBPJFn79579F6811F0whvPrJMf8N4/AZhAoOI=</latexit><latexit sha1_base64="DVHqWMrvgoQTIEGYAS5FMrW0A54=">AAACHXicbVDLSgMxFM34tr6qLt0Ei+BCyoxWLIgguHFZwVahU8udNFODSWZI7ghl6I+48VfcuFDEhRvxb0wfiK8DgcM553JzT5RKYdH3P7yJyanpmdm5+cLC4tLySnF1rWGTzDBeZ4lMzGUElkuheR0FSn6ZGg4qkvwiujkZ+Be33FiR6HPspbyloKtFLBigk9rFStgFpeAqtAiGHtFQ6Bh7O+EhDVHIDs9Hfv8rsF8t77WLJb/sD0H/kmBMSmSMWrv4FnYSlimukUmwthn4KbZyMCiY5P1CmFmeAruBLm86qkFx28qH1/XpllM6NE6MexrpUP0+kYOytqcil1SA1/a3NxD/85oZxtVWLnSaIddstCjOJMWEDqqiHWE4Q9lzBJgR7q+UXYMBhq7Qgish+H3yX9LYLQeOn1VKx5VxHXNkg2ySbRKQA3JMTkmN1Akjd+SBPJFn79579F6811F0whvPrJMf8N4/AZhAoOI=</latexit><latexit sha1_base64="DVHqWMrvgoQTIEGYAS5FMrW0A54=">AAACHXicbVDLSgMxFM34tr6qLt0Ei+BCyoxWLIgguHFZwVahU8udNFODSWZI7ghl6I+48VfcuFDEhRvxb0wfiK8DgcM553JzT5RKYdH3P7yJyanpmdm5+cLC4tLySnF1rWGTzDBeZ4lMzGUElkuheR0FSn6ZGg4qkvwiujkZ+Be33FiR6HPspbyloKtFLBigk9rFStgFpeAqtAiGHtFQ6Bh7O+EhDVHIDs9Hfv8rsF8t77WLJb/sD0H/kmBMSmSMWrv4FnYSlimukUmwthn4KbZyMCiY5P1CmFmeAruBLm86qkFx28qH1/XpllM6NE6MexrpUP0+kYOytqcil1SA1/a3NxD/85oZxtVWLnSaIddstCjOJMWEDqqiHWE4Q9lzBJgR7q+UXYMBhq7Qgish+H3yX9LYLQeOn1VKx5VxHXNkg2ySbRKQA3JMTkmN1Akjd+SBPJFn79579F6811F0whvPrJMf8N4/AZhAoOI=</latexit><latexit sha1_base64="DVHqWMrvgoQTIEGYAS5FMrW0A54=">AAACHXicbVDLSgMxFM34tr6qLt0Ei+BCyoxWLIgguHFZwVahU8udNFODSWZI7ghl6I+48VfcuFDEhRvxb0wfiK8DgcM553JzT5RKYdH3P7yJyanpmdm5+cLC4tLySnF1rWGTzDBeZ4lMzGUElkuheR0FSn6ZGg4qkvwiujkZ+Be33FiR6HPspbyloKtFLBigk9rFStgFpeAqtAiGHtFQ6Bh7O+EhDVHIDs9Hfv8rsF8t77WLJb/sD0H/kmBMSmSMWrv4FnYSlimukUmwthn4KbZyMCiY5P1CmFmeAruBLm86qkFx28qH1/XpllM6NE6MexrpUP0+kYOytqcil1SA1/a3NxD/85oZxtVWLnSaIddstCjOJMWEDqqiHWE4Q9lzBJgR7q+UXYMBhq7Qgish+H3yX9LYLQeOn1VKx5VxHXNkg2ySbRKQA3JMTkmN1Akjd+SBPJFn79579F6811F0whvPrJMf8N4/AZhAoOI=</latexit>

�̃? = sup
w�0

�̃(jw), �̃(jw) , �̄p(jw)

�r(jw)
<latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit>

�(s) , sup
a2Cna

kGp(s)ak2
kGr(s)ak2

<latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="/7pUsdzWH0L1mdGEoY38x+3lvjQ="></latexit><latexit sha1_base64="/7pUsdzWH0L1mdGEoY38x+3lvjQ="></latexit><latexit sha1_base64="dYNit4q8UyPitOyrKiKtXjqa/6c="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit>

�? = sup
s2S

�(s)
<latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit><latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit><latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit><latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit>



Example: Actuator 1 and 
Sensor 1

• Gain vs heuristic: 
• Gain over Frequency:
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�(jw)  �̃(jw)
<latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit><latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit><latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit><latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit>

sup
w�0

�(jw) = �?

<latexit sha1_base64="fE9s3wD3BcO9WrOaZyTf/8ZfcNM=">AAACEHicbVA9T8MwEHX4LOWrwMhiUSGVpUpQJWBAqsTCWCRKKzUlurhOa2onwXaoqqh/gYW/wsIAiJWRjX+D22aAlied9PzenXz3/JgzpW3721pYXFpeWc2t5dc3Nre2Czu7NypKJKF1EvFINn1QlLOQ1jXTnDZjSUH4nDb8/sXYbzxQqVgUXuthTNsCuiELGAFtJK9QclUSe+nA7dJ7bI+w2wUhoHQ3OMLn2ePWVRqkVyjaZXsCPE+cjBRRhppX+HI7EUkEDTXhoFTLsWPdTkFqRjgd5d1E0RhIH7q0ZWgIgqp2OrlohA+N0sFBJE2FGk/U3xMpCKWGwjedAnRPzXpj8T+vlejgtJ2yME40Dcn0oyDhWEd4HA/uMEmJ5kNDgEhmdsWkBxKINiHmTQjO7MnzpH5cPis7V5VitZKlkUP76ACVkINOUBVdohqqI4Ie0TN6RW/Wk/VivVsf09YFK5vZQ39gff4ApSmcbQ==</latexit><latexit sha1_base64="fE9s3wD3BcO9WrOaZyTf/8ZfcNM=">AAACEHicbVA9T8MwEHX4LOWrwMhiUSGVpUpQJWBAqsTCWCRKKzUlurhOa2onwXaoqqh/gYW/wsIAiJWRjX+D22aAlied9PzenXz3/JgzpW3721pYXFpeWc2t5dc3Nre2Czu7NypKJKF1EvFINn1QlLOQ1jXTnDZjSUH4nDb8/sXYbzxQqVgUXuthTNsCuiELGAFtJK9QclUSe+nA7dJ7bI+w2wUhoHQ3OMLn2ePWVRqkVyjaZXsCPE+cjBRRhppX+HI7EUkEDTXhoFTLsWPdTkFqRjgd5d1E0RhIH7q0ZWgIgqp2OrlohA+N0sFBJE2FGk/U3xMpCKWGwjedAnRPzXpj8T+vlejgtJ2yME40Dcn0oyDhWEd4HA/uMEmJ5kNDgEhmdsWkBxKINiHmTQjO7MnzpH5cPis7V5VitZKlkUP76ACVkINOUBVdohqqI4Ie0TN6RW/Wk/VivVsf09YFK5vZQ39gff4ApSmcbQ==</latexit><latexit sha1_base64="fE9s3wD3BcO9WrOaZyTf/8ZfcNM=">AAACEHicbVA9T8MwEHX4LOWrwMhiUSGVpUpQJWBAqsTCWCRKKzUlurhOa2onwXaoqqh/gYW/wsIAiJWRjX+D22aAlied9PzenXz3/JgzpW3721pYXFpeWc2t5dc3Nre2Czu7NypKJKF1EvFINn1QlLOQ1jXTnDZjSUH4nDb8/sXYbzxQqVgUXuthTNsCuiELGAFtJK9QclUSe+nA7dJ7bI+w2wUhoHQ3OMLn2ePWVRqkVyjaZXsCPE+cjBRRhppX+HI7EUkEDTXhoFTLsWPdTkFqRjgd5d1E0RhIH7q0ZWgIgqp2OrlohA+N0sFBJE2FGk/U3xMpCKWGwjedAnRPzXpj8T+vlejgtJ2yME40Dcn0oyDhWEd4HA/uMEmJ5kNDgEhmdsWkBxKINiHmTQjO7MnzpH5cPis7V5VitZKlkUP76ACVkINOUBVdohqqI4Ie0TN6RW/Wk/VivVsf09YFK5vZQ39gff4ApSmcbQ==</latexit><latexit sha1_base64="fE9s3wD3BcO9WrOaZyTf/8ZfcNM=">AAACEHicbVA9T8MwEHX4LOWrwMhiUSGVpUpQJWBAqsTCWCRKKzUlurhOa2onwXaoqqh/gYW/wsIAiJWRjX+D22aAlied9PzenXz3/JgzpW3721pYXFpeWc2t5dc3Nre2Czu7NypKJKF1EvFINn1QlLOQ1jXTnDZjSUH4nDb8/sXYbzxQqVgUXuthTNsCuiELGAFtJK9QclUSe+nA7dJ7bI+w2wUhoHQ3OMLn2ePWVRqkVyjaZXsCPE+cjBRRhppX+HI7EUkEDTXhoFTLsWPdTkFqRjgd5d1E0RhIH7q0ZWgIgqp2OrlohA+N0sFBJE2FGk/U3xMpCKWGwjedAnRPzXpj8T+vlejgtJ2yME40Dcn0oyDhWEd4HA/uMEmJ5kNDgEhmdsWkBxKINiHmTQjO7MnzpH5cPis7V5VitZKlkUP76ACVkINOUBVdohqqI4Ie0TN6RW/Wk/VivVsf09YFK5vZQ39gff4ApSmcbQ==</latexit>

10-5 10-4 10-3 10-2 10-1 100 101
102

103

104
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10-5 10-4 10-3 10-2 10-1 100 101
10-12

10-10

10-8

10-6

10-4

10-2
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102
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�? = 1, �̃? = 1
<latexit sha1_base64="ergefHGxGOQipAbnjH51C7jOXsE=">AAACHnicbVDLSgMxFM3Ud31VXboJFsGFlBkRH4gguHGpYG2hU8udNFNDk8yQ3BHK0D9x46+4caEiuNK/MX0stHogcDjnXG7uiVIpLPr+l1eYmp6ZnZtfKC4uLa+sltbWb2ySGcarLJGJqUdguRSaV1Gg5PXUcFCR5LWoez7wa/fcWJHoa+ylvKmgo0UsGKCTWqWDsANKwW1oEQw9paHQMfZ2wxMaopBtno/8/kSgVSr7FX8I+pcEY1ImY1y2Sh9hO2GZ4hqZBGsbgZ9iMweDgkneL4aZ5SmwLnR4w1ENittmPryvT7ed0qZxYtzTSIfqz4kclLU9FbmkAryzk95A/M9rZBgfNXOh0wy5ZqNFcSYpJnRQFm0LwxnKniPAjHB/pewODDB0lRZdCcHkyX9Jda9yXAmu9stn++M25skm2SI7JCCH5IxckEtSJYw8kCfyQl69R+/Ze/PeR9GCN57ZIL/gfX4DAE+igg==</latexit><latexit sha1_base64="ergefHGxGOQipAbnjH51C7jOXsE=">AAACHnicbVDLSgMxFM3Ud31VXboJFsGFlBkRH4gguHGpYG2hU8udNFNDk8yQ3BHK0D9x46+4caEiuNK/MX0stHogcDjnXG7uiVIpLPr+l1eYmp6ZnZtfKC4uLa+sltbWb2ySGcarLJGJqUdguRSaV1Gg5PXUcFCR5LWoez7wa/fcWJHoa+ylvKmgo0UsGKCTWqWDsANKwW1oEQw9paHQMfZ2wxMaopBtno/8/kSgVSr7FX8I+pcEY1ImY1y2Sh9hO2GZ4hqZBGsbgZ9iMweDgkneL4aZ5SmwLnR4w1ENittmPryvT7ed0qZxYtzTSIfqz4kclLU9FbmkAryzk95A/M9rZBgfNXOh0wy5ZqNFcSYpJnRQFm0LwxnKniPAjHB/pewODDB0lRZdCcHkyX9Jda9yXAmu9stn++M25skm2SI7JCCH5IxckEtSJYw8kCfyQl69R+/Ze/PeR9GCN57ZIL/gfX4DAE+igg==</latexit><latexit sha1_base64="ergefHGxGOQipAbnjH51C7jOXsE=">AAACHnicbVDLSgMxFM3Ud31VXboJFsGFlBkRH4gguHGpYG2hU8udNFNDk8yQ3BHK0D9x46+4caEiuNK/MX0stHogcDjnXG7uiVIpLPr+l1eYmp6ZnZtfKC4uLa+sltbWb2ySGcarLJGJqUdguRSaV1Gg5PXUcFCR5LWoez7wa/fcWJHoa+ylvKmgo0UsGKCTWqWDsANKwW1oEQw9paHQMfZ2wxMaopBtno/8/kSgVSr7FX8I+pcEY1ImY1y2Sh9hO2GZ4hqZBGsbgZ9iMweDgkneL4aZ5SmwLnR4w1ENittmPryvT7ed0qZxYtzTSIfqz4kclLU9FbmkAryzk95A/M9rZBgfNXOh0wy5ZqNFcSYpJnRQFm0LwxnKniPAjHB/pewODDB0lRZdCcHkyX9Jda9yXAmu9stn++M25skm2SI7JCCH5IxckEtSJYw8kCfyQl69R+/Ze/PeR9GCN57ZIL/gfX4DAE+igg==</latexit><latexit sha1_base64="ergefHGxGOQipAbnjH51C7jOXsE=">AAACHnicbVDLSgMxFM3Ud31VXboJFsGFlBkRH4gguHGpYG2hU8udNFNDk8yQ3BHK0D9x46+4caEiuNK/MX0stHogcDjnXG7uiVIpLPr+l1eYmp6ZnZtfKC4uLa+sltbWb2ySGcarLJGJqUdguRSaV1Gg5PXUcFCR5LWoez7wa/fcWJHoa+ylvKmgo0UsGKCTWqWDsANKwW1oEQw9paHQMfZ2wxMaopBtno/8/kSgVSr7FX8I+pcEY1ImY1y2Sh9hO2GZ4hqZBGsbgZ9iMweDgkneL4aZ5SmwLnR4w1ENittmPryvT7ed0qZxYtzTSIfqz4kclLU9FbmkAryzk95A/M9rZBgfNXOh0wy5ZqNFcSYpJnRQFm0LwxnKniPAjHB/pewODDB0lRZdCcHkyX9Jda9yXAmu9stn++M25skm2SI7JCCH5IxckEtSJYw8kCfyQl69R+/Ze/PeR9GCN57ZIL/gfX4DAE+igg==</latexit>

(zeros at infinity)

�̃? = sup
w�0

�̃(jw), �̃(jw) , �̄p(jw)

�r(jw)
<latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit>

�(s) , sup
a2Cna

kGp(s)ak2
kGr(s)ak2

<latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="/7pUsdzWH0L1mdGEoY38x+3lvjQ="></latexit><latexit sha1_base64="/7pUsdzWH0L1mdGEoY38x+3lvjQ="></latexit><latexit sha1_base64="dYNit4q8UyPitOyrKiKtXjqa/6c="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit>

�? = sup
s2S

�(s)
<latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit><latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit><latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit><latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit>



Example: Actuator 1 and 
Sensor 2

• Gain vs heuristic: 
• Gain over Frequency:
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�(jw)  �̃(jw)
<latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit><latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit><latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit><latexit sha1_base64="oOpJnsC0270PJ7CfWW1OC+sY1bU=">AAACCnicbZDLSgMxFIYzXmu9jbp0E1qEuikzUlB3BTcuKzi20Cklk562sUlmTDJKGbp346u4caHi1idw59uYXhba+kPg5zvncHL+KOFMG8/7dpaWV1bX1nMb+c2t7Z1dd2//RsepohDQmMeqERENnEkIDDMcGokCIiIO9WhwMa7X70FpFstrM0ygJUhPsi6jxFjUdgthjwhBSrcPxzjkcIdDw3gHsikejXnbLXplbyK8aPyZKaKZam33K+zENBUgDeVE66bvJaaVEWUY5TDKh6mGhNAB6UHTWkkE6FY2uWWEjyzp4G6s7JMGT+jviYwIrYcisp2CmL6er43hf7VmarpnrYzJJDUg6XRRN+XYxHgcDO4wBdTwoTWEKmb/immfKEKNjS9vQ/DnT140wUn5vOxfVYrVyiyNHDpEBVRCPjpFVXSJaihAFD2iZ/SK3pwn58V5dz6mrUvObOYA/ZHz+QNknZor</latexit>

sup
w�0

�(jw) = �?

<latexit sha1_base64="fE9s3wD3BcO9WrOaZyTf/8ZfcNM=">AAACEHicbVA9T8MwEHX4LOWrwMhiUSGVpUpQJWBAqsTCWCRKKzUlurhOa2onwXaoqqh/gYW/wsIAiJWRjX+D22aAlied9PzenXz3/JgzpW3721pYXFpeWc2t5dc3Nre2Czu7NypKJKF1EvFINn1QlLOQ1jXTnDZjSUH4nDb8/sXYbzxQqVgUXuthTNsCuiELGAFtJK9QclUSe+nA7dJ7bI+w2wUhoHQ3OMLn2ePWVRqkVyjaZXsCPE+cjBRRhppX+HI7EUkEDTXhoFTLsWPdTkFqRjgd5d1E0RhIH7q0ZWgIgqp2OrlohA+N0sFBJE2FGk/U3xMpCKWGwjedAnRPzXpj8T+vlejgtJ2yME40Dcn0oyDhWEd4HA/uMEmJ5kNDgEhmdsWkBxKINiHmTQjO7MnzpH5cPis7V5VitZKlkUP76ACVkINOUBVdohqqI4Ie0TN6RW/Wk/VivVsf09YFK5vZQ39gff4ApSmcbQ==</latexit><latexit sha1_base64="fE9s3wD3BcO9WrOaZyTf/8ZfcNM=">AAACEHicbVA9T8MwEHX4LOWrwMhiUSGVpUpQJWBAqsTCWCRKKzUlurhOa2onwXaoqqh/gYW/wsIAiJWRjX+D22aAlied9PzenXz3/JgzpW3721pYXFpeWc2t5dc3Nre2Czu7NypKJKF1EvFINn1QlLOQ1jXTnDZjSUH4nDb8/sXYbzxQqVgUXuthTNsCuiELGAFtJK9QclUSe+nA7dJ7bI+w2wUhoHQ3OMLn2ePWVRqkVyjaZXsCPE+cjBRRhppX+HI7EUkEDTXhoFTLsWPdTkFqRjgd5d1E0RhIH7q0ZWgIgqp2OrlohA+N0sFBJE2FGk/U3xMpCKWGwjedAnRPzXpj8T+vlejgtJ2yME40Dcn0oyDhWEd4HA/uMEmJ5kNDgEhmdsWkBxKINiHmTQjO7MnzpH5cPis7V5VitZKlkUP76ACVkINOUBVdohqqI4Ie0TN6RW/Wk/VivVsf09YFK5vZQ39gff4ApSmcbQ==</latexit><latexit sha1_base64="fE9s3wD3BcO9WrOaZyTf/8ZfcNM=">AAACEHicbVA9T8MwEHX4LOWrwMhiUSGVpUpQJWBAqsTCWCRKKzUlurhOa2onwXaoqqh/gYW/wsIAiJWRjX+D22aAlied9PzenXz3/JgzpW3721pYXFpeWc2t5dc3Nre2Czu7NypKJKF1EvFINn1QlLOQ1jXTnDZjSUH4nDb8/sXYbzxQqVgUXuthTNsCuiELGAFtJK9QclUSe+nA7dJ7bI+w2wUhoHQ3OMLn2ePWVRqkVyjaZXsCPE+cjBRRhppX+HI7EUkEDTXhoFTLsWPdTkFqRjgd5d1E0RhIH7q0ZWgIgqp2OrlohA+N0sFBJE2FGk/U3xMpCKWGwjedAnRPzXpj8T+vlejgtJ2yME40Dcn0oyDhWEd4HA/uMEmJ5kNDgEhmdsWkBxKINiHmTQjO7MnzpH5cPis7V5VitZKlkUP76ACVkINOUBVdohqqI4Ie0TN6RW/Wk/VivVsf09YFK5vZQ39gff4ApSmcbQ==</latexit><latexit sha1_base64="fE9s3wD3BcO9WrOaZyTf/8ZfcNM=">AAACEHicbVA9T8MwEHX4LOWrwMhiUSGVpUpQJWBAqsTCWCRKKzUlurhOa2onwXaoqqh/gYW/wsIAiJWRjX+D22aAlied9PzenXz3/JgzpW3721pYXFpeWc2t5dc3Nre2Czu7NypKJKF1EvFINn1QlLOQ1jXTnDZjSUH4nDb8/sXYbzxQqVgUXuthTNsCuiELGAFtJK9QclUSe+nA7dJ7bI+w2wUhoHQ3OMLn2ePWVRqkVyjaZXsCPE+cjBRRhppX+HI7EUkEDTXhoFTLsWPdTkFqRjgd5d1E0RhIH7q0ZWgIgqp2OrlohA+N0sFBJE2FGk/U3xMpCKWGwjedAnRPzXpj8T+vlejgtJ2yME40Dcn0oyDhWEd4HA/uMEmJ5kNDgEhmdsWkBxKINiHmTQjO7MnzpH5cPis7V5VitZKlkUP76ACVkINOUBVdohqqI4Ie0TN6RW/Wk/VivVsf09YFK5vZQ39gff4ApSmcbQ==</latexit>

(zeros at infinity  
are cancelled)

�̃? = sup
w�0

�̃(jw), �̃(jw) , �̄p(jw)

�r(jw)
<latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit><latexit sha1_base64="wDGhKStKYAtz1ZcLkyaEK2b2yf0="></latexit>

�(s) , sup
a2Cna

kGp(s)ak2
kGr(s)ak2

<latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="ck8pdC+ekZH4nUmSP+ZG7r8lEyk=">AAAB2XicbZDNSgMxFIXv1L86Vq1rN8EiuCozbnQpuHFZwbZCO5RM5k4bmskMyR2hDH0BF25EfC93vo3pz0JbDwQ+zknIvSculLQUBN9ebWd3b/+gfugfNfzjk9Nmo2fz0gjsilzl5jnmFpXU2CVJCp8LgzyLFfbj6f0i77+gsTLXTzQrMMr4WMtUCk7O6oyaraAdLMW2IVxDC9YaNb+GSS7KDDUJxa0dhEFBUcUNSaFw7g9LiwUXUz7GgUPNM7RRtRxzzi6dk7A0N+5oYkv394uKZ9bOstjdzDhN7Ga2MP/LBiWlt1EldVESarH6KC0Vo5wtdmaJNChIzRxwYaSblYkJN1yQa8Z3HYSbG29D77odOn4MoA7ncAFXEMIN3MEDdKALAhJ4hXdv4r15H6uuat66tDP4I+/zBzjGijg=</latexit><latexit sha1_base64="/7pUsdzWH0L1mdGEoY38x+3lvjQ="></latexit><latexit sha1_base64="/7pUsdzWH0L1mdGEoY38x+3lvjQ="></latexit><latexit sha1_base64="dYNit4q8UyPitOyrKiKtXjqa/6c="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit><latexit sha1_base64="miu/CV7bJykUj7JP+jQamzCDVYU="></latexit>

�? = sup
s2S

�(s)
<latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit><latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit><latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit><latexit sha1_base64="1qxOMEFjAknCKvRCII8tPO2vSzU=">AAACGnicbVDLSgMxFM3UV62vUZdugkWomzJTCioiFNy4rGhtoVPLnTRtQ5PMkGSEMvQ/3PgrblyouBM3/o3pY6GtBwKHc84l954w5kwbz/t2MkvLK6tr2fXcxubW9o67u3eno0QRWiMRj1QjBE05k7RmmOG0ESsKIuS0Hg4ux379gSrNInlrhjFtCehJ1mUEjJXabinogRBwH2gDCl/gQCdxO9UBkzgQYPoEeHozGuHgfBos6OO2m/eK3gR4kfgzkkczVNvuZ9CJSCKoNISD1k3fi00rBWUY4XSUCxJNYyAD6NGmpRIE1a10ctsIH1mlg7uRsk8aPFF/T6QgtB6K0CbH++p5byz+5zUT0z1tpUzGiaGSTD/qJhybCI+Lwh2mKDF8aAkQxeyumPRBATG2zpwtwZ8/eZHUSsWzon9dzlfKszay6AAdogLy0QmqoCtURTVE0CN6Rq/ozXlyXpx352MazTizmX30B87XD/AUoOE=</latexit>

�? = 73.1, �̃? = 253.5
<latexit sha1_base64="0z8qu4hLB2lNFDOADI5me1cEb88=">AAACHHicbZDJSgNBEIZ74h63qEcvjUHwIGEmCxFEELx4VDAmkImhptNJmnTPDN01QhjyIF58FS8eFPHiQfBt7CyIW0HDx/9XUV1/EEth0HU/nMzc/MLi0vJKdnVtfWMzt7V9baJEM15jkYx0IwDDpQh5DQVK3og1BxVIXg8GZ2O/fsu1EVF4hcOYtxT0QtEVDNBK7VzJ74FScOMbBE1PaLVU8A79Y+qjkB2eTt3Rl12slAqVdi7vFtxJ0b/gzSBPZnXRzr35nYgliofIJBjT9NwYWyloFEzyUdZPDI+BDaDHmxZDUNy00slxI7pvlQ7tRtq+EOlE/T6RgjJmqALbqQD75rc3Fv/zmgl2j1qpCOMEecimi7qJpBjRcVK0IzRnKIcWgGlh/0pZHzQwtHlmbQje75P/wnWx4Fm+LOdPy7M4lsku2SMHxCNVckrOyQWpEUbuyAN5Is/OvfPovDiv09aMM5vZIT/Kef8E4qCfSg==</latexit><latexit sha1_base64="0z8qu4hLB2lNFDOADI5me1cEb88=">AAACHHicbZDJSgNBEIZ74h63qEcvjUHwIGEmCxFEELx4VDAmkImhptNJmnTPDN01QhjyIF58FS8eFPHiQfBt7CyIW0HDx/9XUV1/EEth0HU/nMzc/MLi0vJKdnVtfWMzt7V9baJEM15jkYx0IwDDpQh5DQVK3og1BxVIXg8GZ2O/fsu1EVF4hcOYtxT0QtEVDNBK7VzJ74FScOMbBE1PaLVU8A79Y+qjkB2eTt3Rl12slAqVdi7vFtxJ0b/gzSBPZnXRzr35nYgliofIJBjT9NwYWyloFEzyUdZPDI+BDaDHmxZDUNy00slxI7pvlQ7tRtq+EOlE/T6RgjJmqALbqQD75rc3Fv/zmgl2j1qpCOMEecimi7qJpBjRcVK0IzRnKIcWgGlh/0pZHzQwtHlmbQje75P/wnWx4Fm+LOdPy7M4lsku2SMHxCNVckrOyQWpEUbuyAN5Is/OvfPovDiv09aMM5vZIT/Kef8E4qCfSg==</latexit><latexit sha1_base64="0z8qu4hLB2lNFDOADI5me1cEb88=">AAACHHicbZDJSgNBEIZ74h63qEcvjUHwIGEmCxFEELx4VDAmkImhptNJmnTPDN01QhjyIF58FS8eFPHiQfBt7CyIW0HDx/9XUV1/EEth0HU/nMzc/MLi0vJKdnVtfWMzt7V9baJEM15jkYx0IwDDpQh5DQVK3og1BxVIXg8GZ2O/fsu1EVF4hcOYtxT0QtEVDNBK7VzJ74FScOMbBE1PaLVU8A79Y+qjkB2eTt3Rl12slAqVdi7vFtxJ0b/gzSBPZnXRzr35nYgliofIJBjT9NwYWyloFEzyUdZPDI+BDaDHmxZDUNy00slxI7pvlQ7tRtq+EOlE/T6RgjJmqALbqQD75rc3Fv/zmgl2j1qpCOMEecimi7qJpBjRcVK0IzRnKIcWgGlh/0pZHzQwtHlmbQje75P/wnWx4Fm+LOdPy7M4lsku2SMHxCNVckrOyQWpEUbuyAN5Is/OvfPovDiv09aMM5vZIT/Kef8E4qCfSg==</latexit><latexit sha1_base64="0z8qu4hLB2lNFDOADI5me1cEb88=">AAACHHicbZDJSgNBEIZ74h63qEcvjUHwIGEmCxFEELx4VDAmkImhptNJmnTPDN01QhjyIF58FS8eFPHiQfBt7CyIW0HDx/9XUV1/EEth0HU/nMzc/MLi0vJKdnVtfWMzt7V9baJEM15jkYx0IwDDpQh5DQVK3og1BxVIXg8GZ2O/fsu1EVF4hcOYtxT0QtEVDNBK7VzJ74FScOMbBE1PaLVU8A79Y+qjkB2eTt3Rl12slAqVdi7vFtxJ0b/gzSBPZnXRzr35nYgliofIJBjT9NwYWyloFEzyUdZPDI+BDaDHmxZDUNy00slxI7pvlQ7tRtq+EOlE/T6RgjJmqALbqQD75rc3Fv/zmgl2j1qpCOMEecimi7qJpBjRcVK0IzRnKIcWgGlh/0pZHzQwtHlmbQje75P/wnWx4Fm+LOdPy7M4lsku2SMHxCNVckrOyQWpEUbuyAN5Is/OvfPovDiv09aMM5vZIT/Kef8E4qCfSg==</latexit>


