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Meet Bob

Bob - The System Operator %\TH%
Sl
B B, Vi & @ Has many years of experiencel!
—— yy Xperi !
RTUs F » Power Network RTUs A
@ Is the core of the higher control
————— wamswamc [-—| PMUs layer

@ Operates the Grid using a
R ——— SCADA/EMS system that

AGC ¢

% ! 5 % provides

2 ] Jfoptimal Power Fiow] LE z » the full detailed model of the

8l |31 8 Grid

iakd e > large amount of measurement
data

» filtering of measurement data
(State Estimator)

> pre and post-filtering outlier
detection

> highly customized software
components
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Meet Bob N
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Bob's Objectives

Ensure the Grid's safe operation
Avoid major disruptions
Meet load demand

Minimize operation costs

@ This was a bad day for Bob...
(US-Canada 2003 Blackout)
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Meet Mallory

i K
Mallory - a malicious hacker i &

By, Pij, Vi M)
RTUs % o Power Network RTUs @ Has great IT and hacking skills

@ Has "some” knowledge about
the system model

] wamswamc <« PMUs

A2 @ |s able to inject false data in a
few measuring devices

AGC +
-| ﬂ"HOptima\ Power Flow

SCADA Master
State Estimator
SCADA Master

Control center
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Meet Mallory B,

Mallory's Objectives ;?KTH%

@ Make Bob have a "bad day” by
either:
» Disrupting the Grid’s
operation
> Increasing the operation costs
» Making money from
perturbing the Grid's
operation

@ Perform the attacks while

remaining undetected
@ Will Bob have another bad day?
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Bob vs Mallory

Deception Attacks on the SE %{‘TH%
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@ Bob wants to know
» if his system is vulnerable to Mallory
» if adding more measurements would help decrease vulnerabilities
» where to deploy protection devices to eliminate vulnerabilities

@ So he hired us to analyze the situation!
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Modeling Bob and Mallory

Bob’s model

@ Detailed Steady-State Model:
z="h(x)+e
measurements: z € R™
state: x =[0"VT]T € R"
noise: € ~ N(0,R).
For simplicity, assume R = /.
Consider 0j; = 0; — 0;.
@ Power injection measurement model
Pi = ViXlen, Vi (Gijcos(b) + Bijsin(0;))
Qi = Vidlen, Vi(Gjsin(0;) — Bjjcos(6)) ’
@ Power flow measurement model

Pj = V(gsi+ &) — ViVj(gjcos(f) + bysin(0;))
Qj = —V7A(bsi+ by) — ViV (gisin(6y) — by cos(07)) *

Ex.: Pig = VZ(gs1 + g1a) — V1Va(gia cos(61 — 04) + brasin(61 — 64))

André Teixeira Cyber-Security Analysis of Electric Power Systems




Modeling Bob and Mallory

Bob's SE and BDD

@ Nonlinear Least-Squares:

X =arg Xng]ilgn r(x)"r(x),

e BDD - Performance index test:
J(K) =€ Se~ 2
No bad data if ||r||2 < 7 ()

» «a € [0, 1] is the desired false alarm rate

e General expression: ||Wr(X)||, < 7, for suitable W, p and 7.
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Modeling Bob and Mallory

Mallory's model

o Simplified Steady-State Model
(DC-Model): z = Hx + ¢
state: x =0 € R, = 21
Assumption: V; =1 for all buses

No reactive power flows or injections!

@ Power injection measurement model
Pi = Xjen, bijbi
@ Power flow measurement model
P; = —ViVib;0;
Ex.: Pia = —ViVab14(61 — 04)
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Modeling Bob and Mallory

Mallory's SE model

o Linear Weighted Least-Squares:
%= [HTH} I T
> r(%) = z— H& = (I — HH")(Hx + €) = Se, § = (I — HHY)
o Mallory corrupting measurements:
Z=z4+a=%=H' a:HT(z—l—a),
e Mallory’s idea for stealthy attacks:

aclm(H)= Sa=0= r(x) =r(x?)
[Clements et al. 81, Liu et al. 09]
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Modeling Bob and Mallory

Modeling Mallory's stealthy attacks

o Mallory’s Goals
» Convergence of the estimator (trivial for the linear model);
» Stealthiness: ||Wr(%?)||, < T;
> Induce a desired bias on a subset of measurements -

"making Bob have

a bad day”
@ Minimum " Effort” o Different metrics for ” effort”
Attack Synthesis » p=0: cardinality of a (# of
measurements to be corrupted) - not
min ||al| convex, can be solved through MILP
a » p=1: may be used as a convex
st.aegnNnUNC approximation of p = 0

» G - set of goals

> U - set of stealthy
attacks

» C - set of constraints
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Summary of Bob and Mallory

Bob Mallory
Model Detailed Nonlinear Simplified Linear
# Measurements Large Small
Active Power + +
Reactive Power + 0
Pre-SE BDD + -
Post-SE BDD + -

@ Does Bob really have reasons to be worried?!

André Teixeira Cyber-Security Analysis of Electric Power Systems



Outline

& verensor &

e

© Experimental Results
@ Scenario
@ Mallory’s Effort
@ Mallory’s Achievements

André Teixeira Cyber-Security Analysis of Electric Power Systems



Experimental Results

Bob's System

1&[

e Typical SCADA/EMS software present in control centers is used
@ Virtual grid for training purposes

@ Nonlinear model of active and reactive power flows is used
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Experimental Results

& verensor

™

Mallory's Attack Scenario

* Attacked substations

é [wArL T -«««Target measurement

@ Only linear model of active power flow is known
@ Corrupted measurements are sent to the database
@ Objective: inject a bias on flow between TROY and BLOO
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Mallory's Effort

& verensar &

e

Adding more measurements vs Deploying protection devices

ak:mamllaHo o Gy ={arax=1}
st.acGenNUNC o U =Im(H)
e C={a:a;=0,VieP}
(protected measurements)

Security metric
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Target measurement index

Blue circles: oy with all measurements
Red circles: aj with only a subset of measurements
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Experiments

Mallory's Results

Large attacks

Small attacks Target bias  Estimate  #BDD
(MW), a33  (MW), 23,  Alarms
0 Attaf:ks on measurement 33 0 —148 O
e oy 7 50 36.2 0
| e S 100 86.7 0
< » A 150 137.5 0
% 200 - -
Eg ’ ra @ Stealthily injected 150MW! - that's
Z o ,’ ] around 60% of the transmission line
K rating - 260MW.
2 ] » Perhaps Bob would have a "bad
» day” with this...
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@ Reporting to Bob
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Reporting to Bob

@ Mallory has been modeled using a flexible optimization framework
that enables the embedding of relevant aspects such as

» encrypted measurements;
» pseudo-measurements;

» finite resources;

» reduced model knowledge.

@ Mallory's model has been applied to Bob’'s SCADA/EMS software

» Bob’s system seems to be vulnerable to Mallory - reasonably sized
biases were injected using linear models;

» Increasing measurement redundancy of Bob’s system does not
eliminate all vulnerabilities;

» Bob got an idea of which measurements are more vulnerable to Mallory.
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The End

THANK YOU!

Questions?
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